V 


9 


Volume  56  of  111 

(Accused  Copy) 


_ VERBATIM _ 1 

RECORD  OF  TRIAL 

(and  accompanying  papers) 

of 


MANNING,  Bradley  E. _ 

(Name:  Last.  First,  Middle  Initial) 
Headquarters  and 
Headquarters  Company, 

United  States  Army  Garrison 

(Unit/Command  Name) 


(Social  Security  Number) 


U . S .  Army 
(Branch  of  Service) 

By 


PFC/E-3 

(Rank) 


Fort  Myer,  VA  22211 
(Station  or  Ship) 


GENERAL  COURT-MARTIAL 


Convened  by 


(Title  of  Convening  Authority) 

UNITED  STATES  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
(Unit/Command  of  Convening  Authority) 

T  ried  at 


Fort  Meade,  MD  on  see  below 

(Place  or  Places  of  Trial)  (Date  or  Dates  of  Trial) 


Date  or  Dates  of  Trial: 

23  February  2012,  15-16  March  2012,  24-26  April  2012,  6-8  June  2012,  25  June  2012, 

16-19  July  2012,  28-30  August  2012,  2  October  2012,  12  October  2012,  17-18  October  2012, 

7- 8  November  2012,  27  November  -  2  December  2012,  5-7  December  2012,  10-11  December  2012, 

8- 9  January  2013,  16  January  2013,  26  February  -  1  March  2013,  8  March  2013, 

10  April  2013,  7-8  May  2013,  21  May  2013,  3-5  June  2013,  10-12  June  2013,  17-18  June  2013, 
25-28  June  2013,  1-2  July  2013,  8-10  July  2013,  15  July  2013,  18-19  July  2013, 

25-26  July  2013,  28  July  -  2  August  2013,  5-9  August  2013,  12-14  August  2013, 
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DATED:  May  2013 


STIPULATION  OF 
EXPECTED  TESTIMONY 


Louis  Travieso 


(U)  It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if  Louis 
Travieso  were  present  to  testify  during  the  merits  and  pre-sentencing  phases  of  this  court-martial, 
he  would  testify  substantially  as  follows. 

1.  (U)  I,  Louis  Travieso,  am  a  former  Non-Commissioned  Officer  in  the  United  States  Army.  I 
served  4  years  in  the  MOS  of  1 3F.  The  Defense  Intelligence  Agency  (DIA)  recruited  me  to 
become  an  intelligence  officer  immediately  after  completing  my  service  in  die  Army.  I  became  an 
intelligence  officer  for  DIA  in  2006.  In  2010  while  serving  as  a  DIA  intelligence  officer,  I 
received  a  Bachelor  of  Arts  in  Criminology  from  Saint  Leo  University.  In  2012, 1  received  a 
Masters  of  Business  Administration  from  Saint  Leo  University. 

2.  (U)  Currently,  I  work  at  MacDill  Air  Force  Base  as  a  DIA  intelligence  officer  at  the  United 
States  Central  Command  (USCENTCOM)  headquarters.  In  addition  to  being  an  intelligence 
officer,  I  am  the  Lead  Plans  Officer  for  certain  countries.  I  have  been  the  Lead  Plans  Officer  since 
2011.  I  work  within  the  Targeting  and  Geospatial  Readiness  Department,  which  is  within  the 
Combat  Readiness  Branch  at  CENTCOM  headquarters.  The  mission  of  the  department  is  to 
gather  targeting  and  geospatial  data  and  assembling  it  into  a  comprehensive  picture  for  the 
commander. 

3.  (U)  As  the  Lead  Plans  Officer  for  certain  countries  and  a  DIA  intelligence  officer,  I  lead  all 
intelligence  support  for  my  section  by  meeting  with  planners,  obtaining  systems  requirements, 
assuring  die  requirements  are  met,  and  ensuring  that  the  Joint  Information  Center  (JIC)  is 
supported  by  providing  a  comprehensive  picture  from  the  relevant  targeting  and  geospatial 
systems.  This  work  supports  the  JIC’s  mission  to  provide  direct  intelligence  to  all  forces  assigned 
to  the  Commander,  USCENTCOM.  I  work  with  classified  information  daily  in  all  of  these  tasks. 

4.  (U)  Previously,  I  worked  as  an  Information  Release  Specialist  with  DIA  from  2006  until  2011. 
As  the  Information  Release  Specialist,  I  processed  information  for  declassification.  I  was  the 
subject  matter  expert  responsible  for  determining  whether  J2  still  possessed  classified  equities.  In 
that  position,  I  worked  with  classified  documentation  and  reviews  for  classification  daily. 
Currently,  I  still  support  information  release  work  and  am  consulted  on  occasion  regarding 
declassification. 

5.  (U)  I  first  gained  familiarity  with  this  above-captioned  case  when  I  supported  the  Information 
Review  Task  Force  (IRTF).  I  supported  the  I  RTF  by  making  available  the  JIC’s  expertise, 
analysis,  and  information  collection  management  to  other  agencies  participating  in  the  IRTF. 
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6.  (U)  I  was  tasked  to  this  case  through  CENTCOM’s  tasking  management  tool.  The  tool  sent  the 
task  requirement  to  J2,  and  then  J2  assigned  me. 

7.  (U)  After  receiving  the  assignment,  I  began  conducting  a  line-by-line  review  of  the  provided 
documents,  which  included,  among  others,  documents  from  the  Combined  Information  Data 
Exchange  (CIDNE)  Iraq,  CIDNE  Afghanistan,  and  documents  related  to  the  AR  15-6  of  the  Farah 
civilian  casualties  incident.  I  reviewed  the  documents  for  J2  equities,  such  as  intelligence  sources 
and  methods,  military  operations,  or  systems  capabilities.  During  the  review,  I  coordinated 
equities  with  the  relevant  agencies. 


8.  (U)  To  determine  classification,  I  applied  the  CENTCOM  classification  guide  appropriate  to 
the  time  of  the  document.  I  reviewed  each  document  at  the  time  of  its  origin  and  the  time  of  its 
compromise.  Everything  I  reviewed  was  at  the  “SECRET”  level. 


10.  (U)  Furthermore,  Classified  Document  was  marked  “SECRET”  on  the  top  and  bottom  of  each 
page.  As  an  Information  Release  Specialist  and  Lead  Plans  Officer  for  my  section,  I  frequently 
handle  classified  documents  like  Classified  Document  This  document  is  only  found  on  SIPRNET 
or  a  higher  classified  network  because  it  is  classified.  Classified  documents,  like  Classified 
Document,  are  marked  with  the  appropriate  classification  on  the  top  and  bottom  of  the  page. 

These  markings  put  the  reader  on  notice  that  the  information  is  classified  and  should  be  handled 
accordingly.  Furthermore,  the  paragraphs  in  a  classified  document  are  portion-marked,  which  also 
puts  the  reader  on  notice  of  the  specific  classification  for  that  section. 

11.  (U)  Classified  documents  and  documents  marked  as  classified  must  be  handled  in  accordance 
with  the  rules  set  forth  in  Executive  Order  13526,  and  previously  in  Executive  Order  12958.  I  am 
familiar  with  these  Executive  Orders  because  I  have  been  working  under  the  guidelines  set  forth 
therein  during  my  entire  professional  career  as  a  DIA  intelligence  officer. 
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UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


v. 


) 

) 

) 

) 

) 

) 

) 

) 

) 


STIPULATION  OF 
EXPECTED  TESTIMONY 


Ms.  Jacqueline  Scott 


10  June  2013 


It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if  Ms.  Jacqueline 
Scott  were  present  to  testify  during  the  merits  and  pre-sentencing  phases  of  this  court-martial,  she  would 
testify  substantially  as  follows: 

1.  Iam  employed  at  United  States  Central  Command  (USCENTCOM),  MacDill  Air  Force  Base,  Florida. 

I  am  a  Freedom  of  Information  Action  (FOIA)  Officer  and  the  Chief  of  the  FOIA  and  Privacy  Section. 
This  entails  reviewing  FOIA  requests  and  releasing  information  as  appropriate  under  the  FOIA.  FOIA 
requests  originate  from  various  sources.  The  public  submits  request  for  information  under  the  FOIA. 
Additionally,  federal  agencies  receive  requests  for  information  under  the  FOIA,  and  those  agencies  may 
have  responsive  documents  that  contain  USCENTCOM  equities.  Those  agencies  then  contact 
USCENTCOM  to  review  the  responsive  documents  requested  for  USCENTCOM  equities.  I  have  worked 
at  USCENTCOM  since  1995.  I  have  been  doing  FOIA  work  since  1999.  I  have  worked  exclusively  on 
FOIA  issues  since  2005.  I  was  previously  the  Branch  Chief  of  Management,  Records,  and  Forms, 
Personnel  Management,  FOIA,  and  Privacy. 

2.  Currently,  the  FOIA  Office  handles  approximately  350  requests  a  year.  Before  2002,  the  number  of 
requests  a  year  was  approximately  40.  The  FOIA  office  does  not  make  withholding  decisions;  the  FOIA 
office  only  makes  recommendations.  As  a  part  of  the  FOIA  office,  I  am  the  first  person  to  see  the  mail 
and  requests.  When  a  request  is  received,  I  determine  if  USCENTCOM  has  the  information  by 
conducting  a  records  search.  I  also  may  have  to  check  with  the  legal  office  to  see  if  there  is  an 
investigation  pending.  Sometimes  information  may  point  the  FOIA  process  to  equities  involving 
intelligence,  special  operations,  and  planning,  among  others.  USCENTCOM  owns  the  information  I 
review  for  release  under  the  FOIA. 

3.  After  a  FOIA  request  is  received,  a  member  of  the  FOIA  office  conducts  a  first  scrub.  During  this 
scrub,  any  information  that  should  not  be  released  because  it  meets  an  exemption  under  the  FOIA  is 
placed  in  a  red  bracket  or  red  box.  Next,  a  member  of  the  FOIA  team  verifies  the  exemption  with  the 
equity  owner.  The  review  is  conducted  by  a  subject  matter  expert  (SME).  The  SME  looks  through  any 
requested  document  for  specific  types  of  equities.  For  instance,  one  SME  looks  for  J5  equities  and 
another  for  J3  equities.  A  SME  works  exclusively  on  his/her  branch  of  equities  for  FOIA  requests.  If  a 
SME  believes  that  information  should  be  declassified,  that  information  is  taken  to  an  original 
classification  authority  (OCA)  with  the  authority  to  declassify.  If  the  SME  verifies  a  classified  equity 
with  the  owner  of  the  equity,  the  information  is  marked  as  not  being  appropriate  for  release. 

4.  Redactions  are  mainly  used  for  classified  information,  names  of  DoD  personnel,  and  anything  that 
falls  under  the  (b)(3)  exemption  of  FOIA.  The  (b)(3)  section  protects  personnel  assigned  to  a  sensitive 
overseas  routinely  deployed  unit.  Information  pertaining  to  weapons  systems  is  also  not  released. 

Section  (b)(5)  also  exempts  information  and  applies  to  a  portion  of  USCENTCOM  FOIA  investigations. 
Section  (b)(5)  has  three  part:  ( 1 )  pre-decisional  information;  (2)  attorney-client  documents  or  privileges; 
and  (3)  attorney  work  product.  Law  enforcement  exempti  *  1  1  Jt~“ 
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General  investigations,  also  warrant  exemption  from  disclosure  under  the  FOIA.  The  FOIA  office 
incorporates  the  factors  listed  in  Executive  Order  (EO)  13526  into  decisions  regarding  redactions  of 
classified  information. 

5.  There  is  a  20  day  mandate  in  the  timeline  for  responding  to  FOIA  requests.  On  occasion,  a  10  day 
extension  may  be  granted  where  coordination  of  various  equities  requires  additional  time.  After  initial 
review  the  legal  office  reviews  the  information  for  legal  sufficiency.  The  legal  review  is  a  legal  opinion 
about  the  FOIA  determinations.  This  is  a  “GO/NO-GO  process.”  If  it  is  a  “GO,”  then  it  is  sent  back  to 
the  FOIA  office  to  be  packaged  and  sent  to  the  Chief  of  Staff  for  approval  and  signature  for  releasable 
information.  If  it  is  a  “NO-GO,”  then  the  legal  officer  states  the  deficiencies,  if  any.  The  FOIA  office 
responds  by  correcting  the  deficiencies  and  the  information  is  resubmitted  for  legal  review. 

6.  I  am  familiar  with  the  video  file  named  “12  JUL  07  CZ  ENGAGEMENT  ZONE  30  GC  Anyone.avi” 
(Apache  video),  which  is  Prosecution  Exhibit  15  for  Identification  in  this  case  because  it  was  the 
subject  a  FOIA  request.  I  was  asked  to  review  the  records  related  to  the  FOIA  request  for  the  Apache 
video.  I  searched  for  the  records.  I  reviewed  those  records.  I  did  not  find  the  Apache  video.  The  records 
indicated  that  the  Apache  video  was  not  released  subject  to  any  FOIA  request.  The  AR  15-6  Investigation 
related  to  the  Apache  video  was  released  under  the  FOIA,  and  the  investigation  contained  redactions  in 
accordance  with  applicable  FOIA  exemptions. 

7.  The  USCENTCOM  FOIA  office  received  a  request  for  information  related  to  the  Farah  investigation. 
The  investigation  pertained  to  a  large  scale  civilian  casualties  (CIVCAS)  incident  in  the  Farah  Province, 
Afghanistan.  In  response  to  the  FOIA  request  for  information  related  to  the  Farah  Investigation,  an 
unclassified  executive  summary  was  released  on  or  about  18  June  2009.  The  classified  investigate  officer 
report  (BATES  numbers:  00378029-00378065)  was  not  released  to  the  public.  No  other  document  or 
video  related  to  the  Farah  investigation  was  released  to  the  public  in  response  to  a  FOIA  request  or 
otherwise. 

8.  On  30  July  2007,  CENTCOM  released  SIGACT  information  as  a  FOIA  release  for  Significant 
Activity  Reporty  (SIGACT)  data  from  2004, 2005,  2006,  and  2007.  I  was  the  individual  that  posted  this 
information  to  the  FOIA  reading  room.  The  SIGACT  information  released  gave  the  date  and  time  of  the 
significant  activity,  the  attack  type,  the  target  and  the  location  city  of  the  significant  activity.  The  FOIA 
release  did  not  include  all  of  the  information  from  the  SIGACTs.  Only  that  information  that  was 
declassified  by  an  OCA  was  released  by  my  office. 
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Full  Path 

'/Macintosh  HD'Users  bmanning'Library  Application  Support'Adium 

2.0\Users\Default\libpurple\blist.xml 

File  Created 

05/28/10  00:40:24 

Last  Written 

05/28/10  00:40:24 

File  Offset 

14971 

<contact> 

<buddy  account= ' dawgnetwork@ jabber . ccc .de/ none '  proto= 'prpl- jabber ' > 

<name>pressassociation@ jabber . ccc.de< /name > 

<alias>Julian  Assange</alias> 

oetting 

</buddy> 

name=’last  seen’  type=' int ' >1274712637</setting> 

</contact> 

<contact> 

a 


PROSECUTION  EXHIBIT  M  for  idditification 

PAGE  OFFERED: _ PAGE  ADI^HTED: _ 

PAGE  \  OF  1  PAGES 


Full  Path  \1  CustomeCUnallocated  Clusters 

File  Offset  8827446731 

<buddy  account= ' dawgnetwork0jabber.ccc.de/Nabody '  proto=' prpl- jabber ' > 
<name>pressassociation@ jabber . ccc. de</name> 

<alias>Nathaniel  Frank</alias> _ 


Full  Path 
File  Offset 

TASK: 

PURPOSE: 

METHOD: 

ENDSTATE: 

TARGET:  Ul 
OBJECTIVE 


\1  Customer-Unallocated  Clusters 
66637168640 

Acquire  and  exfiltrate  Global  Address  List  from  United  States 
Forces  -  Iraq  (USF-I)  Microsoft  Outlook  /  Sharepoint  Exchange 
server 

To  e-mail  classified  messages  from  USF-I' s  CIDNE  event  log 
from  2004  to  2009. 

Acquire  document 


lited  States  Forces  -  Iraq  (USF-I)  Outlook  /  Sharepoint  Exchange  Server 


M- 

PROSECUTION EXJI N’T  U1..C'  vacation 

PAGE  OFFERED: _ l  '  _ 

PAGE  \  OF  )  PAG l : S 


Q 
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Sender  Account 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Sender  Allas 

Nathaniel  Frank 
Nobody 

Date-Time 

2010-03-05  00:56:32 
2010-03-05  03:32:57 

Message  Text 

5-6  hours  for  total  upload? 
uploaded 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  03:33:31 

no,  it  was  like  5  minutes 

dawgnetwork@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nobody 

Nobody 

Nobody 

Nobody 

2010-03-05  03:36:21 
2010-03-05  03:37:36 
2010-03-05  03:38:54 
2010-03-05  05:39  50 

ping 

ping 

anyway...  should  be  good  to  go  with  that... 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  05:41:22 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

Nathaniel  Frank 
Nathaniel  Frank 
Nathaniel  Frank 

2010-03-05  21:07:12 
2010-0305  21:07  49 
2010-03-05  21:08:15 
2010-03-05  21:09:27 

hi 

hiya  _  _  _ 

-  •  -  ites _ 

Just  finished  one  on  the  IMMI,  and  crushed  some 
wretch  from  the  journalists  union. 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nobody 

Nathaniel  Frank 
Nobody 

2010-03-05  21:11:01 
2010-03-05  21:11:24 
2010-03-05  21:11  37 

vid? 

Of  this? 

yea_h  . . . . . . 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  21:11:56 

Not  videotaped,  i  think. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  21:12:04 

ah 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nobody 

Nathaniel  Frank 

2010-03-05  21:12:24 
2010-03-05  21:12:38 
2010-03-05  21:12:44 

Very  satisfying  though 
&gt;nod&lt; 

Source  here  just  gave  me  10Gb  of  banking  docs. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  21:13:10 

lb? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

Nathaniel  Frank 
Nathaniel  Frank 

2010-03-05  21:13:11 

2010-03-05  21:13:27 
2010-03-05  21:13:39 

He  leaked  some  before,  was  exposed  by  the  husband 
of  the  wretch 

cross-bank,  was  an  it  consultant, 
got  arrested  two  weeks  ago 

pressassociation@jabber.ccc.de _ 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 
Nathaniel  Frank 

2010-03-05  21:13:50 
2010-03-05  21:14:02 
2010-03-05  21:14:09 

Had  is  bank  accounts  frozen. 

and  has  been  offered  15  million  kroner  to  shut  up 

/isrttis 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

Nathaniel  Frank 

2010-03-05  21:14:26 
2010-03-05  21:15:04 

mmm 

needed  to  offload  them  so  they&apos;d  stop  going 
after  him 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

Nathaniel  Frank 

2010-03-05  21:17:31 
2010-03-05  21  19:26 

&gt;yawn&lt; 

tired? 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody _ 

Nathaniel  Frank 

.  03  2  3  .  24 

,.r.j 

waking  up  =) 

Ping  ~ 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  23:41:17 

Pin9 

dawgnetwork@jabber.ccc.de 

dawgnetwoik@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nobody 

Nobody 

Nobody 

Nobody 

2010-03-06  00:31:55 
2010-03-06  00:32:52 
2010-03-06  00:39:19 
2010-03-06  06:40:54 

here 

.pong . . 

...and  zero  reply  status  =P 

ping  . .  ...    . 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:41:22 

iPinjSL 

dawgnetwork@jabber.ccc  de 
pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nobody 

Nathaniel  Frank 
Nathaniel  Frank 
Nobody 

2010-03-06  06:41:27 
2010-03-06  06:41:34 
2010-03-06  06:41:41 
2010-03-06  06:41:58 

pong 

can  you  tell  me  more  about  these  files? 

or  the  status  of  the  issue? 

uhmm ...  no  new  information...  everybody  is  focused 

on  the  election 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nobody 

Nathaniel  Frank 
Nathaniel  Frank 

2010-03-06  06:42:07 
2010-03-06  06:42:15 
2010-03-06  06:42:22 
20:0.03  00  03  -0  33 

what&apos;s  the  caps  thing? 
caps? 

caps  . . .  ______ . 

who&apos;s  the  author? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:42:39 

and  are  all  these  releasable? 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

Nathaniel  Frank 
Nathaniel  Frank 

2010-03-06  06:42:42 
2010-03-06  06:42:46 
2010  03-06  06:42:55 

so  much  going  on...  ahhhh 

what  about  the  english  translation? 

yes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:42:55 

everything  is  notes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:43:02 

minus  the  photos 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nobody 

Nathaniel  Frank 
Nobody 

2010-03-06  06:43:13 
2010-03-06  06:43:29 
2010-03-06  06:43:52 

the  photos  are  releasable 

ok,  what  about  the  incident  report? 

cant  release  the  original,  but  the  information  can  be 

scraped  from  it 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

Nathaniel  Frank 
Nathaniel  Frank 

2010-03-06  06:44:08 

2010-03-06  06:44:17 
2010-03-06  06:44:38 

i.e.  sources  indicate  this  happened  at  this  place  at  this 

time 

yup 

it  looks  like  a  MiTT  report? 

dawgnetwork@jabberccc.de 

Nobody 

2010-03-06  06:44:39 

translation  is  super  not  releasable 

yOl. 
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Sender  Account 

Sender  Alias 

Date-Time 

Message  Text 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06 -.45:01 

ok.  be  sure  to  tell  me  these  things  as  soon  as 
possible 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:45:03 

yes,  came  from  federal  police  into  US  hands 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:45:07 

and  better  yet  in  the  submission  itself 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:45:12 

yes.  sorry 

pressassociation@jabberccc.de 

Nathaniel  Frank 

2010-03-06  06:45:59 

i&apos;m  not  the  only  one  to  process  this  stuff  and 
also  will  forget  details  if  publication  is  delayed  a  long 
time  due  to  the  flood  of  other  things 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:46:02 

though...  who  knows...  everybody  is  running  around 
like  headless  chickens 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:46:28 

malaki  is  expected  to  win  again  though? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:46:33 

basically 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:46:39 

lose  a  few  seats  maybe 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:46:42 

but  win  overall 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:46:56 

probably  have  to  form  a  new  coalition 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:48:47 

blah,  sorry  about  the  craziness...  gonna  give  release 
a  shot? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:58:20 

yes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:58:37 

cool 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06.58:40 

lack  of  detail  may  be  problematic,  but  we&apos;ll  see 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:59:09 

i.e  &quot;easier&quot;  stories  for  press  to  get 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:59:10 

im  sure  you  can  try  to  confirm  SOMETHING...  there  is 
a  hotel  called  the  Hotel  Ishtar  nearby  to  that  location 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:59:36 

does  it  have  grid  refs? 

Nobody 

2010-03-06  06:59:46 

grid  references  within  the  document,  yes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:00:01 

that  was  were  the  arrests  took  place 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:00:11 

morocco  publishing  company 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:00:24 

gives  coordinates  (in  the  military  report) 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:01:19 

i  figured  it  would  make  it  look  more  like  a  journalist 
acquired  it...  If  the  hotel  was  mentioned 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:01:55 

[popular  among  gays,  oddly] 

dawgnetwork@jabber.ccc.de 

Nobody 

2010  03-06  07:02:38 

<div><a  href=http://travel.yahoo.com/p-hote!-2514619 
hoteljshtar-i"  style="background-color:  ffffffff;  font- 
family:  Helvetica;  font-size: 

1 2pt;">http://travel.yahoo.com/p-hotel-25 14619- 
hotelJshtar-i</a></div></message> 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  07:02:42 

haha 

V  r*  ,,  i  t  I,a  T,  r.  V 

Nathaniel  Frank 

2010-03-06  07:03:19 

l&apos;m  surprised  there  are  any  left. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:03:25 

foreign 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07  03  27 

that  is _ _ _ 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

full  transcript  for  video  is  now  complete 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  07:03:43 

evil  work 

J  i  *'  »tv»nm  ^  c'  d 

Nobody 

2010-03-06  07:03:43 

iraq  themed  releases? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:04:08 

yes  ,ran-  „  v-:  say  a  ,  <ra  r  It  n,d*  - 

dawgnetwork@jabber.ccc.de 

Nobody 

1  06  0?  05  30 

i  i>  r  r  ui  oe  >  as  t  i  i  iyrtsr 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:05:4 f 

<div><a 

href=http://en.wiklped  ia.org/wiki/Sheraton_lshtar' 
style=''background-color:  #ffffff;  font-family:  Helvetica; 
font-size: 

12pt;">http://en.wikipedia.org/wiki/Sheraton_lshtar</a 

></div></message> 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:06:13 

its  somewhere  in  that  general  area...  &quot;Morocco 
Publishing&quot; ...  its  been  too  crazy  for  me  to  try  and 
find 

anyway,  gotta  dash.,  should  be  back  in  a  few  hours 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:07:14 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:07:21 

good  luck 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 

2010-03-06  07:07:34 
2010-03-06  07:07:49 

pressassociation@jabber.ccc.de 

scripts? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  07:07:53 

ah.  yes.  sorry. 

dawgnetwork@jabberccc.de 

Nobody 

2010-03-06  07:08:11 

its  a  HUGE  jumble  xD 

Nobody 

2010-03-06  07:08:12 

=P 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  07:08:17 

plural  confused  me 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:08:25 

muh  bad 

dawgneiwork@jabber.ccc.de 

Nobody 

"  2010-03-06  07:08:34 

gotta  go  fo&apos;  realz  =P 

/V 


o 
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Sender  Account 

Sender  Alias 

Date-Time 

Message  Text 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:08:37 

ciaoness 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:10:28 

oh,  it  was  on  the  EAST  side  of  the  tigris.  ..  thats 
important 

dawgnetwork@jabber.ccc.de 

Nobody 

?oio-Oxoe  m-  r 

1*r  v,-"i 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07  11  03 

that  is 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

'i'  03  Oc  n  P 

why  important? _ 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:11:46 

i  think  hotel  is  on  the  west  side 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:12:21 

ah,  im  all  over  the  place...  clearing  logs... 

dawgnetwork@jabber.ccc.de 

Nobody 

1'- 

not  logging  at  all  safe 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  '  >  ■ 

i  just  wanted  to  be  certain 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  09:25:55 

any  more  questions? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  10:59:53 

2010-03-06  12 '48' 15 

i  have  a  quick  question 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  14:37:11 

ping 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:03:53 

P*n9 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:08:29 

brb,  checking  flights 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:11:49 

k 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:14:56 

i  have  a  qu'Ck  question? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:15:36 

sure  lots  of  time  pressure  atm  though  so  answer  will 

be  brief 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:16:00 

how  valuable  are  JTF  GTMO  detention  memos 
containing  summaries,  background  info,  capture  info, 
etc? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07  16  18 

time  period? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:16:25 

2002-2008 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:17:35 

quite  valuable  to  the  lawyers  of  these  guys  who  are 
trying  to  get  them  out,  where  those  memos  suggest 
their  innocence/bad  proceedure 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:18:12 

also  valuable  to  merge  into  the  general  history, 
politically  gitmo  is  mostly  over  though 

dawgnetwork@jabberccc.de 

Nobody 

2010-03-07  07:18:20 

yeah 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:18:28 

although  transfers  to  afghanistan  might  rise  it  again 

dawgnetwork@jabber.ccc.de 

Nobody 

201 0-03-07  07  '3  38 

&gt%oPNG 

dawgnetwork@jabber.ccc.de 

INobody 

'  1  i”  10  43 

iii  get  back  to  that  later 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:19:29 

depends  on  definition  of  valuable  of  course.. 
there&apos;s  been  a  fair  bit  of  inflation  the  last  few 
months :) _ 

dawgnetwork@jabber.ccc.de 

Nobody 

2  ’  03-07  07:19:39 

i  noticed 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:19:51 

BTW 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:20:12 

WE  won  the  referendum  -  only  1.4%  voted  against. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:20:17 

i  saw 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:20:25 

How  cool  Is  that? 

pressassociation@jabberccc.de 

Nathaniel  Frank 

2010-03-07  07:20:54 

First  referendum  in  iceiandic  history,  ever 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:20:56 

not  sure  how  much  influence  you  actually  had... 
though  im  sure  you  had  an  impact  of  some  kind 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:21:13 

by  &apos;we8apos:  i  mean  everyone  working  towards 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:21:20 

ah,  been  there  before 

dawgnetwork@jabber  ccc.de 

Nobody 

2010-03-07  07:21:28 

im  wary  of  referenda 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:21:51 

democracy  sounds  good...  until  you  realize 

you&apos;re  a  vulnerable  minority... 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

’  2010-03-07  07:21:57 

but  quite  possibly  swung  it.,  there  was  lots  of  stuff 
going  on  behind  the  scenes  here. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:22:09 

case  in  point:  proposition  8  in  California 

Nathaniel  Frank 

2010-03-07  07:22:21 

Yes.  This  is  democracy  in  the  negative  though,  which 

is  usually  great. 

Javj»etw'  r  ' r  j- 

Nobody 

2010-03-07  07:22:34 

indeed  it  is 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:22:51 

2010-03-07  07:23:32 

i.e  vetoing  bills  [go  back  and  do  it  again!] 

cali  is  bad,  1  agree,  anyone  with  some  $  has  a  syringe 
right  into  the  heart  of  the  state  constitution 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:23:40 

&gt;nod&lt: 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:23  52 

bbk 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:23:58 

gotta  run  too 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:23:59 

ttyl 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  10:53:48 

~n  .-r  5  r  r  •  U  *  'Tl  ,.g  fx- " 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  05  46  56 

hello 

Sender  Account 

Sender  Alias 

Date-Time 

Message  Text 

pressassoclation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 

2010-03-08  05:48:43 
2010-03-08  05:48:50 

heyal 
how  goes? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  05:49:22 

not  bad 

pressassociation@jabber.ccc.de 

dawgnetwortc@jabberccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

Nobody 

Nathaniel  Frank 

2010-03-08  05:52:19 

2010-03-08  05:52:30 
2010-03-08  05.52:47 

vid  has  been  enhanced  and  rendered  now.  subtitles 

done  for  english 

nice 

it  looks  good,  the  stills  are  very  moving 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  05:53:03 

the  stills  taken  from  the  wide  angle? 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

Nathaniel  Frank 

2  *'  06  n-  - 

2010-03-08  05:53:42 

dropped  camera 
no. 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

Nathaniel  Frank 

2010-03-08  05:53:5 1 
2010-03-08  05:53:52 

ah.  the  video  stills  then 
from  the  video  cam 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  05:54:14 

sounds  good 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  05:55:54 

still  all  over  the  place,  here 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  05:56:10 

After  the  contrast  enhancement,  something  about  the 
lack  of  resolution  /  smoke  gives  a  film-noir  quality 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nathaniel  Frank 
Nobody 

2010-03-08  05:56:16 
2010-03-08  05:56:25 

yeah.  iSapos:ve  heard 
heard? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  05:56:29 

outcome  yet? 

dawgnetwork@jabber.ccc.de 
dawgnetwork@jabber.ccc.de 
dawgnetwork@jabber.ccc.de 
pressassociation@jabber.ccc  de 

Nobody 

Nobody 

Nobody 

Nathaniel  Frank 

2010-03-08  05:56:43 
2010-03-08  05  57.02 
2010-03-08  05:57:09 
2010-03-08  05:58:05 

busy  few  weeks 

no...  wont  be  for  weeks...  it  was  veiy 

expected  a  lot  more 

people  can  get  worked  up  internally... 

pressassociation@jabberccc.de 

Nathaniel  Frank 

2010-03-08  05:58:59 

somethings  are  encouraged  to  be  said,  others  not, 
and  after  they  flow  around  long  enough,  there&apos;s 
a  lack  of  grounding. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:04:09 

lalala 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nobody  ___ 

2010-03-08  06:04:54 
2010-03-08  06:05:05 

jesus _ 

mm? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:05:22 

looks  like  we  have  the  last  4  mothers  of  all  audio  to  all 
phones  in  the  is  parliament 

dHWjnutwo  !,  ,M3Lh?r  u  ;  * 

Nathaniel  Frank 
Nobody 

2010-03-08  06:05:29 
2010-03-08  06:05:46 

s/mothers/months 

interesting 

Nobody 

""  2010-03-08  06:06:09 

*had  nothing  to  do  with  this  one* 

im  sending  one  last  archive  of  intersting  stuff...  should 

be  In  the  x  folder  at  some  point  in  the  next  24  hours 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:08:49 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:10:08 

ok.  great! 

dawgnetwork@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nobody 

Nobody 

2010-03-08  06:10:09 
2010-03-08  06:10:50 

74b3*.tar.bz2 

you&apos;ll  need  to  figure  out  what  to  do  with  it  all... 

pressassociation@jabt3er.ccc.de 

Nathaniel  Frank 

2010^03^08  06:11:03 

are  happening  lately 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:11:08 

such  as? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:11:48 

it&apos;s  hard  to  describe  without  going  through  them 
all 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:11:53 

but  there&apos;s  something  in  ihe  air. 

dawgnetwork@jabberccc.de 

Nobody 

2010-03-08  06:12:07 

in  iceland,  or  globally 

pressassociatlon@jabber.ccc.de 

pressassociatton@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nathaniel  Frank 

Nathaniel  Frank 
Nobody 

2010-03-08  06:12:40 

2010-03-08  06:12:49 
2010-03-08  06.13:13 

this  is  what  l&apos;m  trying  to  determine,  people  in 

germany  say  the  sameth ing 

and  there&apos;s  some  evidence  of  that 

such  as...  (i  hate  to  inquire  too  much,  but  im  benign) 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

pressassociation@jabberccc.de 

Nathaniel  Frank 

Nobody 

Nathaniel  Frank 

2010-03-08  06:13:36 

2010-03-08  06:14:09 
2010-03-08  06:14:38 

it  may  be  more  readily  visible  in  is  due  to  less  inertia 
[small  economy] 

definitely  feel  something  odd  here... 
some  recent  things...  in  denmark  the  main  newspaper 
printed  an  entire  book  in  afghanistan  that  was  about 
to  be  injuncted  suddenly  In  its  Sunday  paper 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:14:50 

to  subvert  the  injunction 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 

2010-03-08  06:14:55 
2010-03-08  06:15:04 

[about  afghanistan,  not  in] 
injunction  came  from  dep  of  defence 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 

2010-03-08  06:15:25 
2010-03-08  06:15:42 

fox  news  editorialized  to  say,  give  money  to  Wl 
.nt  government  just  fell  over  afghanistan 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:15:49 

indeed 

Sender  Account 

Sender  Alias 

Date-Time 

Message  Text 

pressassociation@jabberccc.de 

Nathaniel  Frank 

2010-03-08  06:16:00 

german  constitutional  court  just  struck  down  data 
retention 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:16:07 

m 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:16:34 

wi  actions  that  were  considered  totally  radical  3  years 
ago  are  now  courted. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:17:06 

i  told  you  before,  govemment/organizations  cant 
control  information...  the  harder  they  try,  the  more 
violently  the  information  wants  to  get  out 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:17:22 

2500  articles  in  .is  referendum  in  the  past  15  hours, 
despite  it  being  a  Sunday 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:17:34 

you&apos;re  like  the  first  pin  to  pop  a  balloon 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:17:52 

many  other  things  like  this 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:18:13 

restrict  supply  =  value  increases,  yes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:18:21 

oh  yeah...  osc  went  haywire  digging  into  .is 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:18:37 

us  dod  has  another  tact  though,  dump  billions  in  free 
&guot;news&quot;  content 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:18:44 

yeah?  _ 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:18:56 

that&apos.s  something  we  want  to  mine  entirely,  btw 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:19:10 

l  had  an  account  there,  but  changed  ips  too  quickly 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:19:16 

usually  its  pretty  dull  reading,  one  or  two  things  on  .is 
a  day  .,  but  its  like  20-25  for  today  alone 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:19:40 

,1,1  -i  analysis  included? 

dawgnetwork@jabberccc.de 

Nobody 

2010-03-08  06:19:54 

j  i  a  rjjr 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:20:03 

24-48  hours  it  takes  for  analysis  if  done 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:22:01 

anyway,  im  throwing  everything  i  got  on  JTF  GTMO  at 
you  now. ,  should  take  awhile  to  get  up  tho 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:23:22 

summary  /  history  /  health  conditions  /  reasons  for 
retaining  or  transfer  of  nearly  every  detainee  (about 
95%) 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06  24:01 

ok,  great! 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:24:15 

what  period  does  it  cover  for  each  internment? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:24:48 

2002-2009...  _ 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:25  21 

so  initial  medical  evaluation  to  exit  evaluation? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:25:37 

no,  just  summaries...  _ 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:25:52 

but  summaries  of  that? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:26:26 

i.e  from  entry  to  exit? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:26:31 

not  quite 

dawgnetwork@jabber.cec.de 

Nobody 

2010-03-08  06-26:33 

gaps 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

?cr  m  ob  o  so 

where  do  the  gaps  come  from? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:26:58 

Memos  such  asSUBJECT:  Recommendation  to 

Retain  under  DoD  Control  (DoD)  for  Guantanamo 
Detainee, <br  />!SN:  US9AS-000002DP 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:27:51 

i  have  a  csv  that  organizes  the  info  as  much  as 
possible _ 

pressassociation@jabber  ccc  de 

Nathaniel  Frank 

2010-03-08  06:27.55 

lhatethese  gjtmo  guys 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:28:29 

OFAFBU  sums  up  the  sort  of  people  they  ended  up 
with 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:28:48 

[one  flight  away  from  being  ugly]  aka  &quot;gitmo 

.  -  wot;  __  . . .  . 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:28:56 

haha 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06  30.67 

anyway,  gotta  run,  have  a  nice  day 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

076  0  0  3  0  3  0''  31  14 

you  too.  and  take  care! 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:31:42 

after  this  upload,  thats  all  i  really  have  got  left 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:32:15 

curious  eyes  never  run  dry  in  my  experience 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:32:18 

i  sat  on  it  for  a  bit  and  figured  eh  why  no! 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-03  • 

ive  already  exposed  quite  a  bit,  just  no-one  knows  yet 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:33:34 

ill  slip  into  darkness  for  a  few  years,  let  the  heat  die 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:34  05 

won&apos;t  take  a  few  years  at  the  present  rate  of 
change 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:34:08 

true 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:34:19 

almost  feels  like  the  singularity  is  coming 
there&apos;s  such  acceleration 

Sender  Account 

Sender  Allas 

Nobody 

Date-Time 

Message  Text 

dawgnetwork@jabber.ccc.de 

2010-03-08  06:34:52 

yes...  and  considering  just  how  much  one  source  has 
given  you,  I  can  only  imagine  the  overtad 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:35:05 

.yes 

dawgnehiyork@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

2010-03-08  06:35:15 

•load 

Nobody 

Nathaniel  Frank 

2010-03-08  06:35:30 

cya 

2010-03-08  06:35:34 

1  iu el  hope  wo  can  do  justice  to  it  all 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:35:57 

.  e  the  numbers,  just  need  to  figure  out  how  to 
scale  the  management. 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:36:04 

night! 

dawgnetwork@jabber.ccc.de 
pressassociation@jabber.ccc.de 
pressassociation@jabber  ccc  de 

Nobody 

Nathaniel  Frank 
Nathaniel  Frank 

2010-03-08  11:13:0$ 
2010-03-0811:44:16 
2010-03-08  11:44:27 

hi 

hoi  _  '  ..... ' 

short  sleep? 

dawgnetwork@jabber.ccc.de 

Nobody _ 

Nobody 

Nathaniel  Frank 
Nobody 

2010-03-08  12:19:56 

wasnt  asleep...  going  to  sleep  soon 

dawgnetwork@jabber.ccc.de 

1  .  '  u  -T 

dawgnetwork@jabber.ccc.de 

2010-03-08  12:20:21 
2010-03-08  12:21:39 
2010-03-08  12:22:05 

upload  is  at  about  36% 

ETA? 

11-12  hours...  guessing  since  its  been  going  for  0 
already 

pressassociatton@iabber.ccc.de 

Nathaniel  Frank 

2010-03-08  12:22:33 

how  many  mb? 

dawgnetwork@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nobody 

Nobody 

Nobody 

2010-03-08  12:22:50 
2010-03-08  12:24:46 
2010-03-08  14:38.00 

about  440mb 

a  lot  of  scanned  pdf&apos;s 
what  are  you  at  donation-wise? 

dawgnetwork@jabberccc.de 

Nobody 

2010-03-08  15:55:28 

any  good  at  Im  hash  cracking? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  16:00:29 

yes 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 
Nathaniel  Frank 

2010-03-08  16:00:44 
2010-03-08  16:00:55 
2010-03-08  16  01:30 

donations:  not  sure 

something  in  order  of  5M 

but  we  lost  our  CC  processor,  so  this  is  making 

matters  somewhat  painful. 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nathaniel  Frank 
Nobody 

Nobody 

Nobody 

2010-03-08  16:02:23 
2010-03-08  16:04:14 
2010-03-08  16:05:07 
2010-03-08  16:05:38 

we  have  rainbow  tables  for  Im 

80c1 1 049faebf441  d524fb3c4cd535 1  c 

i  think  its  Im  +  Imnt 

anyway.. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  16:06:08 

need  sleep  &gt;yawn&gt; 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  16:09:06 

not  even  sure  if  thats  the  hash...  i  had  to  hexdump  a 
SAM  file,  since  i  dont  have  the  system  file.. 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 

2010-03-08  16:10:06 
,010  lo  Co  1 '  .  1C 

what  makes  you  think  it&apos;s  Im? 
its  from  a  SAM? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  16:10:24 

yeah 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nathaniel  Frank 
Nobody 

2010-03-08  16:11:26 
2010-03-08  16:11:40 

passed  it  onto  our  Im  guy 

thx  _ _ 

dawgnetwork@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nobody 

Nobody 

2010-03-08  21:31:59 
2010-03-10  03:44:06 

got  about  an  hour  to  go  on  that  upload 
hi 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  03:45:05 

did  you  get  what  i  sent? 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

Nathaniel  Frank 
Nobody 

Nathaniel  Frank 

2010-03-10  03:45:11 
2010-03-10  03:46:04 
2010-03-10  03:46:24 
2010-03-10  03:47:39 

via  sftp 
heya! 

MD5  (74b3*.tar.bz2)  =  c36e31ab* 
will  check 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  03:47:47 

sweet 

dawgnetwork@jabber.ccc.de 

dawgnetwoik@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nobody 

Nobody 

Nathaniel  Frank 

O’C  J  47  4 

201C-0'*.-‘,0  C3  43  O' 
2010-03-10  03:48:13 
2010-03-10  03:48:24 

somewhat  disti  acted  witn  all  sorts  of  mtngues 
heh.im  sure 

imma  get  intrigued  with  my  hot  chocolate  =) 
we  now  have  the  last  4  months  of  audio  from 
telephones  at  the  is  parliament 

dawgnetwork@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

Nobody 

2010-03-10  03:48:29 
2010-03-10  03  48  38 

bbl 

yes,  you  said  earlier 

Nathaniel  Frank 

2010-03-10  03:48:51 

it  was  a  ‘might*  before 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  03:48:55 
2010-03-10  03:49:11 

somebody &apos;s  bad...  -) 

ttyl 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 
Nathaniel  Frank 

2010-03-10  03:49:16 
2010-03-10  04:25:37 
2010-03-10  04:25:42 

yup.  nixon  tapes  got  nothing  on  us 

there&apos:s  a  username  in  the  gitmo  docs 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  04:25:58 

i  assume  i  should  filter  it  out? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:40:47 

theres  a  username? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:42:16 

any  usernames  should  probably  be  filtered,  period 

dawgnetwork@jabber.ccc.de 
pressassociation@ja  bber.ccc  .de 

Nobody 

Nathaniel  Frank 

2010-03-10  05:42:38 
2010-03-10  05:45:56 

but  at  the  same  time,  theres  a  gazillion  of  them 
is  this  ordered  by  country? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:46:00 

X2 _ 

o 
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Sender  Account 

Sender  Allas 

Date-Time 

Message  Text  _ 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:46:48 

...  gazillion  pdf&apos;s  that  is</span> 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:47  15 

anything  useful  in  there? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:50:54 

no  time,  but  have  someone  on  it 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

05  CO 

there  surely  will  be 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:51:12 

and  these  sorts  of  things  are  always  motivating  to 

other  sources  too 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:51  22 

&gt;nod&lt; 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:51:33 

inflation 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  ( 

=P . . 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10 

from  an  economic  standpoint 

pressassociation@jabberccc.de 

Nathaniel  Frank 

2010-03-10  05:52:08 

heh 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

"  -  : 5  -  - 

1  was  thinking  more  inspiration 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:52:38 

i  know  =) 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:53:08 

gitmo=bad,leakers=enemy  of  gitmo.leakers=good 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:54:03 

Hence  the  feeling  is  people  can  give  us  stuff  for 
anything  not  as  &quot;dangerous  as  gitmo&quot;  on 
the  one  hand,  and  on  the  other,  for  people  who  know 
more,  there&apos;s  a  desire  to  eclipse.... 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:54:41 

true 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:55:05 

ive  crossed  a  lot  of  those  Squot;danger8quot;  zones, 
so  im  comfortable 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:55:25 

learned  a  lot  from  the  iceland  cable  on  my  side 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:55:32 

oh?  _  "  ~ _ 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:55:55 

and  that  is...  everyone  Is  too  busy  to  investigate  too 
deeply... 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:56:02 

or  clean  up  the  mess 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:56:03 

yes 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:56:13 

unless  they  think  there&apos;s  a  real  promotion  in  It 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:56:19 

indeed 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:56:35 

after  a  few  days,  no  one  gives  a  damn,  generally 

dawgnetwork@jabber,ccc.de 

Nobody 

2010-03-10  05:56:41 

yep .  .. 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:56:46 

especially  now  with  the  pace  of  change  so  high 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:56:51 

oh  yeah 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:56:58 

its  nuts 

dawgnetwork@jabber.ccc.de 

Nobody 

»  . .  ir  ^  S5.28 

ive  given  up  on  trying  to  imagine  whats  next 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05  57:53 

i  predict  its  nothing  i  can  predict 

pressassociation@jabberccc.de 

Nathaniel  Frank 

2010-03-10  05:58:21 

actually... 

pressassociation@jabberccc.de 

Nathaniel  Frank 

2010-03-10  05:58:29 

gave  an  intel  source  here  a  list  of  things  we  wanted 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:58:39 

1-5 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:59:06 

1  was  &quot;something  we  have  no  idea  of  yet.  hard 
to  find,  but  the  most  likely  to  be  important&quot; 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:59:30 

and  they  came  back  with  the  last  4  months  of 
parliament 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:59:47 

xD 

dawgnetwork@jabberccc.de 

Nobody 

2010-03-10  05:59:49 

hilarious 

2010-03-10  06’00'40 

dawgnetwork@jabber.ccc.de 

Nobody 

Nobody 

2010-03-10  06  00:54 

fall-out  =P 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:00:55 

So,  that&apos;s  what  1  think  the  future  is  like  ;) 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:01:15 

yes  __ . 

Nobody 

2010-03-10  06:01:57 

now  that  humans  are  getting  more  and  more 
integrated  into  this  information  society...  a  level  of 
transparency  never  imagined  or  even  truly  desired  is 

coming  into  play _ 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:02  18 

it  makes  us  more  human  if  anything 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:03:13 

we&apos;ve  created  states,  governments,  religious 
institutions,  corporations...  all  these  organizations  to 
hide  behind... 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:03:26 

but  at  the  end  of  the  day,  we&apos;re  just  guys  and 
girls 

-1 
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o 


Sender  Account 

Sender  Allas 

Date-Time 
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pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:04:02 

•  ig  for  donations,  but  what  M»i 

founders  should  do,  is  call  upon  script  writers  to  make 
a,  perhaps  reality  based,  dramatized,  thriller  movie  of 
one  of  the  wikileaks  cases,  with  corruption,  infiltration, 
espionage,  hitmen,  sabotage,  etc.  and  call  the  movie 
&quot;WikiLeaks!Squot;</span><br  /><br  /><span 
style=font-family:  Helvetica;  font-size:  12pt;">l  see 
great  potential  for  such  a  movie,  and  massive  money 
and  advertising  it  would  generate  would  establish 
them  firmly.  l&apos;d  then  support  by  seeing  the 
movie.  Hollywood  would  likely  support." 

pressassociation@jabber.ccc  de 

Nathaniel  Frank 

2010-03-10  06:04:04 

ha  ha 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:04:35 

yes,  its  very  healthy 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:04:47 

but  then,  there  is  farmville... 

dawgnetwork@jabber  ccc.de 
dawgnetwork@jabber.ccc.de 

Nobody 

Nobody 

2010-03-10  06:04:59 
2010-03-10  06:05:22 

the  masquerade  ball 

this  is  gonna  be  one  hell  of  a  decade 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06.05:45 

it  feeis  like  2010  should  be  ending  soon... 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:05:50 

but  we  just  got  started 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:05:51 

sense  deceptions  to  suck  $  out  of  people 

pressassociation@jabber  ccc  de 

Nathaniel  Frank 

2010-03-10  06:06:06 

lt4apos;s  as  old  as  lipstick  and  the  guitar  of  course, 
but  mmorpg  are  evil  in  a  whole  new  way 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:06:39 

voluntary  matrix-style  society? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:06:46 

yes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:07:08 

hmm 

pressassociation@jabberccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 

4  '  "  >'  -  ■  ,  • 

2010-03  10  06:07:53 

might  be  ok  in  the  end 

mmorpg&apos;s  that  have  long  term  users  are 
incentivised  to  keep  them  profitable 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:08:59 

but  1  imagine  they&apos;ll  merge  into  hybrid  revenue 
modes,  where  congnitive  tasks  and  freelabor  are 
done  using  sense  deception  incentives 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:09:48 

like  the  Squot;video  games&quot;  from  toys? 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 

2010-03-10  06:10:12 
2010-03-10  06:10:34 

haven&apos;t  seen  that 

but  it  sure  isn&apos;t  a  decade  to  be  a  gullible  idiot  :j 

dawgnetwork@jabber.ccc  de 

Nobody 

2010-03-10  06:11:24 

basic  gist:  retired  general  takes  over  a  toy  company, 
invests  in  video  games  for  kids  to  &quot;play&quot;, 
but  they&apos;re  actually  training  to  remotely  use  little 
toy  sized  weapons 

dawgnetwork@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

Nobody 

Nathaniel  Frank 

2010-03-10  06:11:40 
2010-03-10  06:11:52 
2010-03-10  06:12:11 

former  toy  owner  tries  to  stop  him _ 

"company _ 

heh.  that&apos;s  the  example  1  was  going  to  use  for 
mmorpg  (with  drones)  but  decided  it  was  too 
grotesque 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:12:47 

its  not...  its  logical  In  frightening  ways 

dawgnetwork@jabber.ccc.de 

pressassociatlon@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nobody 

Nathaniel  Frank 

Nobody 

2010-03-10  06:13:04 

2010-03-10  06:13:32 

201 0-03-1 0  06: 1 3:32 

i  think  like  that...  i  dont  know  how  it  happened,  but  i 
thinkthat  way 

i  predict  war  will  turn  into  a  continuous  spectrum  of 
spying  and  violence 

&quot;how  can  i  take  advantage  of  two  things  that 
most  people  wouldn&apos;t  think  are 
connectedSquot, 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

Nobody 

Nathaniel  Frank 

2010-03-10  06:15:50 

2010-03-10  06:16:12 
2010-03-10  06:16:57 

with  companies  doing  a  lot  of  the  lower  end 
{spying/violence}  for  their  own  reasons  and  a  totally 
seemless  crossover  (as  is  happening  with  the  us) 
between  contractors/military  to  the  degree  that  its  not 
clear  who  is  tasking  who 
wow,  dead  on 

everywhere,  greater  degrees  of  freedom,  more  fluidity 
and  mixing. 

dawgnetwork@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nobody 

Nobody 

Nathaniel  Frank 
Nobody 

2010-03-10  06:17:23 
2010-03-10  06:17:26 
2010-03-10  06:17:31 
2010-03-10  20:58:03 

always  an  interesting  discussion  =) 

ttyl 

night! 

hello 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  20:59:41 

hey  a! 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  20:59:52 

whats  new? 

Sender  Account 

Sender  Allas 

Date-Time 

Message  Text _ _ 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:00:22 

350Gb  of  audio  intercepts.  But  you  knew  already. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:00:30 

mhmm 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:00:57 

is  that  the  only  thing? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:01:22 

lots  of  smaller  scale  material 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:01:28 

&gt;nod&lt; 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:01:44 

e.g  bbc  legal  defense  against  trafigura  which  was 
censored 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:02:15 

aljazeera  doing  another  segment  on  WL 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:02:35 

Canadian  detainee  docs 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:02:43 

Canadian? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:03:00 

some  russian  and  Chinese  stuff  that  1  can&aposit  read 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:03:08 

hahaha 

Nathaniel  Frank 

2010-03-10  21:03:09 
2010-03-10  21*03*17 

heh 

and  a  list  of  ALL  the  tea  party  volunteers 
from  glen  beck&apos;s  email 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-1 0  21 .03:42 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:03:48 

jesus  fucking  Christ 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:04:13 

whats  the  big  deal  with  that?  because  some  people 
take  that  seriously 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:04:26 

an  analysis  of  the  greenhouse  gas  output  of 
Australia&aposis  &quot;earth  hour&quot;  fireworks 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:04.32 

(46  tonnes) 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:04:57 

The  teaparty  thing?  lt&apos;s  weird,  but  it  should  be 
taken  seriously 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:05:21 

se  grey  areas  between  reality 
and  entertainment  and  ick 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:05:33 

ltSapos;s  the  right  wing  overclass  (fox)  organization 
of  the  righwing  underclass.  Think  of  them  as  brown 
shirts. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:05:39 

"stays  in  reality* 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:06:23 

well,  i  dont  know  what  posting  a  fist  from  glenn 
beck&apos:s  email  will  do...  but  hey.  its  transparency 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:06:37 

They&apos;re  important  because  their  organized  free 
labor. _ _ 

pres.,  -r  oOC'-'ri  C"  £'  rhC-.'i  It  ..>> 

Nathaniel  Frank 

2010-03-10  21:06:54 

And  they  may  or  may  no i  break  free  of  their  masters 

dawgnetw0rk@jabl3er.ccc.de 

Nobody 

2010-03-10  21:07:04 

ah  _ 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:07:50 

.nf're  world  is  uploading  to  you? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:08:24 

some  hungarian  finance  things 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:08:31 

Scientology  in  haiti... 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:08:52 

lots  of  german  stuff  i  don&apos;t  understand,  but  we 
have  people  who  do  _ 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:08-58 

'• 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-1021:09:08 

wow... 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:09:15 

im  gonna  leave  you  to  work  than 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:09:50 

get  back  up  and  online...  get  immi  passed...  and  start 
publishing  whatever  you  can...  *) 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:10:08 

heh 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:10:16 

aljazeera  will  also  have  a  new  WL  doco 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:10:31 

by  the  same  producer  who  did  (MMI  piece 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:11:36 

agreement  between  the  royal  mail  and  its  union 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-1021:11:49 

oh,  this  one  is  nice 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:11  55 

entire  romanian  police  database 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:12:31 

israeli&apos;s  OECD  application  docs 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:15:45 

its  like  you&apos;re  the  first  &quot;lntelligence 
Agency&quot;  for  the  genera)  public 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:16:39 

downside  is  you  get  so  much  stuff  in  a  single  day  that 
its  hard  to  prioritize 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:16:54 

yes 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:17:05 

that&apos;s  just  a  matter  of  growth,  though 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:17:39 

did  you  read  our  bulgarian  shadow  state  doc? 

minus  the  anonymous  sourcing 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:17:58 

not  really 

o 
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Sender  Account 

Sender  Allas 

Date-Time 

Message  Text 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:18:15 

ii  ginai  WL  about  reads:  &quot;.,.will  be  the  first 
intelligence  agency  of  the  people. ..&quot; 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:18:43 

might  have  missed  that,  but  its  absolutely  true 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

Nathaniel  Frank 

2010-03-10  21:19:31 
2010-03-10  21:19:47 

anyway,  gotta  run...  ttyt 

Wikileaks  described  itself  as  &quot;the  first 
intelligence  agency  of  the  people.  Better  principled 
and  less  parochial  than  any  governmental  intelligence 
agency,  it  is  able  to  be  more  accurate  and  relevant.  It 
has  no  commercial  or  national  interests  at  heart;  its 
only  interest  is  the  revelation  of  the  truth.  Unlike  the 
covert  activities  of  state  intelligence  agencies, 
Wikileaks  relies  upon  the  power  of  overt  fact  to  enable 
and  empower  citizens  to  bring  feared  and  corrupt 
governments,  and  corporations  to  justice.&quot; 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 

2010-03-10  21:20:14 
2010-03-10  23:30:54 

ok.  later} 

any  more  hints  about  this  Im  hash? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  23:31:03 

no  luck  so  far 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-16  18:23:35 

hi 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-1618:32:42 

hoi 

dawgnetwork@jabber.ccc.de 
pressassociation@jabber.ccc.de 
pressassociation@jabber.ccc  de 

Nobody 

Nathaniel  Frank 
Nathaniel  Frank 

;oio ;  'o  iiC->  4,’ 
2010-03-16  22:34:13 
2010-03-1622:34:14 

whats  up? 

just  about  to  go  out 

all  systems  nominal 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-16  22:34:24 

A  A  good  to  know 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-16  22:34:36 

ttyi 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-16  22:35:52 

:>  ...  _ 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

?u;rv;  c  *  > 

take  care 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-16  22:36:04 

will  do...  donations  coming  in  good? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-16  22:37:09 

not  sure 

2010-03-16  22'37*21 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-16  22  37:28 

In  response  to  stories  like  this 
meh 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-16  22:37:32 

makes  people  scared  to  donate 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-16  22:37:34 

too  bad 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-16  22:37:52 

i  would&apos;ve 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-16  22:37:59 

if  I  saw  that 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nathaniel  Frank 
Nobody 

2010-03-17  22:32:26 
2010-03-17  22:39:49 

what&apos;d  your  source  say  it  was? 
it  was  very  general 

dawgnetwork@jabber.ccc.de _ 

Nobody 

2010-03-17  22:40:02 

organization-wide 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 
Nathaniel  Frank 

2010-03-17  22:40:17 
2010-03-17  22:40:35 
2010-03-17  22:41:17 

interesting 

what  was  the  approach  and  motivatipn? 
i  wonder  if  this  didn&apos;t  stir  up  some  internal 
dissent 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:41:42 

must  be  some  people  not  too  happy  about  cracking 
down  on  whistleblowers  and  following  the  Chinese... 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:41:55” 

indeed  _  _  _ 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:42:11 

90%  of  the  effort  is  on  Chinese  exfiltration  of 
documents 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:42:22 

it  was  a  blog  posting 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:43:01 

well,  that  is  a  genuine  problem 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

NathanielFrank 
Nathaniel  Frank 
Nobody 

2010-03-17  22:43:16 
2010-03-17  22:44:02 
2010-03-17  22:44:06” 

*  <  -.swell  _  __ _ 

it  warned  about  not  visiting  the  blogs,  because  the 
document  and  its  contents  is  still  classified 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

Nathaniel  Frank 
Nathaniel  Frank 

2010-03-17  22:44:17 
2010-03-17  22:44:31 
2010-03-17  22:44:34 

gave  a  link  the  to  the  report  through  proper  channels 
although  knowledge  tends  to  be  stabalizing 
if  you  take  a  big  picture  perspective 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:45:17 

it  almost  pleaded  people  not  to  send  anonymous 
documents,  mentioning  courage  and  personal  trust... 
and  told  people  to  go  through  proper  channels  if  they 
have  an  issues 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nathanie!  Frank 

2010-03-17  22:45:24 
2010-03  17  22:45:44 

•>  ,  i 

sc  perhaps  an  open  net  po  icy  is  called  for  ) 
that&apos;s  reasonable,  though  doesnSapos.t  work  in 
practice... 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:46:23 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:46:27 

what&apos;d  they  say  about  courage? 

Sender  Account 

Sender  Alias 

Date-Time 

Menage  Text . . . . __ 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

Nathaniel  Frank 

2010-03-17  22:46:38 
£ti  „ 

i  can  send  a  copy 

that  it&apos;s  contagious? :)? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:46:53 

but  its  non-ref 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.cle 

pressassociation@jat5ber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 
Nathaniel  Frank 

,  •  ..  47 

2010-03-17  22:48:09 

yes 

subsys  is  really  good  these  days 
please  mark  non-release,  found  on  usb  stick 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:48:55 

k 

pressassociation@jabber  ccc  de 

Nathaniel  Frank 

2010-03-17  22:49.00 

outed  another  spy  this  afternoon 

dawgnetwork@jabber.ccc.de 

Nobody 

"d  j  •  i 

?? 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nobody 

Nathaniel  Frank 

■  ni  7;  W  7.7  77  7, 

2010-03-17  22:49:34 
2010-03-17  22:49:38 

local 

gotchya 

police,  watching  one  of  my  hotels 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:49:50 

insider  also  confirmed 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 

2010-03-17  22:49:58 
2010-03-17  22:50:41 

we  have  access  to  the  fleet  tracking  system  ;) 
just  got  hold  of  800  pages  of  interrogations  docs  and 
another  40gb  of  is  privatization  /  banking  stuff 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:50:51 

this  country  is  going  to  melt... 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:50:55 

saw  the  film  today 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nathaniel  Frank 
Nobody 

2010-03-17  22:51:04 
2010-03-17  22:51:31 

it&apos;s  looking  great 
what  film? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:51:50 

projectb 

pressassociation@jabberccc.de 

Nathaniel  Frank 

2010-03-17  22:51:58 

the  massacre 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:52:01 

gotchya 

dawgnetwork@jabber.ccc.de 
d a wg n e twork@  i a bbe r  ccc . tie 
pressassociation@jabber.ccc.de 

Nobody 

Nobody 

Nathaniel  Frank 

20 1 0-07. 1  ?  27  27  57 
20  177  !  7  _  n 

20! 7  ]7  ;jii 

uploaded  file _ 

marked  as  requested 
thanks 

dawgnetwork@jabber  ccc  de 

Nobody 

2010-03-17  22:53:18 

n/p 

pressassociation@jabber.ccc.de 

pressassociatiqn@jabber.ccc.de 

dawgnetwork@jabberccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 
Nobody 

Nathaniel  Frank 

2010-03-17  22:53:20 
2010-03-17  22:54:03 
2010-03-17  22:54:14 
2010-03-17  22:54:40 

you&apos  re  great 

is  there  some  way  i  can  get  a  cryptophone  to  you? 

not  at  this  time 

actually 

pressassociation@jabberccc.de 

Nathaniel  Frank 

2010-03-17  22:54:47 

probably  best  if  you  just  order  one? 

pressassociation@jabber.ccc  de 
pressassociation@jabber.ccc.de 
pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 
Nathaniel  Frank 

2010-03-17  22:54:57 
2010-03-17  22:55:14 
2010-03-17  22:55:26 

or  rather  some  friend 
bit  pricy  though 

hmm  _ _ 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:55:29 

actually  never  mind 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:55:38 

yes,  i  dont  have  access  at  present 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:56:35 

these  things  are  good  for  urgent  contact,  but 
it&apos;s  safer  to  avoid  due  to  location  tracking 
possibilities 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:56:47 

i  Know  It.at  ve ry  well 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

...  -  7  • 

although  there  is  a  satphone  module 

dawgnetwork@jabber.ccc.de 

Nobody 

201 0-03-1 7  22:57:21 

forget  the  idea  for  now 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:57:45 

yes.  you  just  contact  us 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:57:52 

but  don&apos;t  disappear  without  saying  why  for  an 
extended  period  or  l&apos;ll  get  worried  ;) 

dawgnetwork@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nobody 

Nobody 

2010-03-17  22:58  03 
2010-03-17  22:58:16 

i  wont 

you&apos;lt  know  if  something&aposis  wrong 

Nathaniel  Frank 

2010-03-17  22:58:39 

ok 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:58:57 

you  can  just  tell  me  &quot;al!  the  ships  came  in&quot; 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:59:09 

v,  v  i  i  ot-.fr  mechanism 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:59:15 

&gt;nod&lt; 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:59:44 

will  be  doing  an  investigative  journo  conf  in  norway 
this  week  end,  so  may  be  out  of  contact  most  of  the 
time 

dawgnetwork@jabberccc.de 

Nobody 

2010-03-17  22:59:55 

its  good 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 
Nobody 

2010-03-17  23:00:17 
2010-03-17  23  00:27 
2010-03-17  23  00:43 

ok. 

off  to  do  some  work. 

k,  but  def  read  the  reflection  i  sent 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  23:00:53 

iwltl 

dawgnetwork@jabberccc.de 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nobody 

Nathaniel  Frank 
Nathaniel  Frank 

2010-03-17  23:01:01 
"  2010-03-17  23:01:03 
2010-03-17  23:12:56 
2010-03-17  23:13:16 

foodies 

heh 

i  like  it.  free  advertising  to  just  the  right  market 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  23:23:14 

&gt;nod&lt; 

G 
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1 

1 

Date-Time 

Message  Text  _ _ 

dawgnehvork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

Nathaniel  Frank 

2010-03-17  23:23:30 
2010-03-17  23:23:45 

the  tone  is  what  interests  me  the  most 

yes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  23:23:47 

its  not  really  a  threat,  its  a  plead 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 
Nathaniel  Frank 
Nobody 

2010-03-17  23:23:55 
2010-03-17  23:24:00 
2010-03-17  23:24:08 
2010-03-17  23:24:21 

slight  desperation 

_ 

interesting  approach 

IOW,  no-one  knows  what  to  do 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nathaniel  Frank 

Nathaniel  Frank 
Nobody 

2010-03-17  23:24:40 

2010-03-17  23  24:54' 
2010-03-1723:25:34 

threats  work  better  with  most,  but  perhaps  they  see 
that  our  sources  are  resistant  to  them  anyway... 
so  pleading  is  the  only  thing  left 
im  sure  it  was  brought  on  by  discussions  that  showed 
slight  sympathy 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  23:27:28 

yes 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  23:27:48 

i  think  your  intuition  is  correct 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  23:28:32 

&quot;if  we  can&apos;t  scare  them,  lets  ask 
mcely&quot; 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  23:33:39 

the  hackers  that  these  governments  hire,  the  good 
ones...  they&apos;re  the  cats  that  can  only  be  herded 
by  food...  but  when  the  cat  food  runs  out,  or  they  get 
treated  rough...  they&apos;d  be  the  first  to  dissent 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  23:34:21 

food  meaning  money,  of  course...  and  treatment 
being,  well,  treatment 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  23  34  42 

weird  analogy,  i  know...  lol 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  23:38:21 

yes 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 

Nobody 

2010-03-17  23:38:34 
2010-03-17  23:39:09 

2010-03-18  00:04:31 

that&apos;s  possible 

and  there  are  social  vales  that  arise  out  of  the  internet 
that  have  evolved  beyond  those  inside  the  isolated 

military-contractor  complex  _ 

its  like  a  classroom  run  by  an  overbearing  teacher... 
when  a  kid  strikes  back  anonymously  by  sabotaging 
the  desk...  the  other  kids  get  a  little  excited  and 
rowdy,  because  they  wanted  too,  but  were  afraid  of 
getting  caught...  the  teacher  is  embarassed  and  cant 
control  the  kids,  so  the  teacher  just  makes  an 
announcement  that  the  students  should  continue 
working  quiety  after  they  have  a  look  at  the  mess  on 
the  desk  that  the  teacher  is  cleaning  up 

dawgnetwork@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nobody 

Nobody 

2010-03-18  00:05:11 
2010-03-18  00:37:17 

i  think  thats  a  better  analogy 
<div><a 

href=http://ffeedomincluded.com/index"><span 
style="background-color:  #ffffff;  font-family:  Helvetica; 
font-size: 

1 2  pt;">  http://freedomlnduded.com/index</span>  </a> 
<span  style="background-color:  #ffffff;  font-family: 
Helvetica;  font-size:  12pt;">  &!t;-  recommend:  free  (as 
in  freedom)  hardware  vendor” 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-18  08:39:52 

wtf  is  wrong  with  LTC  Packnett  xD 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-18  08:40:59 

you  don&apos;t  confirm,  or  even  come  off  as  possibly 
confirming  shit... 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-18  08:41:22 

lol,  slipped  up  in  your  favor,  i  guess 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-18  08:41:31 

eh? 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

Nathaniel  Frank 

2010-03-18  08:42:06 

2010-03-18  08:42:17 

NYT  article  has  LTC  Packnett  allegedly  confirming  the 
authenticity  of  the  2008  report  posted  on  15th 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-18  08:42:19 

hilarious 

dawgnetwork@jabber.ccc  de 

pressassociation@jabber.ccc.de 

Nobody 

Nathaniel  Frank 

2010-03-18  08:42:57 

2010-03-18  08:43:04 

i  dont  think  he&apos;s  going  to  continue  to  be  the  Ml 
spokesperson 

they  do  break  these  rules  though  when  being 
hammered 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-18  08:43:15 

im  sure 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-18  08:43:41 

refusing  to  confirm  does  make  them  look  shadowy 
and  untrustworthy 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-18  08:43:45 

i  just  dktnt  realize  how  little  it  takes  for  them  to  cave... 

Sender  Account 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Sender  Alias 
Nobody 

Nathaniel  Frank 

Date-Time 

2010-03-18  08:43:55 
2010-03-18  08:44:12 

Message  Text _ 

true,  but...  im  shocked 

yeah.,  but  remember.,  rules  are  just  for  the  grunts  :P 

'  ibber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nathaniel  Frank 
Nobody 

2010-03-18  08:44:32 
2010-03-13 

like  no  spying  on  citizens  at  the  nsa 
which  is  common 

work@jabber.ccc.de 

Nobody 

2010-03  13 

&quot;oh  fuck,  this  might  be  a  US  citizen... 
shouldn&apos:t  we  get  this  checked  by  the 

FBI.&quot;  &quot;Fuck  that,  FBI  is  slow  as  fuck, 
we&apos:!!  just  keep  listening  in,  capture  him,  and 
then  turn  him  over&quot; 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 
Nathaniel  Frank 
Nathaniel  Frank 

2010-03-18  08:48:27 
2010-03  13 
2010-03-18  08:48:59 

i  prefer  jen  also,  too  masculine  looking 

heh  _ 

nevermine 

Disk  Utility:  Burn  st  %^d,  Sat  Jan  30  23:22:50  2010  W 

Disk  Utility:  Burning  lo  CD-R  media  with  SAO  strategy  in  HL-DT-ST  DVDRW  GS23N 
SB00  via  ATAPI . 

Disk  Utility:  Requested  burn  speed  was  max,  actual  burn  speed  is  24x. 

Disk  Utility:  Burn  underrun  protection  is  supported,  and  enabled. 

Disk  Utility:  Burn  finished,  Sat  Jan  30  23:26:28  2010 
Disk  Utility:  Verify  started,  Sat  Jan  30  23:26:28  2010 
Disk  Utility:  Verify  finished,  Sat  Jan  30  23:29:27  2010 
Disk  Utility:  Burn  started,  Mon  Feb  1  12:26:31  2010 

Disk  Utility:  Burning  to  CD-R  media  with  SAO  strategy  in  HL-DT-ST  DVDRW  GS23N 
SB00  via  ATAPI. 

Disk  Utility:  Requested  burn  speed  was  max,  actual  burn  speed  is  24x. 

Disk  Utility:  Burn  underrun  protection  is  supported,  and  enabled. 

Disk  Utility:  Burn  finished,  Mon  Feb  1  12:30:23  2010 
Disk  Utility:  Verify  started,  Mon  Feb  1  12:30:23  2010 
Disk  Utility:  Verify  finished,  Mon  Feb  1  12:33:36  2010 
Disk  Utility:  Burn  started,  Mon  Feb  1  13:17:13  2010 

Disk  Utility:  Burning  to  CD-R  media  with  SAO  strategy  in  HL-DT-ST  DVDRW  GS23N 
SB00  via  ATAPI. 

Disk  Utility:  Requested  burn  speed  was  max,  actual  burn  speed  is  24x. 

Disk  Utility:  Burn  underrun  protection  is  supported,  and  enabled. 

Disk  Utility:  Burn  finished,  Mon  Feb  1  13:19:57  2010 
Disk  Utility:  Verify  started,  Mon  Feb  1  13:19:57  2010 
Disk  Utility:  Verify  finished,  Mon  Feb  1  13:22:01  2010 
Disk  Utility:  Erase  started,  Mon  Feb  15  04:34:16  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SB00  via  ATAPI. 

Disk  Utility:  Erase  finished,  Mon  Feb  15  04:34:51  2010 
Disk  Utility:  Erase  started,  Mon  Feb  15  13:12:02  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SB00  via  ATAPI. 

Disk  Utility:  Erase  finished,  Mon  Feb  15  13:20:50  2010 
iTunes :  Burn  started,  Mon  Feb  15  13:21:15  2010 

iTunes :  Burning  to  CD-RW  media  with  SAO  strategy  in  HL-DT-ST  DVDRW  GS23N  SB00 
via  ATAPI. 

iTunes:  Requested  burn  speed  was  158x,  actual  burn  speed  is  lOx. 

iTunes:  Burn  underrun  protection  is  supported,  and  enabled.  ^ 

iTunes:  Burn  finished,  Mon  Feb  15  13:29:32  2010 

Disk  Utility:  Erase  started,  Sun  Feb  21  03:13:13  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SB00  via  ATAPI. 

Disk  Utility:  Erase  finished.  Sun  Feb  21  03:22:02  2010 
Disk  Utility:  Erase  started,  Tue  Feb  23  17:14:20  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SB00  via  ATAPI. 

Disk  Utility:  Erase  finished,  Tue  Feb  23  17:14:51  2010 
iTunes:  Burn  started,  Tue  Feb  23  17:21:26  2010 

iTunes:  Burning  to  CD-RW  media  with  SAO  strategy  in  HL-DT-ST  DVDRW  GS23N  SB00 
via  ATAPI . 

iTunes:  Requested  burn  speed  was  117x,  actual  burn  speed  is  lOx. 
iTunes:  Burn  underrun  protection  is  supported,  and  enabled. 
iTunes:  Burn  finished,  Tue  Feb  23  17:27:36  2010 
Disk  Utility:  Erase  started,  Sat  Feb  27  13:19:49  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SB00  via  ATAPI. 

Disk  Utility:  Erase  finished,  Sat  Feb  27  13:41:16  2010 
Disk  Utility:  Erase  started,  Tue  Mar  2  17:26:45  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SB00  via  ATAPI. 
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Disk  Utility:  Erase  f  ^*hed,  Tue  Mar  2  17:48:05  201C  W 
Disk  Utility:  Burn  staxced,  Tue  Mar  2  17:48:54  2010 

Disk  Utility:  Burning  to  CD-RW  media  with  SAO  strategy  in  HL-DT-ST  DVDRW  GS23N 
SB00  via  ATAPI. 

Disk  Utility:  Requested  burn  speed  was  max,  actual  burn  speed  is  4x. 

Disk  Utility:  Burn  underrun  protection  is  supported,  and  enabled. 

Disk  Utility:  Burn  finished,  Tue  Mar  2  17:56:50  2010 
Disk  Utility:  Verify  started,  Tue  Mar  2  17:56:50  2010 
Disk  Utility:  Verify  finished,  Tue  Mar  2  18:00:48  2010 
Disk  Utility:  Erase  started,  Fri  Mar  5  00:34:11  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SB00  via  ATAPI. 

Disk  Utility:  Erase  finished,  Fri  Mar  5  00:42:59  2010 
Disk  Utility:  Burn  started,  Tue  Mar  9  15:58:01  2010 

Disk  Utility:  Burning  to  CD-RW  media  with  non-optimal  TAO  strategy  in  HL-DT-ST 
DVDRW  GS23N  SB00  via  ATAPI. 

Disk  Utility:  Requested  burn  speed  was  max,  actual  burn  speed  is  4x. 

Disk  Utility:  Burn  underrun  protection  is  supported,  and  enabled. 

Disk  Utility:  Burn  finished,  Tue  Mar  9  16:05:44  2010 
Disk  Utility:  Verify  started,  Tue  Mar  9  16:05:44  2010 
Disk  Utility:  Verify  finished,  Tue  Mar  9  16:09:30  2010 
Disk  Utility:  Erase  started,  Sun  Mar  14  08:25:54  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SB00  via  ATAPI. 

Disk  Utility:  Erase  finished,  Sun  Mar  14  08:47:15  2010 
Finder:  Burn  started.  Sun  Mar  14  09:05:30  2010 

Finder:  Burning  to  CD-RW  media  with  SAO  strategy  in  HL-DT-ST  DVDRW  GS23N  SB00 
via  ATAPI. 

Finder:  Requested  burn  speed  was  max,  actual  burn  speed  is  4x. 

Finder:  Burn  underrun  protection  is  supported,  and  enabled. 

Finder:  Burn  finished.  Sun  Mar  14  09:06:47  2010 
Finder:  Verify  started,  Sun  Mar  14  09:06:47  2010 
Finder:  Verify  finished,  Sun  Mar  14  09:06:52  2010 
Disk  Utility:  Erase  started,  Sun  Mar  14  12:19:23  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SB00  via  ATAPI. 

Disk  Utility:  Erase  finished.  Sun  Mar  14  12:29:28  2010 
Disk  Utility:  Erase  started,  Mon  Mar  22  17:01:10  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SB00  via  ATAPI. 

Disk  Utility:  Erase  finished,  Mon  Mar  22  17:22:37  2010 
iTunes:  Burn  started,  Wed  Mar  24  09:31:09  2010 

iTunes:  Burning  to  CD-RW  media  with  SAO  strategy  in  HL-DT-ST  DVDRW  GS23N  SB00 
via  ATAPI . 

iTunes:  Requested  burn  speed  was  163x,  actual  burn  speed  is  4x. 
iTunes:  Burn  underrun  protection  is  supported,  and  enabled. 
iTunes:  Burn  finished.  Wed  Mar  24  09:49:53  2010 
Disk  Utility:  Erase  started,  Wed  Mar  24  15:32:46  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SB00  via  ATAPI. 

Disk  Utility:  Erase  failed.  Wed  Mar  24  15:32:48  2010 

Disk  Utility:  Erase  error:  0x80020040  One  of  the  volumes  on  the  disc  is  still  in 
use . 

Disk  Utility:  Erase  started,  Sun  Mar  28  21:14:30  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SB00  via  ATAPI. 

Disk  Utility:  Erase  finished,  Sun  Mar  28  21:35:48  2010 
Disk  Utility:  Erase  started,  Tue  Mar  30  22:54:20  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SB00  via  ATAPI. 
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143 
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146 


Disk  Utility 
Disk  Utility 
Disk  Utility 
Disk  Utility 
Disk  Utility 
Disk  Utility 


Erase  f  ^fhed,  Tue  Mar  30  23:15:43  201C  W 
Erase  started,  Wed  Mar  31  12:14:43  2010 

Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SB00  via  ATAPI . 

Erase  finished,  Wed  Mar  31  12:23:33  2010 
Erase  started,  Wed  Mar  31  17:40:37  2010 

Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SBOO  via  ATAPI. 

Disk  Utility:  Erase  finished,  Wed  Mar  31  17:49:20  2010 
Disk  Utility:  Erase  started,  Thu  Apr  1  19:27:39  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SBOO  via  ATAPI. 

Disk  Utility:  Erase  finished,  Thu  Apr  1  19:28:14  2010 
Disk  Utility:  Erase  started,  Thu  Apr  1  23:08:53  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SBOO  via  ATAPI. 

Disk  Utility:  Erase  finished,  Thu  Apr  1  23:17:40  2010 
Disk  Utility:  Erase  started,  Wed  Apr  7  09:33:11  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SBOO  via  ATAPI. 

Disk  Utility:  Erase  finished,  Wed  Apr  7  09:33:50  2010 
Disk  Utility:  Erase  started,  Thu  Apr  8  14:18:26  2010 

Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SBOO  via  ATAPI. 

Erase  finished,  Thu  Apr  8  14:19:03  2010 
Disk  Utility:  Erase  started,  Sat  Apr  10  12:18:29  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SBOO  via  ATAPI. 

Erase  finished.  Sat  Apr  10  12:19:06  2010  • 

Erase  started.  Sun  Apr  11  09:16:47  2010 
Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SBOO  via  ATAPI. 

Disk  Utility:  Erase  finished.  Sun  Apr  11  09:17:28  2010 
Disk  Utility:  Erase  started,  Mon  Apr  12  17:04:16  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SBOO  via  ATAPI. 

Disk  Utility:  Erase  finished,  Mon  Apr  12  17:04:52  2010 
Finder:  Burn  started,  Mon  Apr  12  17:18:31  2010 

Finder:  Burning  to  DVD+RW  (INFODISC  A10)  media  with  DAO  strategy  in  HL-DT-ST 
DVDRW  GS23N  SBOO  via  ATAPI. 

Finder:  Requested  burn  speed  was  4x,  actual  burn  speed  is  4x. 

Finder:  Burn  finished,  Mon  Apr  12  17:22:45  2010 
Finder:  Verify  started,  Mon  Apr  12  17:22:45  2010 
Finder:  Verify  finished,  Mon  Apr  12  17:25:49  2010 
Disk  Utility:  Erase  started,  Fri  Apr  16  22:33:44  2010 

Disk  Utility:  Erasing  DVD+RW  (INFODISC  A10)  media  in  HL-DT-ST  DVDRW  GS23N  SBOO 
via  ATAPI. 

Disk  Utility: 

Disk  Utility: 

Disk  Utility: 

Disk  Utility: 

Disk  Utility: 


Disk  Utility: 
Disk  Utility: 


Disk  Utility: 
Disk  Utility: 


Erase  finished,  Fri  Apr  16  22:50:48  2010 
Erase  started,  Thu  Apr  22  22:44:15  2010 

Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SBOO  via  ATAPI. 

Erase  finished,  Thu  Apr  22  22:52:59  2010 
Erase  started,  Fri  Apr  23  23:59:23  2010 
Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SBOO  via  ATAPI. 

Disk  Utility:  Erase  finished,  Sat  Apr  24  00:20:51  2010 
Finder:  Burn  started,  Sat  Apr  24  00:26:33  2010 

Finder:  Burning  to  CD-RW  media  with  SAO  strategy  in  HL-DT-ST  DVDRW  GS23N  SBOO 
via  ATAPI. 

Finder:  Requested  burn  speed  was  max,  actual  burn  speed  is  4x. 

Finder:  Burn  underrun  protection  is  supported,  and  enabled. 

Finder:  Burn  finished,  Sat  Apr  24  00:36:22  2010 
Finder:  Verify  started.  Sat  Apr  24  00:36:22  2010 

Finder:  DVDRW  GS23N :  SCSITask  94  8235.875000  CDB :  Read  (10),  block:  92672,  count: 
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512  failed  with  servi  Response  =  l  (SERVICE_DELI VERY  WfTARGET_FAILURE) ,  status 
=  5  (DeliveryFailure) 

147  Finder:  Retry  #1 

148  Finder:  DVDRW  GS23N :  SCSITask  948265.562500  CDB :  Read  (10),  block:  92672,  count: 
512  failed  with  service  response  =  1  ( SERVI CE_DELIVERY_OR_TARGET_FAI LURE) ,  status 
=  5  (DeliveryFailure) 

149  Finder:  Retry  #1 

150  Finder:  DVDRW  GS23N :  SCSITask  948280.562500  CDB:  Read  (10),  block:  92672,  count: 
512  failed  with  service  response  =  1  (SERVICE_DELIVERY_OR_TARGET_FAILURE) ,  status 
=  5  (DeliveryFailure) 

151  Finder:  Retry  #2 

152  Finder:  DVDRW  GS23N :  SCSITask  948295.562500  CDB:  Read  (10),  block:  92672,  count: 
512  failed  with  service  response  =  1  ( SERVI CE_DELIVERY_OR_TARGET_FAI LURE ) ,  status 
=  5  (DeliveryFailure) 

153  Finder:  Retry  #3 

154  Finder:  DVDRW  GS23N :  SCSITask  948310.625000  CDB:  Read  (10),  block:  92672,  count: 
512  failed  with  service  response  =  1  ( SERVI CE_DEL I VERY_OR_TARGET_FAI LURE) ,  status 
=  5  (DeliveryFailure) 

155  Finder:  Giving  up 

156  Finder:  Verify  failed,  Sat  Apr  24  00:39:46  2010 

157  Finder:  Verify  error:  0x80020063  Verifying  the  burned  data  failed. 

158  Disk  Utility:  Erase  started,  Mon  Apr  26  00:08:05  2010 

159  Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SB00  via  ATAPI . 

160  Disk  Utility:  Erase  finished,  Mon  Apr  26  00:29:21  2010 

161  Disk  Utility:  Erase  started,  Tue  Apr  27  23:53:21  2010 

162  Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SB00  via  ATAPI. 

163  Disk  Utility:  Erase  finished,  Wed  Apr  28  00:02:03  2010 

164  Finder:  Burn  started.  Wed  Apr  28  00:03:37  2010 

165  Finder:  Burning  to  CD-RW  media  with  SAO  strategy  in  HL-DT-ST  DVDRW  GS23N  SB00 
via  ATAPI. 

166  Finder:  Requested  burn  speed  was  4x,  actual  burn  speed  is  4x. 

167  Finder:  Burn  underrun  protection  is  supported,  and  enabled. 

168  Finder:  Burn  finished,  Wed  Apr  28  00:13:29  2010 

169  Finder:  Verify  started,  Wed  Apr  28  00:13:29  2010 

170  Finder:  DVDRW  GS23N :  SCSITask  1292453.250000  CDB:  Read  (10),  block:  98816, 
count:  512  failed  with  service  response  =  1  (SERVICE_DELIVERY_OR_TARGET_FAILURE)  , 
status  =  5  (DeliveryFailure) 

171  Finder:  Retry  #1 

172  Finder:  DVDRW  GS23N :  SCSITask  1292468.375000  CDB:  Read  (10),  block:  98816, 
count:  512  failed  with  service  response  =  1  ( S ERV I CE_DEL I VER Y_OR_TARGET_ FAILURE)  , 
status  =  5  (DeliveryFailure) 

173  Finder:  Retry  #2 

174  Finder:  DVDRW  GS23N :  SCSITask  1292483.250000  CDB:  Read  (10),  block:  98816, 
count:  512  failed  with  service  response  =  1  (SERVICE_DELI VER Y_OR_TARGET_FAI LURE)  , 
status  =  5  (DeliveryFailure) 

175  Finder:  Retry  #3 

176  Finder:  DVDRW  GS23N :  SCSITask  1292498.375000  CDB:  Read  (10),  block:  98816, 
count:  512  failed  with  service  response  =  1  (SERVICE_DELIVERY_OR_TARGET_FAILURE)  , 
status  =  5  (DeliveryFailure) 

177  Finder:  Giving  up 

178  Finder:  Verify  failed.  Wed  Apr  28  00:16:14  2010 

179  Finder:  Verify  error:  0x80020063  Verifying  the  burned  data  failed. 

180  Finder:  Burn  started,  Fri  Apr  30  18:28:24  2010 


181 

182 

183 

184 

185 

186 

187 

188 

189 

190 


Finder:  Burning  to  CD  ^^media  with  SAO  strategy  in  HI  V^-ST  DVDRW  GS23N  SB00 
via  ATAPI. 

Finder:  Requested  burn  speed  was  lOx,  actual  burn  speed  is  lOx. 

Finder:  Burn  underrun  protection  is  supported,  and  enabled. 

Finder:  Burn  finished,  Fri  Apr  30  18:29:03  2010 
Finder:  Verify  started,  Fri  Apr  30  18:29:03  2010 
Finder:  Verify  finished,  Fri  Apr  30  18:29:07  2010 
Disk  Utility:  Erase  started,  Wed  May  5  05:23:11  2010 

Disk  Utility:  Erasing  CD-RW  media  in  HL-DT-ST  DVDRW  GS23N  SB00  via  ATAPI. 

Disk  Utility:  Erase  finished,  Wed  May  5  05:31:59  2010 
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20 
21 
22 

23 

24 

25 

26 

27 

28 

29 

30 

31 

32 

33 

34 

35 

36 

37 

38 

39 

40 

41 

42 

43 

44 
4b 

46 

47 

48 

49 

50 

51 

52 

53 


.  O 

2010-01-29  15:07:11  -OoUO:  Disk  Utility  started. 

2010-01-29  15:07:22  -0500: 

Name  :  Macintosh  HD 
Type  :  Volume 

Disk  Identifier  :  disk0s2 

Mount  Point  :  / 

System  Name  :  Mac  OS  X 

System  Version  :  10.6 

System  Build  :  10A432 

File  System  :  Mac  OS  Extended  (Journaled) 

Connection  Bus  :  SATA 

Device  Tree  :  IODeviceTree : /PCI0@0/SATA@B/PRT0@0/PMP@0 

Writable  :  Yes 

Universal  Unique  Identifier  :  F8C8E85A-158E-33E8-9D38-87394DAA8D32 

Capacity  :  215.69  GB  (215,687,888,896  Bytes) 

Free  Space  :  164.4  GB  (164,395,950,080  Bytes) 

Used  :  51.29  GB  (51,291,938,816  Bytes) 

Number  of  Files  :  410,777 

Number  of  Folders  :  115,717 

Owners  Enabled  :  Yes 

Can  Turn  Owners  Off  :  Yes 

Can  Repair  Permissions  :  Yes 

Can  Be  Verified  :  Yes 

Can  Be  Repaired  :  Yes 

Can  Be  Formatted  :  Yes 

Bootable  :  Yes 
Supports  Journaling  :  Yes 

Journaled  :  Yes 

Disk  Number  :  0 

Partition  Number  :  2 


2010-01-30 


23:21:39  -0500: 


Disk  Utility  started. 


2010-01-30 

2010-01-30 

2010-01-30 

2010-01-30 

2010-01-30 

2010-01-30 

2010-01-30 

2010-01-30 

2010-01-30 

2010-01-30 

2010-01-30 

2010-01-30 

2010-01-30 

2010-01-30 

2010-01-30 


23:22:40  -0500 
23:22:50  -0500 
23:22:50  -0500 
23:22:50  -0500 
23:22:50  -0500 
23:22:50  -0500 
23:22:50  -0500 
23:22:50  -0500 
23:22:50  -0500 
23:22:50  -0500 
23:22:50  -0500 
23:22:50  -0500 
23:26:21  -0500 
23:26:21  -0500 
23:26:28  -0500 


Burning  Image  "If slivecd-x86_64 -6 . 3-r2014-nosrc. iso" 

Image  name:  "If slivecd-x8 664 -6 . 3-r20 14-nosrc . iso" 
Burn  disc  in:  "HL-DT-ST  DVDRW  GS23N" 

Erase  disc  before  burning:  No 
Leave  disc  appendable:  No 
Verify  burned  data  after  burning:  Yes 
Eject  disc  after  burning 


Preparing  data  for  burn 
Opening  session 
Opening  track 
Writing  track 
Closing  track 
Closing  session 
Finishing  burn 


PROSECUTiON  EXHIBIT  YlS  for  fortification 
PAGE  OFFERED:  PAGE  ADMITTED; 


54 

2010-01-30 

23:26:28  - 

Verifying  burn...  (2^ 

55 

2010-01-30 

23:26:28  -OoUO: 

Verifying 

56 

2010-01-30 

23:29:40  -0500: 

Burn  completed  successfully 

57 

2010-01-30 

23:30:13  -0500: 

Image  "lfslivecd-x86  64-6 . 3-r2014-nosrc. iso"  burned 

successfully. 

58 

2010-01-30 

23:30:25  -0500: 

Eject  of  "lfslivecd-x86  64-6 . 3-r2014-nosrc. iso" 

succeeded 

59 

2010-01-30 

23:32:36  -0500: 

Unmount  of  "OTHER"  succeeded 

60 

********** 

61 

62 

63 

2010-01-30 

23:33:13  -0500: 

Disk  Utility  started. 

********** 

64 

2010-01-31 

00:10:28  -0500 

Disk  Utility  started. 

65 

66 

********** 

67 

2010-01-31 

00:38:00  -0500 

Disk  Utility  started. 

68 

69 

2010-01-31 

00:38:26  -0500 

Preparing  to  Secure  Erase  Free  Space  :  "Macintosh 

HD" 

70 

2010-01-31 

00:38:26  -0500 

35  Pass  Erase  Free  Space 

71 

2010-01-31 

00:38:26  -0500 

Creating  temporary  file 

72 

2010-01-31 

00:38:29  -0500 

Securely  erasing  file 

73 

2010-01-31 

00:39:12  -0500 

Mounting  disk 

74 

2010-01-31 

00:39:12  -0500 

Secure  Erase  Free  Space  stopped  after  43  seconds. 

75 

0 

0%  complete. 

76 

2010-01-31 

00:39:12  -0500 

Erase  complete. 

77 

2010-01-31 

00:39:12  -0500 

78 

2010-01-31 

00:39:18  -0500: 

Preparing  to  Secure  Erase  Free  Space  :  "Macintosh 

HD" 

79 

2010-01-31 

00:39:18  -0500: 

7  Pass  Erase  Free  Space 

80 

2010-01-31 

00:39:18  -0500: 

:  Creating  temporary  file 

81 

2010-01-31 

00:39:22  -0500: 

:  Securely  erasing  file 

82 

2010-01-31 

04:19:35  -0500: 

:  Creating  temporary  file 

83 

2010-01-31 

04:27:00  -0500: 

:  Securely  erasing  file 

84 

2010-01-31 

04:27:45  -0500: 

:  Mounting  disk 

85 

2010-01-31 

04:27:45  -0500: 

:  Secure  Erase  Free  Space  completed  successfully  in 

3 

hours,  48  minutes. 

86 

2010-01-31 

04:27:45  -0500: 

:  Erase  complete. 

87 

2010-01-31 

04:27:45  -0500: 

88 

********** 

89 

2010-02-01 

12:23:46  -0500: 

:  Disk  Utility  started. 

90 

91 

2010-02-01 

12:26:28  -0500 

Burning  Image  "If slivecd-x8 6-6 . 3-r2 14 5-nosrc . iso" 

92 

2010-02-01 

12:26:31  -0500 

Image  name:  "If slivecd-x86-6 . 3-r2145-nosrc . i: 

93 

2010-02-01 

12:26:31  -0500 

Burn  disc  in:  "HL-DT-ST  DVDRW  GS23N" 

94 

2010-02-01 

12:26:31  -0500 

Erase  disc  before  burning:  No 

95 

2010-02-01 

12:26:31  -0500 

Leave  disc  appendable:  No 

96 

2010-02-01 

12:26:31  -0500 

Verify  burned  data  after  burning:  Yes 

97 

2010-02-01 

12:26:31  -0500 

Eject  disc  after  burning 

98 

2010-02-01 

12:26:31  -0500 

99 

2010-02-01 

12:26:31  -0500 

Preparing  data  for  burn 

100 

2010-02-01 

12:26:31  -0500 

Opening  session 

101 

2010-02-01 

12:26:31  -0500 

Opening  track 

102 

2010-02-01 

12:26:31  -0500 

Writing  track 

103 

2010-02-01 

12:30:17  -0500 

Closing  track 

-2- 


104 

105 

106 

107 

108 

109 

110 
111 
112 

113 

114 

115 

116 

117 

118 

119 

120 
121 
122 

123 

124 

125 

126 

127 

128 

129 

130 


132 

133 

134 

135 

136 

137 

138 

139 

140 


142 

143 

144 

145 

146 

147 

148 


Q 


2010-02-01  12:30:17 
2010-02-01  12:30:23  -OoUO 
2010-02-01  12:30:23  -0500 
2010-02-01  12:30:23  -0500 
2010-02-01  12:33:45  -0500 


Closing  session 
Finishing  burn 
Verifying  burn... 

Verifying 

Burn  completed  successfully 


9 


2010-02-01  13:16:57  -0500:  Disk  Utility  started. 


2010-02-01  13 
2010-02-01  13 
2010-02-01  13 
2010-02-01  13 
2010-02-01  13 
2010-02-01  13 
2010-02-01  13 
2010-02-01  13 
2010-02-01  13 
2010-02-01  13 
2010-02-01  13 
2010-02-01  13 
2010-02-01  13 
2010-02-01  13 
2010-02-01  13 
2010-02-01  13 
2010-02-01  13 
2010-02-01  13 
2010-02-01  13 
~/Library/Log: 
2010-02-01  13 
successfully . 
2010-02-01  13 


: 17 : 10  -0500 
: 17 : 13  -0500 
: 17:13  -0500 
: 17 : 13  -0500 
17:13  -0500 
: 17 : 13  -0500 
: 17 : 13  -0500 
:  17 : 13  -0500 
17:13  -0500 
: 17 : 13  -0500 
: 17 : 13  -0500 


17:13 
19:50 
19:50 
19:57 
:  19:57 
: 1 9 : 57 
22:08 


■0500 

■0500 

■0500 

■0500 

■0500 

•0500 

■0500 


: 22 : 1 0  -0500 
s/DiscRecordi 
: 22 : 10  -0500 

: 22 : 10  -0500: 


Burning  Image  ”systemrescuecd-x86-l . 3 . 5 . iso" 

Image  name:  "systemrescuecd-x86-l . 3. 5 . iso" 
Burn  disc  in:  "HL-DT-ST  DVDRW  GS23N" 

Erase  disc  before  burning:  No 
Leave  disc  appendable:  No 
Verify  burned  data  after  burning:  Yes 
Eject  disc  after  burning 

Preparing  data  for  burn 
Opening  session 
Opening  track 
Writing  track 
Closing  track 
Closing  session 
Finishing  burn 
Verifying  burn... 

Verifying 

Burn  completed  successfully 

Additional  information  can  be  found  in  the 
ng.log  log  file. 

Image  "systemrescuecd-x86-l . 3 . 5 . iso"  burned 


2010-02-11  06:59:04  +0300:  Disk  Utility  started. 

2010-02-11  06:59:18  +0300:  Verify  permissions  for  "Macintosh  HD" 

2010-02-11  07:02:31  +0300:  User  differs  on  "private/etc/bashrc",  should  be  0, 
user  is  501 . 

2010-02-11  07:02:31  +0300:  Group  differs  on  "private/etc/bashrc",  should  be  0, 
group  is  20. 

2010-02-11  07:02:36  +0300:  Permissions  differ  on  "usr/share/derby",  should  be 
drwxr-xr-x  ,  they  are  lrwxr-xr-x  . 

2010-02-11  07:02:56  +0300:  Warning:  SUID  file 

"System/Library/CoreServices/RemoteManagement/ARDAgent . app/Contents/MacOS/ARDAgent " 
has  been  modified  and  will  not  be  repaired. 

2010-02-11  07:03:44  +0300:  Permissions  differ  on  "bin/rm",  should  be  -r-xr-xr-x  , 
they  are  lrwxr-xr-x  . 

2010-02-11  07:03:48  +0300: 

2010-02-11  07:03:48  +0300:  Permissions  verification  complete 
2010-02-11  07:03:48  +0300: 

2010-02-11  07:03:48  +0300: 

2010-02-11  07:03:52  +0300:  Repairing  permissions  for  "Macintosh  HD" 

2010-02-11  07:06:45  +0300:  User  differs  on  "private/etc/bashrc",  should  be  0, 


-3- 


14  9 

150 

151 

152 

153 


154 

155 

156 

157 

158 

159 

160 
161 
162 

163 

164 

165 

166 

167 

168 

169 

170 

171 

172 

173 

174 

175 

176 

177 

178 

179 

180 
181 
182 

183 

184 

185 

186 

187 

188 

189 

190 

191 

192 

193 


user  is  501. 
2010-02-11  07:06:45 
group  is  20. 
2010-02-11  07:06:45 
2010-02-11  07:06:50 
drwxr-xr-x  ,  they  ar 


OuUO:  Group  differs  on 


o 

"private/etc/bashrc", 


should  be  0, 


0300:  Repaired  "private/etc/bashrc". 

0300:  Permissions  differ  on  "usr/share/derby" ,  should  be 
i  lrwxr-xr-x  . 

2010-02-11  07:06:50  +0300:  Repaired  "usr/share/derby". 

2010-02-11  07:07:13  +0300:  Warning:  SUID  file 

" System/Library /Cor eServices/RemoteManagement /ARDAgent . app/Contents/MacOS/ARDAgent" 
has  been  modified  and  will  not  be  repaired. 

2010-02-11  07:08:06  +0300:  Permissions  differ  on  "bin/rm",  should  be  -r-xr-xr-x  , 


they  are  lrwxr-xr-x 
2010-02-11  07:08:06 
2010-02-11  07:08:10 
2010-02-11  07:08:10 
2010-02-11  07:08:10  +0300: 
2010-02-11  07:08:10  +0300: 


"bin/ri 

0300:  Repaired  "bin/rm". 

0300: 

0300:  Permissions  repair  complete 


2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 

0. 

2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 

device) 

2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 


07:08:44  +0300: 
07:08:44  +0300: 
07:08:44  +0300: 
07:08:48  +0300: 
07:10:54  +0300: 
07:10:54  +0300: 
4%  complete. 
07:10:55  +0300: 
07:10:55  +0300: 
07:11:45  +0300: 
07:11:53  +0300: 


Preparing  to  Secure  Erase  Free  Space  :  "Macintosh  HD" 
7  Pass  Erase  Free  Space 
Creating  temporary  file 
Securely  erasing  file 
Mounting  disk 

Secure  Erase  Free  Space  stopped  after  2  minutes. 

Erase  complete. 

Creating  Image  "Strongbox . dmg" 

Unable  to  create  "Strongbox . dmg . "  (No  space  left  on 


07:11:53  +0300: 
07:12:13  +0300: 
07:12:13  +0300: 
07:12:13  +0300: 
07:12:13  +0300: 
07:12:13  +0300: 
07:12:13  +0300: 


Preparing  to  erase  :  "OTHER" 

Partition  Scheme:  GUID  Partition  Table 
1  volume  will  be  erased 
Name  :  "OTHER" 

Size  :  34.03  GB 

Filesystem  :  MS-DOS  (FAT) 


2010-02-11  07:12:13 
2010-02-11  07:12:13 


+0300:  Unmounting  disk 
+0300:  Erasing 

2010-02-11  07:12:13  +0300:  512  bytes  per  physical  sector 

/dev/rdisk0s3 :  66425120  sectors  in  2075785  FAT32  clusters  (16384  bytes/cluster ) 
bps=512  spc=32  res=32  nft=2  mid=0xf0  spt=32  hds=255  hid=0  bsec=66457600 
bspf=16218  rdcl=2  infs=l  bkbs=6 


2010-02-11  07:12:13  +0300: 
2010-02-11  07:12:14  +0300: 
2010-02-11  07:12:14  +0300: 
2010-02-11  07:13:23  +0300: 
2010-02-11  07:13:24  +0300: 
2010-02-11  07:13:24  +0300: 
2010-02-11  07:14:17  +0300: 
2010-02-11  07:14:19  +0300: 


Mounting  disk 
Erase  complete. 

Creating  Image  "strongbox . dmg" 
Initializing... 

Creating... 

Formatting... 

Attaching... 


1'94 

195 

196 

197 

198 

199 

200 
201 
202 

203 

204 

205 

206 

207 

208 

209 

210 
211 

212 

213 

214 

215 

216 

217 

218 

219 

220 
221 
222 

223 

224 

225 

226 

227 

228 

229 

230 

231 

232 

233 

234 

235 

236 

237 

238 

239 

240 

241 

242 

243 

244 


2010-02-11  07:14:31 
2010-02-11  07:14:31 


Finishing- 

Image  "strongbox . dmg" 


o 

created  successfully. 


2010-02-11  09:41:55  +0300: 


Disk  Utility  started. 


2010-02-11 
1  GB. 

2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 


09:42:59  +0300: 

09:43:13  +0300: 
09:43:20  +0300: 
09:43:20  +0300: 
09:43:50  +0300: 
09:43:51  +0300: 
09:43:51  +0300: 
09:43:51  +0300: 
09:44:00  +0300: 


Growing  partition  0  of  "strongbox . dmg"  from  500  MB  to 

Resizing  "strongbox . dmg"  was  successful. 

Attach  Image  "strongbox . dmg" 

Initializing... 

Attaching... 

Mounting- 

Finishing... 

Finishing- 

Image  "strongbox . dmg"  attached  successfully. 


2010-02-11  09:45:18  +0300: 


Disk  Utility  started. 


2010-02-11 
6  GB. 

2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 


09:45:52  +0300: 

09:48:17  +0300: 
09:48:27  +0300: 
09:48:27  +0300: 
09:48:41  +0300: 
09:48:42  +0300: 
09:48:42  +0300: 
09:48:42  +0300: 
09:48:49  +0300: 


Growing  partition  0  of  "strongbox . dmg"  from  500  MB  to 

Resizing  "strongbox . dmg"  was  successful. 

Attach  Image  "strongbox . dmg" 

Initializing. .. 

Attaching... 

Mounting. .. 

Finishing. .. 

Finishing- 

Image  "strongbox . dmg"  attached  successfully. 


2010-02-11  09:53:09  +0300: 


Disk  Utility  started. 


2010-02-11  09:54:55 
2010-02-11  09:54:55 
2010-02-11  09:54:55 
2010-02-11  10:00:39 
2010-02-11  10:00:43 
2010-02-11  10:00:44 
2010-02-11  10:00:45 
2010-02-11  10:08:14 


+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 


Creating  Image  "20100211-strongbox . dmg" 
Initializing... 

Creating... 

Formatting... 

Attaching... 

Finishing... 

Image  "20100211-strongbox . dmg"  created  successfully. 
Eject  of  "strongbox . dmg"  succeeded 


2010-02-11  10:17:58  +0300: 


Disk  Utility  started. 


2010-02-11  10:22:14  +0300: 
2010-02-11  10:24:42  +0300: 


Disk  Utility  started. 
Unmount  of  "OTHER"  failed 


2010-02-11  11:11:42 


+0300:  Disk  Utility  started. 


2010-02-11 

2010-02-11 

2010-02-11 

2010-02-11 


11:12:01  +0300: 
11:12:45  +0300: 
11:12:45  +0300: 
11:12:45  +0300: 


Unmount  of  "OTHER"  succeeded 
Preparing  to  erase  :  "Other" 

Partition  Scheme:  GUID  Partition  Table 
1  volume  will  be  erased 
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245 

246 

247 

248 

249 

250 

251 

252 

253 

254 

255 

256 

257 

258 

259 

260 

261 

262 

263 

264 

265 

266 

267 

268 

269 

270 

271 

272 

273 

274 
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276 

277 

278 

279 

280 

281 

282 

283 

284 

285 

286 

287 

288 

289 

290 

291 

292 

293 

294 

295 

296 


2010-02-11  11:12:45  + 
2010-02-11  11:12:45  +  0jU0 
2010-02-11  11:12:45  +0300 

2010-02-11  11:12:45  +0300: 
2010-02-11  11:12:47  +0300: 
2010-02-11  11:12:48  +0300: 
with  a  8192k  journal 


Name 

Size 

Filesystem 


"Other" 

34.03  GB 

Mac  OS  Extended  (Journaled) 


Unmounting  disk 
Erasing 

Initialized  /dev/rdisk0s3  as  a  32  GB  HFS  Plus  volume 


2010-02-11  11:12:48  +0300:  Mounting  disk 

2010-02-11  11:12:49  +0300:  Erase  complete. 

2010-02-11  11:12:49  +0300: 

2010-02-11  11:13:33  +0300: 

Name  :  Other 
Type  :  Volume 


Disk  Identifier  :  disk0s3 

Mount  Point  :  /Volumes/Other 

File  System  :  Mac  OS  Extended  (Journaled) 

Connection  Bus  :  SATA 

Device  Tree  :  IODeviceTree : /PCI0@0/SATA@B/PRT0@0/PMP@0 

Writable  :  Yes 

Universal  Unique  Identifier  :  CC1D74EC-E7B2-3E3A-BC17-984 9EBA98D6C 

Capacity  :  33.89  GB  (33,892,241,408  Bytes) 

Free  Space  :  33.78  GB  (33,776,410,624  Bytes) 

Used  :  115.8  MB  (115,830,784  Bytes) 

Number  of  Files  :  40 

Number  of  Folders  :  9 

Owners  Enabled  :  No 

Can  Turn  Owners  Off  :  Yes 

Can  Be  Formatted  :  Yes 
Bootable  :  Yes 
Supports  Journaling  :  Yes 

Journaled  :  Yes 

Disk  Number  :  0 

Partition  Number  :  3 


2010-02-12 


10:15:48  +0300: 


Disk  Utility  started. 


2010-02-12  12:26:23 


+0300:  Disk  Utility  started. 


2010-02-12  12:26:42  +0300: 
2010-02-12  13:45:54  +0300: 


Unmount  of  "Other"  failed 
Unmount  of  "Other"  succeeded 


2010-02-12  16:24:15  +0300: 


Disk  Utility  started. 


2010-02-12 

2010-02-12 

2010-02-12 

2010-02-12 


16:24:55  +0300 
16:24:55  +0300 
16:24:55  +0300 
16:24:55  +0300 


Preparing  to  erase  :  "Images" 

Partition  Scheme:  GUID  Partition  Table 
1  volume  will  be  erased 

Name  :  "Images" 
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297 

298 

299 

300 
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304 
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307 
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309 

310 

311 

312 

313 

314 

315 

316 

317 

318 

319 

320 

321 

322 

323 

324 

325 

326 

327 

328 

329 

330 

331 

332 

333 

334 

335 

336 

337 

338 

339 

340 

341 

342 

343 

344 


2010-02-12  16:24:55 
2010-02-12  16:24:55 


Size 

Filesystem 


14.87  GE  W 
Mac  OS  Extended 


(Journaled) 


2010-02-12  16:24:56  +0300: 
2010-02-12  16:24:57  +0300: 
2010-02-12  16:24:57  +0300: 
with  a  8192k  journal 


Unmounting  disk 
Erasing 

Initialized  /dev/rdisk0s3 


as  a  14  GB  HFS  Plus  volume 


2010-02-12  16:24:57  +0300: 
2010-02-12  16:24:57  +0300: 
2010-02-12  16:24:57  +0300: 


Mounting  disk 
Erase  complete. 


2010-02-14  15:30:19  +0300: 


Disk  Utility  started. 


2010-02-14 

2010-02-14 

2010-02-14 

2010-02-14 


15:31:07  +0300: 
15:31:13  +0300: 
15:31:13  +0300: 
15:32:02  +0300: 


Creating  Image  "video. dmg" 

Preparing  imaging  engine... 

Reading  whole  disk  (Apple_HFS  :  0)... 
Operation  canceled  by  user. 


2010-02-15  04:34:01  +0300: 


Disk  Utility  started. 


2010-02-15  04:34:16  +0300: 
DVDRW  GS23N" 

2010-02-15  04:34:16  +0300: 
2010-02-15  04:34:51  +0300: 
2010-02-15  04:34:51  +0300: 
2010-02-15  04:34:51  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:'  Quick  Erase. 

Optical  erase  completed  successfully  in  18  seconds. 
Erase  complete. 


2010-02-15  13:11:19  +0300:  Disk  Utility  started. 


2010-02-15  13:12:02  +0300: 
DVDRW  GS23N" 

2010-02-15  13:12:02  +0300: 
2010-02-15  13:20:50  +0300: 
2010-02-15  13:20:50  +0300: 
2010-02-15  13:20:50  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Complete  Erase. 

Optical  erase  completed  successfully  in  8  minutes. 
Erase  complete. 


2010-02-21  02:34:57  +0300:  Disk  Utility  started. 


2010-02-21  03:13:13  +0300: 
DVDRW  GS23N" 

2010-02-21  03:13:13  +0300: 
2010-02-21  03:22:02  +0300: 
2010-02-21  03:22:02  +0300: 
2010-02-21  03:22:02  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Complete  Erase. 

Optical  erase  completed  successfully  in  8  minutes. 
Erase  complete. 


2010-02-23  17:13:07  +0300:  Disk  Utility  started. 


2010-02-23  17:14:20  +0300: 
DVDRW  GS23N" 

2010-02-23  17:14:20  +0300: 
2010-02-23  17:14:51  +0300: 
2010-02-23  17:14:51  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Quick  Erase. 

Optical  erase  completed  successfully  in  18  seconds. 
Erase  complete. 
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2010-02-23  17:14:51 


Q, 


2010-02-27  12:20:18  +0300: 


Disk  Utility  started. 


2010-02-27  13:19:12  +0300: 


Disk  Utility  started. 


2010-02-27  13:19:49  +0300: 
DVDRW  GS23N" 

2010-02-27  13:19:49  +0300: 
2010-02-27  13:41:16  +0300: 
2010-02-27  13:41:16  +0300: 
2010-02-27  13:41:16  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Complete  Erase. 

Optical  erase  completed  successfully  in  20  minutes. 
Erase  complete. 


2010-03-02  17:26:23  +0300: 


Disk  Utility  started. 


2010-03-02  17:26:45 
DVDRW  GS23N" 


2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 

2010-03-02 


17:26:45 

17:48:05 

17:48:05 

17:48:05 

17:48:51 

17:48:54 

17:48:54 

17:48:54 

17:48:54 

17:48:54 

17:48:54 

17:48:54 

17:48:54 

17:48:54 

17:48:54 

17:48:54 

17:56:19 

17:56:19 

17:56:50 

17:56:50 

17:56:50 

18:00:54 

18:24:32 


successfully . 


+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 

+0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Complete  Erase. 

Optical  erase  completed  successfully  in  20  minutes. 

Erase  complete. 

Burning  Image  "systemrescuecd-x86-l . 3 . 5 . iso" 

Image  name:  "systemrescuecd-x86-l . 3 . 5 . iso" 

Burn  disc  in:  "HL-DT-ST  DVDRW  GS23N" 

Erase  disc  before  burning:  No 
Leave  disc  appendable:  No 
Verify  burned  data  after  burning:  Yes 
Eject  disc  after  burning 

Preparing  data  for  burn 
Opening  session 
Opening  track 
Writing  track 
Closing  track 
Closing  session 
Finishing  burn 
Verifying  burn... 

Verifying 

Burn  completed  successfully 

Image  "systemrescuecd-x86-l . 3 . 5 . iso"  burned 


2010-03-05  00:33:41  +0300: 


Disk  Utility  started. 


2010-03-05  00:34:11  +0300: 
DVDRW  GS23N" 

2010-03-05  00:34:11  +0300: 
2010-03-05  00:42:59  +0300: 
2010-03-05  00:42:59  +0300: 
2010-03-05  00:42:59  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Complete  Erase. 

Optical  erase  completed  successfully  in  8  minutes. 
Erase  complete. 


2010-03-09  15:57:47 


•0300:  Disk  Utility  started. 
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2010-03-09 

2010-03-09 

2010-03-09 

2010-03-09 

2010-03-09 

2010-03-09 

2010-03-09 

2010-03-09 

2010-03-09 

2010-03-09 

2010-03-09 

2010-03-09 

2010-03-09 

2010-03-09 

2010-03-09 

2010-03-09 

2010-03-09 

2010-03-09 

2010-03-09 


15:57:58 

15:58:01 

15:58:01 

15:58:01 

15:58:01 

15:58:01 

15:58:01 

15:58:01 

15:58:01 

15:58:01 

15:58:01 

15:58:01 

16:05:01 

16:05:16 

16:05:44 

16:05:44 

16:05:44 

16:09:37 

16:10:51 


successfully 


+0u00: 
+0300: 
+0300: 
+0300: 
+0300: 
+0300: 
+0300: 
+0300: 
+0300: 
+0300: 
+0300: 
+0300: 
+0300: 
+0300: 
+0300: 
+0300 : 
+0300: 
+0300: 
+0300: 


Burning  Image  "systemrescueca-x8 6- 1 . 3 . 5 . iso" 

Image  name:  ''systemrescuecd-x86-l .  3 . 5  .  iso" 
Burn  disc  in:  ''HL-DT-ST  DVDRW  GS23N" 

Erase  disc  before  burning:  No 
Leave  disc  appendable:  No 
Verify  burned  data  after  burning:  Yes 
Eject  disc  after  burning 

Preparing  data  for  burn 
Opening  session 
Opening  track 
Writing  track 
Closing  track 
Closing  session 
Finishing  burn 
Verifying  burn... 

Verifying 

Burn  completed  successfully 
Image  "systemrescuecd-x86-l . 3. 5 . iso"  burned 


2010-03-11  10:33:10  +0300: 


Disk  Utility  started. 


2010-03-14  08:23:02 


+0300:  Disk  Utility  started. 


2010-03-14  08:25:54  +0300: 
DVDRW  GS23N" 

2010-03-14  08:25:54  +0300: 
2010-03-14  08:47:15  +0300: 
2010-03-14  08:47:15  +0300: 
2010-03-14  08:47:15  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Complete  Erase. 

Optical  erase  completed  successfully  in  20  minutes. 
Erase  complete. 


2010-03-14  12:19:12  +0300: 


Disk  Utility  started. 


2010-03-14  12:19:23  +0300: 
DVDRW  GS23N" 

2010-03-14  12:19:23  +0300: 
2010-03-14  12:29:28  +0300: 
2010-03-14  12:29:28  +0300: 
2010-03-14  12:29:28  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Complete  Erase. 

Optical  erase  completed  successfully  in  9  minutes. 
Erase  complete. 


2010-03-22  17:00:57  +0300: 


Disk  Utility  started. 


2010-03-22  17:01:10  +0300: 
DVDRW  GS23N" 

2010-03-22  17:01:10  +0300: 
2010-03-22  17:22:37  +0300: 
2010-03-22  17:22:37  +0300: 
2010-03-22  17:22:37  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Complete  Erase. 

Optical  erase  completed  successfully  in  20  minutes. 
Erase  complete. 


2010-03-24  15:32:05  +0300: 


Disk  Utility  started. 
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2010-03-24  15:32:46  +0jU0:  Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 
DVDRW  GS23N" 

2010-03-24  15:32:46  +0300:  Optical  erase  option:  Complete  Erase. 

2010-03-24  15:32:48  +0300:  Erase  of  optical  media  did  not  complete  or  completed 
with  an  error. 


See  the  DiscRecording  log  file,  ~/Library/Logs/DiscRecording . log,  for  additional 
information . 

2010-03-24  15:32:48  +0300:  Erase  complete. 

2010-03-24  15:32:48  +0300: 


2010-03-28  19:48:21 


+0300:  Disk  Utility  started. 


2010-03-28  21:14:30  +0300: 
DVDRW  GS23N" 

2010-03-28  21:14:30  +0300: 
2010-03-28  21:35:48  +0300: 
2010-03-28  21:35:48  +0300: 
2010-03-28  21:35:48  +0300: 


Preparing  to  erase  optical  media  on  device 

Optical  erase  option:  Complete  Erase. 
Optical  erase  completed  successfully  in  20 
Erase  complete. 


:  "HL-DT-ST 


minutes . 


2010-03-30  18:54:59  +0300: 


Disk  Utility  started. 


2010-03-30  22:54:04 


+0300:  Disk  Utility  started. 


2010-03-30  22:54:20  +0300: 
DVDRW  GS23N" 

2010-03-30  22:54:20  +0300: 
2010-03-30  23:15:43  +0300: 
2010-03-30  23:15:43  +0300: 
2010-03-30  23:15:43  +0300: 
2010-03-31  12:14:43  +0300: 
DVDRW  GS23N" 

2010-03-31  12:14:43  +0300: 
2010-03-31  12:23:33  +0300: 
2010-03-31  12:23:33  +0300: 
2010-03-31  12:23:33  +0300: 
2010-03-31  17:40:37  +0300: 
DVDRW  GS23N" 

2010-03-31  17:40:37  +0300: 
2010-03-31  17:49:20  +0300: 
2010-03-31  17:49:20  +0300: 
2010-03-31  17:49:20  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Complete  Erase. 

Optical  erase  completed  successfully  in  20  minutes. 
Erase  complete. 

Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Complete  Erase. 

Optical  erase  completed  successfully  in  8  minutes. 
Erase  complete. 

Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Complete  Erase. 

Optical  erase  completed  successfully  in  8  minutes. 
Erase  complete. 


2010-04-01  19:27:29  +0300: 


Disk  Utility  started. 


2010-04-01  19:27:39  +0300: 
DVDRW  GS23N" 

2010-04-01  19:27:39  +0300: 
2010-04-01  19:28:14  +0300: 
2010-04-01  19:28:14  +0300: 
2010-04-01  19:28:14  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Quick  Erase. 

Optical  erase  completed  successfully  in  18  seconds. 
Erase  complete. 
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2010-04-01  23:04:29  +0u00:  Disk  Utility  started. 


2010-04-01  23:08:53  +0300: 
DVDRW  GS23N" 

2010-04-01  23:08:53  +0300: 
2010-04-01  23:17:40  +0300: 
2010-04-01  23:17:40  +0300: 
2010-04-01  23:17:40  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Complete  Erase. 

Optical  erase  completed  successfully  in  8  minutes. 
Erase  complete. 


2010-04-07  09:32:49  +0300: 


Disk  Utility  started. 


2010-04-07  09:33:11  +0300: 
DVDRW  GS23N" 

2010-04-07  09:33:11  +0300: 
2010-04-07  09:33:50  +0300: 
2010-04-07  09:33:50  +0300: 
2010-04-07  09:33:50  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Quick  Erase. 

Optical  erase  completed  successfully  in  18  seconds. 
Erase  complete. 


2010-04-08  14:18:05 


+0300:  Disk  Utility  started. 


2010-04-08  14:18:26  +0300: 
DVDRW  GS23N" 

2010-04-08  14:18:26  +0300: 
2010-04-08  14:19:03  +0300: 
2010-04-08  14:19:03  +0300: 
2010-04-08  14:19:03  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Quick  Erase. 

Optical  erase  completed  successfully  in  18  seconds. 
Erase  complete. 


2010-04-09  14:32:52 


+0300:  Disk  Utility  started. 


2010-04-10  12:18:12 


+0300:  Disk  Utility  started. 


2010-04-10  12:18:29  +0300: 
DVDRW  GS23N" 

2010-04-10  12:18:29  +0300: 
2010-04-10  12:19:06  +0300: 
2010-04-10  12:19:06  +0300: 
2010-04-10  12:19:06  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Quick  Erase. 

Optical  erase  completed  successfully  in  18  seconds. 
Erase  complete. 


2010-04-11  09:16:33  +0300: 


Disk  Utility  started. 


2010-04-11  09:16:47  +0300: 
DVDRW  GS23N" 

2010-04-11  09:16:47  +0300: 
2010-04-11  09:17:28  +0300: 
2010-04-11  09:17:28  +0300: 
2010-04-11  09:17:28  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Quick  Erase. 

Optical  erase  completed  successfully  in  18  seconds. 
Erase  complete. 


2010-04-12  17:02:56  +0300:  Disk  Utility  started. 

2010-04-12  17:04:16  +0300:  Preparing  to  erase  optical  media  on  device 
DVDRW  GS23N" 


"HL-DT-ST 
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2010-04-12  17:04:16 
2010-04-12  17:04:52 
2010-04-12  17:04:52 
2010-04-12  17:04:52 


♦a 


Optical  erase  option:  Quic^lFrase. 

+0o00:  Optical  erase  completed  successfully  in  18  seconds. 
+0300:  Erase  complete. 

+0300: 


2010-04-16  22:33:27 


+0300:  Disk  Utility  started. 


2010-04-16  22:33:44  +0300: 
DVDRW  GS23N" 

2010-04-16  22:33:44  +0300: 
2010-04-16  22:50:48  +0300: 
2010-04-16  22:50:48  +0300: 
2010-04-16  22:50:48  +0300: 


Preparing  to  erase  optical  media  on  device  :  ''HL-DT-ST 

Optical  erase  option:  Complete  Erase. 

Optical  erase  completed  successfully  in  16  minutes. 
Erase  complete. 


2010-04-22  22:43:54  +0300: 


Disk  Utility  started. 


2010-04-22  22:44:15  +0300: 
DVDRW  GS23N" 

2010-04-22  22:44:15  +0300: 
2010-04-22  22:52:59  +0300: 
2010-04-22  22:52:59  +0300: 
2010-04-22  22:52:59  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Complete  Erase. 

Optical  erase  completed  successfully  in  8  minutes. 
Erase  complete. 


2010-04-23  23:56:10  +0300: 


Disk  Utility  started. 


2010-04-23  23:59:23  +0300: 
DVDRW  GS23N" 

2010-04-23  23:59:23  +0300: 
2010-04-24  00:20:51  +0300: 
2010-04-24  00:20:51  +0300: 
2010-04-24  00:20:51  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Complete  Erase. 

Optical  erase  completed  successfully  in  20  minutes. 
Erase  complete. 


2010-04-26  00:07:49  +0300: 


Disk  Utility  started. 


2010-04-26  00:08:05  +0300: 
DVDRW  GS23N" 

2010-04-26  00:08:05  +0300: 
2010-04-26  00:29:21  +0300: 
2010-04-26  00:29:21  +0300: 
2010-04-26  00:29:21  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Complete  Erase. 

Optical  erase  completed  successfully  in  20  minutes. 
Erase  complete. 


20] 0-04-27  23:52:37  +0300: 


Disk  Utility  started. 


2010-04-27  23:53:21  +0300: 
DVDRW  GS23N" 

2010-04-27  23:53:21  +0300: 
2010-04-28  00:02:03  +0300: 
2010-04-28  00:02:03  +0300: 
2010-04-28  00:02:03  +0300: 


Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 

Optical  erase  option:  Complete  Erase. 

Optical  erase  completed  successfully  in  8  minutes. 
Erase  complete. 


2010-05-05  05:22:55  +0300:  Disk  Utility  started. 

2010-05-05  05:23:11  +0300:  Preparing  to  erase  optical  media  on  device  :  "HL-DT-ST 
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586 

587 


DVDRW  GS23N" 
2010-05-05  05:23:11 
2010-05-05  05:31:59 
2010-05-05  05:31:59 
2010-05-05  05:31:59 


o  o 

+Oo00:  Optical  erase  option:  Complete  Erase. 

+0300:  Optical  erase  completed  successfully  in  8  minutes. 
+0300:  Erase  complete. 

+0300: 
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29 
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32 


f  i  age 


Chooser  for  an  OS 


Jan  25  06:16:17  local  Unknown[78]:  Launching  the  L* 

Install 

Jan  25  06:17:49  localhost  LCA[79] :  Folder  Manager  is  being  asked  to  create  a 
folder  (each)  while  running  as  uid  0 

Jan  25  06:17:55  localhost  LCA[79] :  Using  keyboard  layout  0 
Jan  25  06:17:56  localhost  LCA[79]:  Found  primary  language  hint  "en" 

Jan  25  06:18:04  localhost  LCA[79] :  Launching  the  Installer  using  language  code 
"English" 

Jan  25  06:18:04  localhost  OSInstaller [ 154 ] 

Jan  25  06:18:04  localhost  OSInstaller [ 154 ] 

Jan  25  06:18:04  localhost  OSInstaller [ 154 ] 
acceleration . 

Jan  25  06:18:04  localhost  OSInstaller [ 154 ] 

PROJECT: Install-572 

Jan  25  06:18:04  localhost  OSInstaller [ 154 ] 

PROJECT :OSInstaller-255 

Jan  25  06:18:04  localhost  OSInstaller [ 154 ] 

2) ,  4096  MB  RAM 

Jan  25  06:18:04  localhost  OSInstaller [ 154 ] 

(10A432) 

Jan  25  06:18:04  localhost  OSInstaller [ 154 ] 

Jan  25  06:18:04  localhost  OSInstaller [ 154 ] 

Jan  25  06:18:04  localhost  OSInstaller [ 154 ] 

Jan  25  06:18:04  localhost  OSInstaller [ 154 ] 

Jan  25  06:18:04  localhost  OSInstaller [ 154 ] 

Jan  25  06:18:04  localhost  OSInstaller [ 154 ] 

_=/System/Installation/CDIS/LCA. app/Contents/MacOS/LCA 

Jan  25  06:18:04  localhost  OSInstaller [ 154 ] :  Using  install  media  product  at 
/System/ Installation/ Packages 

Jan  25  06:18:04  localhost  OSInstaller [ 154 ] :  Opening  OSInstall  package 
' /System/ Installat ion/ Packages /OSIns tall .mpkg' . 

Jan  25  06:18:08  localhost  OSInstaller [ 154 ] :  Memory  statistics  for  ’Install  Mac  OS 
X'  pane: 

Jan  25  06:18:08  localhost  OSInstaller [154] :  Physical  Memory  Allocation:  509  MB 

wired,  259  MB  trapped,  70  MB  active,  39  MB  inactive,  3219  MB  free,  3328 
MB  usable,  4096  MB  total 

2010-01-25  06:18:26.045  Disk 


Mac  OS  X  Installer  application  started 
1  display (s)  found. 

Display [1]  is  using  OpenGL 

@ (#) PROGRAM: Install 

@ (#) PROGRAM :Mac  OS  X  Installer 

Hardware:  MacBookPro5, 5  @  2.53  GHz  (x 

Running  OS  Build:  Mac  OS  X  10.6 

Env:  DYLD_NO_FIX_PREBINDING=l 

Env:  PATH=/usr/bin : /bin: /usr/sbin: /sbin 

Env:  PWD=/ 

Env:  SHLVL=1 
Env:  OS_INSTALL=l 
Env : 


2010-01-25  06:18:26.107  Disk 


2010-01-25  06:18:55.326  Disk 


Jan  25  06:18:26  localhost  Unknown[80]: 

Utility[164:903]  ********** 

Jan  25  06:18:26  localhost  Unknown[80]: 

Utility [164 : 903]  Disk  Utility  started. 

Jan  25  06:18:26  localhost  Unknown[80]: 

Jan  25  06:18:55  localhost  Unknown[80]: 

Utility[164 : 903]  Eject  of  "Seagate  FreeAgent  Media"  succeeded 
Jan  25  06:20:26  localhost  Unknown [80]:  2010-01-25  06:20:26.774  Disk 
Utility [ 164 : 903]  Preparing  to  zero  disk  :  "Macintosh  HD" 

Jan  25  06:20:26  localhost  Unknown[80]:  2010-01-25  06:20:26.775  Disk 
Utility [ 164 : 903]  Passes  :  0 

Jan  25  06:37:39  greybox  configd[65]:  subnet_route_if_index :  can't  get  interface 
name 

Jan  25  06:37:50  greybox  OSInstaller [ 154 ] :  Allowing  machine  sleep. 

Jan  25  06:37:54  greybox  OSInstaller [ 154 ] :  Memory  statistics  for  'Install  Mac  OS 

X'  pane: 

Jan  25  06:37:54  greybox  OSInstaller [ 154 ] :  Physical  Memory  Allocation:  541  MB 
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51 


52 
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54 


MB  active, 


58  MB  inaS 


3154  MB  free,  3297 


wired,  258  MB  trapp 
MB  usable,  4096  MB  total 

Jan  25  07:25:28  greybox  Unknown[80]:  2010-01-25  07:25:28.314  Disk 
Utility [164 : 903]  Secure  Erase  completed  successfully  in  1  hour,  4  minutes. 

Jan  25  07:25:28  greybox  Unknown[80]: 

Jan  25  07:25:28  greybox  Unknown [80]:  2010-01-25  07:25:28.315  Disk 
Utility [ 164 : 903]  Preparing  to  erase  :  "Macintosh  HD" 

Jan  25  07:25:28  greybox  Unknown[80]:  2010-01-25  07:25:28.316  Disk 
Utility [164 : 903]  Partition  Scheme:  GUID  Partition  Table 
Jan  25  07:25:28  greybox  Unknown [80]:  2010-01-25  07:25:28.316  Disk 
Utility [ 164 : 903]  1  volume  will  be  erased 

Jan  25  07:25:28  greybox  Unknown [80]:  2010-01-25  07:25:28.317  Disk 
Utility [164 : 903]  Name  :  "Macintosh  HD" 

Jan  25  07:25:28  greybox  Unknown [80]:  2010-01-25  07:25:28.319  Disk 
Utility [ 164 : 903]  Size  :  215.69  GB 

Jan  25  07:25:28  greybox  Unknown[80]:  2010-01-25  07:25:28.320  Disk 
Utility[164 : 903]  Filesystem  :  Mac  OS  Extended  (Journaled) 

Jan  25  07:25:28  greybox  Unknown[80]: 

Jan  25  07:25:28  greybox  Unknown [80]:  2010-01-25  07:25:28.339  Disk 
Utility [ 164 : 903]  Unmounting  disk 

Jan  25  07:25:28  greybox  Unknown [80]:  2010-01-25  07:25:28.375  Disk 
Utility [ 164 : 903]  Erasing 

Jan  25  07:25:32  greybox  Unknown [80]:  2010-01-25  07:25:32.349  Disk 
Utility [164 : 903]  Initialized  /dev/rdisk0s2  as  a  201  GB  HFS  Plus  volume  wit 
24576k  journal 

Jan  25  07:25:32  greybox  Unknown[80]: 

Jan  25  07:25:32  greybox  Unknown[80]:  2010-01-25  07:25:32.352  Disk 
Utility [164 : 903]  Mounting  disk 
Jan  25  07:25:33  greybox  Unknown [80]: 

Utility l 164 : 9031  Erase  complete. 

Jan  25  07:25:33  greybox  Unknown [80]:  2010-01-25  07:25:33.019  Disk  Utility [ 1 64 : 903] 
Jan  25  07:25:45  greybox  OSInstaller [154 ] :  Allowing  machine  sleep. 

Jan  25  07:25:48  greybox  Unknown [80]:  2010-01-25  07:25:48.926  Disk 
Utility [164 : 903]  NSDocumentController ' s  invocation  of  - [NSFileManager 
URLFor Directory : inDomain : appropriateForURL : create : error : 


2010-01-25  07:25:33.018  Disk 


returned  nil  for 


NSAutosavedlnformationDirectory .  Here's  the  error: 

Jan  25  07:25:48  greybox  Unknown[80]:  Error  Domain=NSCocoaErrorDomain  Code=642 
Userlnfo=0xl0808f 14 0  "You  can't  save  the  file  "Autosave  Information"  because  the 
volume  "Mac  OS  X  Install  DVD"  is  read  only."  Underlying  Error= (Error 
Domain=NSPOSIXErrorDomain  Code=30  "The  operation  couldn't  be  completed.  Read-only 
file  system") 

Jan  25  07:25:48  greybox  Unknown[80]: 

Jan  25  07:25:52  greybox  OSInstaller [154 ] :  Preventing  machine  sleep. 

Jan  25  07:25:56  greybox  OSInstaller [ 154 ] : 


55  Jan  25  07:25:56  greybox  OSInstaller [ 154 ] :  Choices  selected  for  installation: 

56  Jan  25  07:25:56  greybox  OSInstaller [ 154 ] :  Install:  "Mac  OS  X" 

57  Jan  25  07:25:56  greybox  OSInstaller [154 ] :  Install:  "Essential  System  Software" 

58  Jan  25  07:25:56  greybox  OSInstaller [ 154 ] :  BaseSystem . pkg  : 

com. apple. pkg . BaseSystem  :  10.6.0.1.1.1249291854 

59  Jan  25  07:25:56  greybox  OSInstaller [ 154 ] :  Essentials .pkg  : 

com. apple . pkg . Essentials  :  10.6.0.1.1.1249291854 

60  Jan  25  07:25:56  greybox  OSInstaller [ 154 ] :  BootCamp.pkg  : 
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/ Volumes / 1 002 15_0 621,  ^^7BE2-FDDC-102D-60B34786952A5>  Vl2  JUL  07  CZ  ENGAGEMENT 
ZONE  30  GC  Anyone . avi 

/Volumes/ 1002 15_0621/B9817BE2-FDDC- 102D-60B34 7 8 6952A5C90/B9817BE2-FDDC-102D-60B3478 
6952A5C90.zip 

/Volumes/100215_0621/B9817BE2-FDDC-102D-60B34786952A5C90/12_0950D_JUL_07_SAF_ATTK_0 


N_ 1 - 8 _C AV_ I N_NEW_B AG H DA D . pp  t 
/Volumes / 1 002 15_0 62 l/il/wl/c3 . txt 

/Volumes / 1 002 1 5_0 62 1/il/wl/ HR  5  391  0014  08  Classified  Documents  on  Wikileaks.pdf 

/Volumes/100215_0621/il/09REYKJAVIK228 . txt 

/Volumes/ 1002 15_0621/il/ 10REYKJAVIKl3.txt 

/Volumes/ 100215_0621 /il/10REYKJAVIK3. txt 

/Volumes/ 1002 15  0621 /il/10REYKJAVIK4 . txt 

/Volumes/1002 15_0621/il /10REYKJAVIK9 . txt 

/Volumes/ 1002 15_0621/il /persons/ Jons son. pdf 

/Volumes/ 1002 15_0621 / il /persons/Sigurdardott ir . pdf 

/Volumes /I 002 15_0 62 1/il /per sons /Skarphedinsson . pdf 

/Volumes/ 10022 l_0141/7b31f 6a. zip 

/Volumes /I 00224 _0301/ 

/Volumes/100302_0316/d54 63a29.zip 
/Volumes/ 100304 _2258/photos/SDC10 153 . JP 
/Volumes/100304_2258 / 201 00227 090038SMB4 64208689 
/ Volumes /100304_22 58/20 100304 -propaganda_translation 
/Volumes /100304_22 58/2 01 00227 -0900_arrest . pptx 
/Volumes /I 0030 4_22 58/2 01 0030 4 -propaganda_notes . 

/Volumes /100304_2258/photos/SDC10151. JPG 
/Volumes /I 0030 4_2 258 /photos /SDC1 0152 . JPG 
/Volumes /100304_22 58 /phot os /SDC1 0150 . JPG 
/Volumes/100304_2258/photos/SDC10153 .  JPG 
/Volumes/100304_2258/photos/SDC10154 . JPG 
/Volumes/ 1 0030 4_2258 /photos /SDC 101 4  9 . JPG 
/Volumes/100304_2258/photos/SDC10156 . JPG 
/Volumes / 100304_22 58 /photos /SDC1 01 55 . JPG 
/Volumes/100304_2258/photos/SDCl 014  8 . JPG 
/Volumes/100308_0142/74b39ef 6 .zip 
/Volumes/ 100308_0925/ 

/Volumes/ 100 3 11_0 8 5 6/success .  zip 
/Volumes/100322_1255/blah . zip 
/Volumes/100324_1156/6e34680e .zip 
/Volumes/100328_1723/05000 .  zip 
/Volumes /100330_1 7 37/ 

/Volumes /1003301 8 52/ 

/Volumes / 1 0033 1_1 01 5/ 

/Volumes /100331_154 2 /export . csv 
/Volumes/100331_1542/ split . zip 


/Volumes/ 1004 01_17 54 / 

/Volumes/ 1004  011 94 8/ 105000 . zip 
/Volumes /I 004 05_1 22 5/dir file . zip 
/Volumes/100407_1250/split_2 . zip 
/ Volumes/ 1004 07_1250/spli t . zip 
/Volumes/ 1004 081833/ 

/Volumes/ 1004 101 330/ 

/Volumes/ 1004 11  0918/ fa rah . zip 
/Volumes/100411 0918/split . zip 
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51  '  /Volumes/  100412JL907/ ^rall .  zip 

52  /Volumes/-il004 12_17  26 

53  /Volumes/ 1004 19_1 656/201004 19-receipt_request .pdf 

54  /Volumes/100 423_1851/ 12  JUL  07  CZ  ENGAGEMENT  ZONE  30 

55  /Volumes/100427_2030/12  JUL  07  CZ  ENGAGEMENT  ZONE  30 

56  /Volumes /I 004 27_2 030 /cia_blah .  txt 

57  /Volumes/ 1005041 8 4 5 /files . zip 

58 


GC. avi 

GC  Anyone. wmv 
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1 

2010/04/10  14:53:30  (GMT  +  3:  0) 

Visited-  brad  ley. manning@http://www. nonrel.de. centcom.smil.mil/favicon.ico 

7 

2010/04/10  14:54:16  (GMT  +  3:  0) 

Visited-  bradley  manning@http://www.nonrel.cie.centcom.smil.mil/sites/organization/specialstaff/default.aspx 

3 

2010/04/10  14:54:24  (GMT  +  3:  0) 

Visited: 

bradley. manning@http://www.nonrel.cie. centcom.smil.mil/sites/organization/specialstaff/JA/CentcomLegal/Forms/Alllte 

ms.aspx 

4 

2010/04/10  14:54:26  (GMT  +  3:  0) 

Visited: 

bradley. manning@http://www. nonrel.cie.centcom.smil.mil/sites/organization/specialstaff/JA/_layouts/listfeed.aspx7List 

=clea5850%2D82a0%2D4224%2Dbc39%2Dlba3a5236293 

>s 

2010/04/10  14:54:30  (GMT  +  3:  0) 

Visited: 

bradley. manning@http://www.nonrel.cie.centcom. smil.mil/sites/organization/specialstaff/JA/CentcomLegal/Forms/Alllte 
ms.aspx?RootFolder=%2fsites%2forganization%2fspecialstaff%2fJA%2fCentcomLegal%2flnvestigations&FolderCTID=&Vie 

w-%7b8E62FD94%2dA7D9%2d4436%2d9509%2d8B62FEB04A5E%7d 

6 

2010/04/10  15:47:58  (GMT  +  3:  0) 

Visited: 

bradley. manning@file:///C:/Documents%20and%20Settings/bradley.manning/My%20Documents/Downloads/Binder%20 

Labels.doc 

7 

2010/04/10  15:48:22  (GMT  +  3:  0) 

Visited: 

bradley.manning@file:///C:/Documents%20and%20Settings/bradley.manning/My%20Documents/Downloads/lnvestigati 

on%20TOC%20lndex.doc 

8 

2010/04/10  15:48:40  (GMT  +  3:  0) 

Visited: 

bradley.manning@file:///C:/Documents%20and%20Settings/bradley.manning/My%20Documents/Downloads/TOC%20fo 

r%20TABS%20A,%20B,%20C,%20D.pptx 

9 

2010/04/10  15:49:05  (GMT  +  3:  0) 

Visited: 

bradley.manning@file:///C:/Documents%20and%20Settings/bradley.manning/My°/o20Documents/Downloads/admin_ma 

terial/Binder%20Labels.doc 

10 

2010/04/10  15:49:30  (GMT  +  3:  0) 

Visited: 

bradley. manning@file:///C:/Documents%20and%20Settings/bradley.manning/My%20Documents/Downloads/admin_ma 

terial/lnvestigation%20TOC%20lndex.doc 

11 

2010/04/10  15:49:50  (GMT  +  3:  0) 

Visited: 

bradley.manning@file:///C:/Documents%20and%20Settings/bradley.manning/My%20Documents/Downloads/admin_ma 

terial/TOC%20for%20TABS%20AJ%20B,%20C,%20D.pptx 

12 

2010/04/10  15:51:01  (GMT  +  3:  0) 

Visited: 

bradley. manning@file:///C:/Documents%20and%20Settings/bradley.manning/My%20Documents/Downloads/photos/10 

0  0011.jpg 
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2010/04/10  15:51:43  (GMT  +  3:  0) 

Visited: 

bradley.manning@file:///C:/Documents%20and%20Settings/bradley.manning/My%20Documents/Downloads/photos/10 

0  0012.jpg 

14 

2010/04/10  15:52:46  (GMT  +  3:  0) 

Visited: 

bradley.manning@file:///C:/Documents%20and%20Settings/bradley.manning/My%20Documents/Downloads/photos/10 

0  0014.jpg 

15 

2010/04/10  15:53:51  (GMT  +  3:  0) 

Visited: 

bradley.manning@file:///C:/Documents%20and%20Settings/bradley.manning/My%20Documents/Downloads/photos/10 

0  0016.jpg 

>6 

2010/04/10  15:54:20  (GMT  +  3:  0) 

Visited: 

bradley.manning@file:///C:/Documents%20and%20Settings/bradley.manning/My%20Documents/Downloads/photos/10 

0  0017.jpg 

17 

2010/04/10  15:56:09  (GMT  +  3:  0) 

Visited: 

bradley.manning@file:///C:/Documents%20and%20Settings/bradley.manning/My%20Documents/Downloads/photos/10 

0  0026.jpg 

18 

2010/04/10  15:56:39  (GMT  +  3:  0) 

Visited: 

bradley.manning@file:///C:/Documents%20and%20Settings/bradley.manning/My%20Documents/Downloads/photos/10 

0  0027.jpg 

19 
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10  Apr  10  11:58:25 
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/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 
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GET 
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ndex.doc 
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/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0011.jpg 
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GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0012.jpg 
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GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0013.jpg 
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131.240.47.6 

GET 

/sites/organ  ization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0014.jpg 

10 

10  Apr  10  12:53:25 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0015.jpg 

11 

10  Apr  10  12:53:51 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0016.jpg 
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12 

10  Apr  10  12:54:25 

131.240.47.6 

GET 

/sites/organ  ization/specialstaff/JA/CentcomLega  I/In  vest  igations/Farah/lnvestigation+TABS/Photos/100 0017.jpg 

13 

10  Apr  10  12:54:39 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0018.jpg 

14 
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131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0019.jpg 

15 

10  Apr  1012:54:54 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0020.jpg 
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131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0021.jpg 

17 

10  Apr  10  12:55:11 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLega  l/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0025.jpg 

18 

10  Apr  10  12:55:59 

131.240.47.6 

GET  /sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0026.jp 
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131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0026.jpg 
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131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0027.jpg 

21 
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131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0028.jpg 
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131.240.47.6 

GET 

/sites/organ  ization/specialstaff /JA/CentcomLega  I/In  vestigations/Farah/lnvestigation+TABS/Photos/100_0029.  jpg 
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23 

10  Apr  10  12:57:37 

131.240.47.6 

GET 

/sites/oreanization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0025.mov 
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10  Apr  10  12:57:57 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0030.jpg 

25 

10  Apr  10  12:58:26 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0031.jpg 

26 

10  Apr  10  12:58:49 

131.240.47.6 

GET 

/sites/organ  ization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0032.jpg 

27 

10  Apr  10  12:59:15 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0033.jpg 

28 

10  Apr  10  12:59:38 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0034.jpg 

29 

10  Apr  10  13:00:05 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0035.jpg 

30 

10  Apr  10  13:00:31 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0036.jpg 

31 

10  Apr  10  13:00:56 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0037.jpg 

32 

10  Apr  10  13:01:26 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0038.jpg 

33 

10  Apr  10  13:01:54 

131.240.47.6 

GET 

/sites/organ  ization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0039.jpg 

Number 

Date  Time 

Server  IP 

Action 

34 

10  Apr  10  13:02:21 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0040.jpg 

35 

10  Apr  10  13:03:03 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0041.jpg 

36 

10  Apr  10  13:03:34 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0042.jpg 

37 

10  Apr  10  13:03:59 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0043.jpg 

38 

10  Apr  10  13:04:26 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0044.jpg 

39 

10  Apr  10  13:04:54 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0045.jpg 

40 

10  Apr  1013:05:20 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0046.jpg 

41 

10  Apr  10  13:05:48 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0047.jpg 

42 

10  Apr  10  13:05:54 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/BRIEFS/Brief+To+GEN+P+Findings+and+Recs+ 

8+June.ppt 

43 

10  Apr  10  13:06:27 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TAB$/Photos/100_0048.jpg 

44 

10  Apr  10  13:07:01 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0049.jpg 

Server  IP 

Action  - 

45 

10  Apr  10  13:07:46 

131.240.47.6 

GET 

/sites/oreanization/sDecialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0050.jpg 

46 

10  Apr  10  13:08:14 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0051.jpg 

47 

10  Apr  10  13:08:45 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0052.jpg 

48 

10  Apr  10  13:09:19 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0053.jpg 

49 

10  Apr  10  13:09:44 

131.240.47.6 

GET 

/sites/organ  ization/specialstaff /JA/Centcom  Legal/I  nvestigations/Farah/lnvestigation+TABS/Photos/100_0054.jpg 

50 

10  Apr  10  13:10:13 

131.240.47.6 

GET 

/sites/oreanization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0055.jpg 

51 

10  Apr  10  13:10:35 

131.240.47.6 

GET 

/sites/oreanization/sDecialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0056.jpg 

52 

10  Apr  10  13:10:56 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0055.jpg 

53 

10  Apr  10  13:11:04 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0057.jpg 

!  54 

10  Apr  10  13:11:15 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0055.jpg 

55 

10  Apr  10  13:11:15 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0058.jpg 

Date  Time 

Server  IP 

Action  

56 

10  Apr  10  13:11:25 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0057.jpg 

57 

10  Apr  10  13:11:27 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0050.jpg 

58 

10  Apr  10  13:11:32 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0058.jpg 

59 

10  Apr  10  13:11:35 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0059.jpg 

60 

10  Apr  10  13:11:42 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0060.jpg 

61 

10  Apr  10  13:11:53 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0059.jpg 

62 

10  Apr  10  13:11:56 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0061.jpg 

63 

10  Apr  10  13:12:01 

131.240.47.6 

GET 

/sites/oreanization/sDecialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0060.jpg 

64 

10  Apr  10  13:12:07 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0062.jpg 

65 

10  Apr  10  13:12:13 

131.240.47.6 

GET  * 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0063.jpg 

66 

10  Apr  10  13:12:13 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0061.jpg 

Server  IP 

Action 

67 

10  Apr  10  13:12:21 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0064.jpg 

68 

10  Apr  10  13:12:32 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0063.jpg 

69 

10  Apr  10  13:12:32 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/BRIEFS/Farah+Brief+FINAL+vl+22+May+09.p 

ptx 

70 

10  Apr  10  13:12:32 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0062.jpg 

71 

10  Apr  10  13:12:37 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0064.jpg 

72 

10  Apr  10  13:12:37 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0066.jpg 

73 

10  Apr  10  13:12:41 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0065.jpg 

74 

10  Apr  10  13:12:51 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0067.jpg 

75 

10  Apr  10  13:12:53 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0066.jpg 

76 

10  Apr  1013:12:59 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0068.jpg 

77 

10  Apr  1013:13:07 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0067.jpg 

Number 

Date  Time 

Server  IP 

Action 

78 

10  Apr  10  13:13:11 

131.240.47.6 

GET 

/sites/organ  ization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0069  .jpg 

79 

10  Apr  10  13:13:15 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/Centcoml egal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0068.jpg 

80 

10  Apr  10  13:13:22 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0070.jpg 

81 

10  Apr  10  13:13:29 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0071.jpg 

82 

10  Apr  10  13:13:37 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0069.jpg 

83 

10  Apr  10  13:13:42 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0065.jpg 

84 

10  Apr  10  13:13:45 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0071.jpg 

85 

10  Apr  10  13:13:48 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0073.jpg 

86 

10  Apr  10  13:13:54 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/Centcomlegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0070.jpg 

87 

10  Apr  10  13:13:56 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0074.jpg  ; 

88 

10  Apr  10  13:14:02 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0072.jpg 

Date  Time 

Server  IP 

Action 

89 

10  Apr  10  13:14:08 

131.240.47.6 

GET 

/sites/oreanization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0075.jpg 

90 

10  Apr  10  13:14:10 

131.240.47.6 

GET 

/sites/oreanization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0073.jpg 

91 

10  Apr  10  13:14:13 

131.240.47.6 

GET 

/sites/oreanization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0074.jpg 

92 

10  Apr  10  13:14:26 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0075.jpg 

93 

10  Apr  10  13:14:26 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0076.jpg 

94 

10  Apr  10  13:14:40 

131.240.47.6 

GET 

/sites/oreanization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0076.jpg 

95 

10  Apr  10  13:14:40 

131.240.47.6 

GET 

/sites/oreanization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0078.jpg 

96 

10  Apr  10  13:14:47 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0072.jpg 

97 

10  Apr  10  13:14:50 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0079.jpg 

98 

10  Apr  10  13:14:59 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0078.jpg 

99 

10  Apr  10  13:14:59 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0080.jpg 

Date  Time 

Server  IP 

Action 

100 

10  Apr  10  13:15:01 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0077.jpg 

101 

10  Apr  10  13:15:07 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0079.jpg 

102 

10  Apr  10  13:15:08 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0081.jpg 

103 

10  Apr  10  13:15:15 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0082.jpg 

104 

10  Apr  10  13:15:16 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0080.jpg 

105 

10  Apr  10  13:15:21 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0083.jpg 

106 

10  Apr  10  13:15:23 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0081.jpg 

107 

10  Apr  10  13:15:39 

131.240.47.6 

GET 

/sites/oreanization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0083.jpg 

108 

10  Apr  10  13:15:43 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0082.jpg 

109 

10  Apr  10  13:15:46 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0084.jpg 

110 

10  Apr  10  13:15:55 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0077.jpg 

Number 

Date  Time 

Server  IP 

Action 

111 

10  Apr  10  13:16:18 

131.240.47.6 

GET 

/sites/orEanization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0085.jpg 

112 

10  Apr  10  13:16:36 

131.240.47.6 

GET 

/sites/orEanization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0085.jpg 

113 

10  Apr  10  13:16:42 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0086.jpg 

114 

10  Apr  10  13:16:58 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0087.jpg 

115 

10  Apr  10  13:16:59 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0086.jpg 

116 

10  Apr  10  13:17:11 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0088.jpg 

117 

10  Apr  10  13:17:16 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0087.jpg 

118 

10  Apr  10  13:17:19 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0089.jpg 

119 

10  Apr  10  13:17:33 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0090.jpg 

120 

10  Apr  10  13:17:38 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/Investigations/Farah/Investigation+TABS/Photos/  100_0088.jpg 

121 

10  Apr  10  13:17:39 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/ 100_0091.jpg 

Number 

Date  Time 

Server  IP 

Action 

122 

10  Apr  10  13:17:40 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0089.jpg 

123 

10  Apr  10  13:17:54 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0093.jpg 

124 

10  Apr  10  13:18:09 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/ 100 0090.jpg 

125 

10  Apr  10  13:18:11 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0091.jpg 

126 

10  Apr  10  13:18:11 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0092.jpg 

127 

10  Apr  10  13:18:15 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/Centcomlegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0093.jpg 

128 

10  Apr  1013:18:18 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0094.jpg 

129 

10  Apr  10  13:18:23 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0095.jpg 

130 

10  Apr  10  13:18:29 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0096.jpg 

131 

10  Apr  10  13:18:50 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/Centcomlegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0094.jpg 

132 

10  Apr  10  13:18:51 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0098.jpg 

Number 

Date  Time 

Server  IP 

Action 

133 

10  Apr  10  13:18:53 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/ 100_0095.jpg 

134 

10  Apr  10  13:18:58 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0096.jpg 

135 

10  Apr  10  13:19:00 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0099.jpg 

136 

10  Apr  10  13:19:12 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0100.jpg 

137 

10  Apr  10  13:19:15 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0098.jpg 

138 

10  Apr  10  13:19:24 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0102.jpg 

139 

10  Apr  10  13:19:25 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0099.jpg 

140 

10  Apr  1013:19:28 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0092.jpg 

141 

10  Apr  10  13:19:29 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0097.jpg 

142 

10  Apr  10  13:19:40 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0104.jpg 

143 

10  Apr  10  13:19:42 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0100.jpg 

Number 

Date  Time 

Server  IP 

Action 

144 

10  Apr  10  13:19:45 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0101.jpg 

145 

10  Apr  10  13:19:49 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0103.jpg 

146 

10  Apr  10  13:19:50 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0105.jpg 

147 

10  Apr  10  13:19:50 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0106.jpg 

148 

10  Apr  10  13:19:52 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0102.jpg 

149 

10  Apr  10  13:19:58 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0104.jpg 

150 

10  Apr  10  13:20:00 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0107.jpg 

151 

10  Apr  10  13:20:00 

131.240.47.6 

GET 

/sites/oreanization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0097.jpg 

152 

10  Apr  10  13:20:07 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0101.jpg 

153 

10  Apr  10  13:20:07 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0105.jpg 

154 

10  Apr  10  13:20:10 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0108.jpg 

Number 

Date  Time 

Server  IP 

Action 

155 

10  Apr  10  13:20:18 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0109.jpg 

156 

10  Apr  10  13:20:20 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0103.jpg 

157 

10  Apr  10  13:20:23 

131.240.47.6 

GET 

/sites/organization/speciaistaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0119.jpg 

158 

10  Apr  10  13:20:31 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0119.jpg 

159 

10  Apr  10  13:20:33 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0119.jpg 

160 

10  Apr  10  13:20:42 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0110.jpg 

161 

10  Apr  10  13:20:50 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0111.jpg 

162 

10  Apr  10  13:20:56 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0112.jpg 

163 

10  Apr  10  13:21:02 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0110.jpg 

164 

10  Apr  10  13:21:05 

131.240.47.6 

GET 

/sites/organ  ization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 01 13. jpg 

165 

10  Apr  10  13:21:08 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLega  l/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0111.jpg 

Number 

Date  Time 

Server  IP 

Action 

166 

10  Apr  10  13:21:16 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0112.jpg 

167 

10  Apr  10  13:21:17 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0114.jpg 

168 

10  Apr  10  13:21:18 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0115.jpg 

169 

10  Apr  10  13:21:27 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0113.jpg 

170 

10  Apr  10  13:21:36 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100_0114.jpg 

171 

10  Apr  1013:21:57 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0116.jpg 

172 

10  Apr  10  13:22:03 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/Photos/100 0117.jpg 

173 

10  Apr  10  13:36:56 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+l+(QSOTF+FRAGO+02+-+OPERATIONAL+GUIDANCE)+(.pdf 

174 

10  Apr  1013:37:07 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/Investigations/Farah/Investigation+TABS/TAB+A/TAB+A.+Appendix 

+l+(CJSOTF+FRAGO+02+-+OPERATIONAL+GUIDANCE)+(.pdf 

175 

10  Apr  10  13:37:09 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+10+(USFOR-A+FRAGO+08-003+-+CIVCAS+PROCEDURES.pdf 

176 

10  Apr  10  13:37:12 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+12+(Preliminary+lnvestigation+Team+DRAFT+Exe.pdf 

Date  Time 

Server  IP 

Action 

177 

10  Apr  10  13:37:15 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+12+(ROE+Consolidated+Serial+001+MOD+002+DEC+06).pdf 

178 

10  Apr  10  13:37:20 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+13+(FARAH+PRT+Commander's+Timeline).pdf 

179 

10  Apr  10  13:37:22 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+10+(USFOR-A+FRAGO+08-003+-+CIVCAS+PROCEDURES.pdf 

180 

10  Apr  10  13:37:23 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+15+(NOTES)+(Brieding+to+AMB+Eikenberry+-+181.pdf 

181 

10  Apr  10  13:37:27 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A(+Appendix 

+16+(NOTES)+(Brieding+to+GEN+McKiernan+-+1811.pdf 

182 

10  Apr  10  13:37:28 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+15+(NOTES)+(Brieding+to+AMB+Eikenberry+-+181.pdf 

183 

10  Apr  10  13:37:32 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+17+(NOTES)+(Briefing+to+GEN+P+-+25+May+09).pdf 

184 

10  Apr  10  13:37:33 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+18+(AIHRC+Press+Release+-+26+May+2009).pdf 

185 

10  Apr  10  13:37:38 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+17+(NOTES)+(Briefing+to+GEN+P+-+25+May+09).pdf 

186 

10  Apr  10  13:37:40 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+19+(GEN+Petreaus+-+NPR+-+29+May+2009).pdf 

187 

10  Apr  10  13:37:42 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+2+(FRAGO+429-2008+COMISAF+TAC+DIR).pdf 

Number 

Date  Time 

Server  IP 

Action 

188 

10  Apr  10  13:37:49 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+2+(  FRAGO+429-2008+COM ISAF+TAC+DI  R).pdf 

189 

10  Apr  10  13:37:52 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+3+(USFOR-A+FRAGO+08-015)+(COMPLIANCE+WITH+CO.pdf 

190 

10  Apr  10  13:37:52 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+3+(USFOR-A+FRAGO+08-015)+(COMPLIANCE+WITH+CO.pdf 

191 

10  Apr  10  13:37:53 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+4+(Final+Draft+USCENTCOM+Policy+adopting+ISA.pdf 

192 

10  Apr  10  13:37:57 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+5+(USCENTCOM+Tactical+Directive+-+OEF,+AFG)+.pdf 

193 

10  Apr  10  13:38:01 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TAB$/TAB+A/TAB+A,+Appendix 

+7+(LAR+-+Graphic+lllustration+of).pdf 

194 

10  Apr  10  13:38:08 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+8+(SecDef+AFG+CIVCAS).pdf 

195 

10  Apr  10  13:38:08 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+13+(FARAH+PRT+Commander's+Timeline).pdf 

196 

10  Apr  10  13:38:13 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+9+(GCS+Response+for+AFH+CIVCAS).pdf 

197 

10  Apr  10  13:38:13 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+8+(SecDef+AFG+CIVCAS).pdf 

198 

10  Apr  10  13:38:20 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+20+(Joint+Press+Release+-+9+May+2009).pdf 

Number 

Date  Time 

Server  IP 

Action 

199 

10  Apr  10  13:38:23 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+6+(PID+Policy)/TAB+A,+Appendix+6+(PID+Policy).pdf 

200 

10  Apr  10  13:38:28 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLega!/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+6+(PID+Policy)/MOD+lTO+PID+MESSAGE.doc 

201 

10  Apr  10  13:38:29 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+6+(PID+Policy)/MOD+lTO+PID+MESSAGE.doc 

202 

10  Apr  10  13:38:30 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+9+(QCS+Response+for+AFH+CIVCAS).pdf 

203 

10  Apr  10  13:38:32 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+19+(GEN+Petreaus+-+NPR+-+29+May+2009).pdf 

204 

10  Apr  10  13:39:18 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(Farah+Hospital+and+PRT+Burn+Victims+-+ll.pdf 

205 

10  Apr  10  13:39:18 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+10+(Analysis+of+Casualties+in+2x+Trucks+at+P.pdf 

206 

10  Apr  10  13:39:20 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+13+(EMAIL+-+UNAMA+lnvestigation+of+Farah+CIV.pdf 

207 

10  Apr  10  13:39:21 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+l+(Farah+Hospital+lnterview+Notes+and+Record.pdf 

208 

10  Apr  10  13:39:24 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+15+(EMAIL+-+Request+for+Cemetery+lmagery).pdf 

209 

10  Apr  10  13:39:24 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+12++(Second+CDE+Estimate).pdf 

Number 

Date  Time 

Server  IP 

Action 

210 

10  Apr  10  13:39:27 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+ll+(GSOTF-A+lnitial+Grave+Site+Analysis)+(l.pdf 

211 

10  Apr  10  13:39:33 

131.240.47.6 

GET  ; 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+19+(ICRC+press+release).pdf 

212 

10  Apr  10  13:39:37 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+18+(Adjusted+CDE+Total+Casualty+Estimate).pdf 

213 

10  Apr  10  13:39:40 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/Investigations/Farah/Investigation+TABS/TAB+B/TAB+B.+Appendix 

+17+(CDE+Estimate).pdf 

214 

10  Apr  10  13:39:48 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+2+(FST+medical+treament+record+-+FERISHTA).pdf 

215 

10  Apr  10  13:39:49 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/investigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+15+(EMAIL+-+Request+for+Cemetery+lmagery).pdf 

216 

10  Apr  10  13:39:51 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+2+(FST+medical+treament+record+-+BI+BI+SAN0S.pdf 

217 

10  Apr  10  13:40:00 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+2+(FST+medical+treament+record+-+AHMAD+SHAH).pdf 

218 

10  Apr  10  13:40:00 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+2+(FST+medical+treament+record+-+SAID+ABDULA.pdf 

219 

10  Apr  10  13:40:12 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+2+(FST+medical+treament+record+-+JALIL).pdf 

220 

10  Apr  10  13:40:25 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+20+(Ministerial+Briefing+-+notes).pdf 

Number 

Date  Time 

Server  IP 

Action 

221 

10  Apr  10  13:40:29 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+21+(ICRC+Meeting+-+notes).pdf 

222 

10  Apr  10  13:40:38 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+2+(FST+medical+treament+record+-+SALIM+J.+SH.pdf 

223 

10  Apr  10  13:40:47 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(Farah+Hospital+and+PRT+Burn+Victims+-+ll.pdf 

224 

10  Apr  10  13:40:49 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+2+(FST+medical+treament+record+-KHAIL,+MOHAM.pdf 

225 

10  Apr  10  13:40:53 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 
+2+(FST+medical+treament+record+-+QA  LANDER). pdf 

226 

10  Apr  10  13:40:54 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+26+(EMAIL+regarding+CIVCAS).pdf 

227 

10  Apr  10  13:40:59 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+27+(EMAIL+regarding+ICRC+Briefing).pdf 

228 

10  Apr  10  13:41:01 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+25+(EMAIL+with+Questions+and+UNAMA+HRU+Repor.pdf 

229 

10  Apr  10  13:41:03 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 
+28+(EMAIL+-+Villager+ Statement). pdf 

230 

10  Apr  10  13:41:03 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+29+(EMAIL+-+White+Phosphorous).pdf 

231 

10  Apr  10  13:41:19 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+3+-+GIRoA+List+of+25+(signed)(untranslated).pdf 

Number 

Date  Time 

Server  IP 

Action 

232 

10  Apr  10  13:41:22 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+A/TAB+A,+Appendix 

+20+(Joint+Press+Release+-+9+May+2009).pdf 

233 

10  Apr  10  13:41:25 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+3+-+GIRoA+List+of+140+KIA+and+25+WIA+(Englis.pdf 

234 

10  Apr  10  13:41:29 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+23+(TD-314-030409+(DTG+06+1404Z+MAY+09)+).pdf 

235 

10  Apr  10  13:41:32 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+3+-+GIRoA+List+of+140+(signed)(untranslated).pdf 

236 

10  Apr  10  13:41:33 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+3+-+GIRoA+List+of+140+KIA+(Pashtu).pdf 

237 

10  Apr  10  13:41:39 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+24+(TD-3 14-03 1449+(DTG+ll+1704Z+MAY+09)+).  pdf 

238 

10  Apr  10  13:41:39 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+4+(Email+clarifcation+on+implementation+of+n.pdf 

239 

10  Apr  10  13:41:45 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+30+(Villagers'+statements+x4).pdf 

240 

10  Apr  10  13:41:47 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+8+(Herat+Hospital+lnterview+Notes).pdf 

241 

10  Apr  10  13:41:52 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TAB5/TAB+B/TAB+B,+Appendix 

+7+(Air+Strike+Survival+List).pdf 

242 

10  Apr  10  13:41:54 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+5+(Statement+of+CAPT+Flint+(Farah+FST)).pdf 

Number 

Date  Time 

Server  IP 

Action 

243 

10  Apr  10  13:41:58 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+6+(Statement+of+LT+Burnett+(Farah+PRT)).pdf 

244 

10  Apr  10  13:42:00 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+19+(ICRC+press+release).pdf 

245 

10  Apr  10  13:42:02 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B2,+Appendi 

x+5+++(Second+CDE+Estimate)(cover+email).pdf 

246 

10  Apr  10  13:42:03 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B2,+Appendi 

x+6+(Spot+Report+05+1620+MAY+09+-+re+vehicles.pdf 

247 

10  Apr  10  13:42:06 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B2,+Appendi 

x+l+(Video+Footage+Analysis+for+Children).pdf 

248 

10  Apr  10  13:42:23 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B2,+Appendi 

x+10+(PRT+and+Provincial+Leaders+Notes+(handw.pdf 

249 

10  Apr  10  13:42:36 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/DSC04895.jpg 

250 

10  Apr  10  13:42:47 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B2/+Appendi 

x+8+(FINAL+CENTCOM+CDE+-+29+MAY+09).pdf 

251 

10  Apr  1013:42:49 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B2,+Appendi 

x+7+(TD-3 14-033016-09).  pdf 

252 

10  Apr  1013:42:55 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/DSC04896.jpg 

253 

10  Apr  10  13:42:55 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/DSC04895.jpg 

Number 

Date  Time 

Server  IP 

Action 

254 

10  Apr  1013:43:01 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/DSC04897.jpg 

255 

10  Apr  10  13:43:06 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/DSC04899.jpg 

256 

10  Apr  10  13:43:14 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+9+(RAWA.ORG+footage+of+trucks+at+PG's+office.flv 

257 

10  Apr  10  13:43:18 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+2+(FST+medical+treament+record+-+AHMAD+SHAH).pdf 

258 

10  Apr  10  13:43:19 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/DSC04900.jpg 

259 

10  Apr  10  13:43:24 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/DSC04901.jpg 

260 

10  Apr  10  13:43:29 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+{farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/DSC04902.jpg 

261 

10  Apr  10  13:44:05 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/IMG  1967.jpg 

262 

10  Apr  10  13:44:07 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/IMG  1969.jpg 

263 

10  Apr  1013:44:10 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Bum+Vicitims+-+ll+Ma/IMG  1968.jpg 

264 

10  Apr  1013:44:13 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/Investigations/Farah/Investigation+TABS/TAB+B/TAB+Bj+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/IMG  1973.jpg 

Date  Time 

Server  IP 

Action 

265 

10  Apr  10  13:44:35 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/IMG  1974.jpg 

266 

10  Apr  10  13:44:40 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABSAAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/IMG  1977.jpg 

267 

10  Apr  10  13:44:41 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/IMG  1976.jpg 

268 

10  Apr  10  13:44:43 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/DSCN0473.jpg 

269 

10  Apr  10  13:44:43 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/DSCN0472.jpg 

270 

10  Apr  10  13:44:45 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/IMG  1975.jpg 

271 

10  Apr  10  13:45:07 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/IMG  1978.jpg 

272 

10  Apr  10  13:46:19 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B,+Appendix 

+14+(farah+hospital+and+PRT+Burn+Vicitims+-+ll+Ma/DSC04897.jpg 

273 

10  Apr  10  13:52:18 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+10+(Email+Maj+Tom+Stephens+to+LTC+Joe+ Berger.pdf 

274 

10  Apr  10  13:52:19 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+10+(Email+Maj+Tom+Stephens+to+LTC+Joe+Berger.pdf 

275 

10  Apr  10  13:52:21 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+ll+(Sgt+Richard+BALDI  NELL),  pdf 

Date  Time 

Server  IP 

Action 

276 

10  Apr  10  13:52:30 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+B/TAB+B2,+Appendi 

x+9+(+lnvestigative+Team+Village+Photos+-+7+May+0/100  0011.jpg 

277 

10  Apr  10  13:52:30 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+  ll+(Sgt+Richard+BALDINELL).pdf 

278 

10  Apr  10  13:52:31 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+13+(FACTION+21  22+MISREP+04+1657Z++MAY+09).pdf 

279 

10  Apr  10  13:52:33 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+15+(QRF+Support+Farah+ETT).pdf 

280 

10  Apr  10  13:52:33 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+12+(SSgt+Joseph+LURZ).pdf 

281 

10  Apr  10  13:52:34 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+l+(CPT+Christoper+GARVIN).pdf 

282 

10  Apr  10  13:52:34 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+  16+(FACTION+23  24+MISREP+04+1944Z+MAY+09).pdf 

283 

10  Apr  10  13:52:42 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+  18+(Solar+Lunar+Data+Graph).pdf 

284 

10  Apr  10  13:52:44 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+  19+(MIRC+Chat).pdf 

285 

10  Apr  10  13:52:49 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+2+(Strategic+lntel+brief+-+10+May+09).pdf 

286 

10  Apr  10  13:52:50 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+  17+(SSgt+Joshua+HAMBLIN).pdf 

Number 

Date  Time 

Server  IP 

Action 

287 

10  Apr  10  13:52:52 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+20+(MEDEVAC+-+DUSTOFF+03+Flight+Logs).pdf 

288 

10  Apr  10  13:52:57 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+21+(BONE+22+MISRE  P+04+23 15Z+MAY+09).  pdf 

289 

10  Apr  10  13:53:06 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+20+(MEDEVAC+-+DUSTOFF+03+Flight+Logs).pdf 

290 

10  Apr  10  13:53:10 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+2+(Strategic+lntel+brief+-+10+May+09).pdf 

291 

10  Apr  10  13:53:16 

131.240.47.6 

GET 

/sites/organ  ization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+14+(HALO+Ol+-+MISSION+REPORT+SUM  MARY),  pdf 

292 

10  Apr  10  13:53:19 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+23+(CPT+Charles+CLIFFORD).pdf 

293 

10  Apr  10  13:53:23 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+27+(SSgt+Richard+NEW).pdf 

294 

10  Apr  10  13:53:25 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+28+(SSgt+Nicholas+KOUMALATSOS).pdf 

295 

10  Apr  10  13:53:26 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/Investigations/Fara  h/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 
+24+(MSG+Robert+SAMMONS).pdf 

296 

10  Apr  10  13:53:37 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+26+(Email+from+CDR+Ben+Nciholson+to+LTC+Joe+.pdf  | 

297 

10  Apr  10  13:53:40 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+29+(MSgt+Patrick+GALLAGHER).pdf 

Date  Time 

Server  IP 

Action 

298 

10  Apr  10  13:53:50 

131.240.47.6 

GET 

/sites/organization/spedalstaff/JA/CentcomLegal/Investigations/Farah/Investigation+TABS/TAB+C/TAB+Q+Appendix 

+3+(MAJ+Cedric+Burden).pdf 

299 

10  Apr  10  13:53:50 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/Investigations/Farah/Investigation+TABS/TAB+C/TAB+Q+Appendix 

+19+(MIRC+Chat).pdf 

300 

10  Apr  10  13:53:55 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/Tab+C,+Appendix 

+30+(SSgt+Christopher+HARRIS).pdf 

301 

10  Apr  10  13:54:01 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+22+(Capt+John+CHAVEZ+-+13++May+09).pdf 

302 

10  Apr  10  13:54:05 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+31+(PRT+Log+-+5+MAY+09).pdf 

303 

10  Apr  10  13:54:12 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+4+(Wazir+Ahmed+-+ANP+CP+Commander).pdf 

304 

10  Apr  10  13:54:17 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+5+(UNAMA+Human+Rights+Unit+Report,+8+May+09).pdf 

305 

10  Apr  10  13:54:17 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+8+(Email+from+MAJ+Edell+to+LTC+Berger).pdf 

306 

10  Apr  10  13:54:36 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/Investigations/Farah/Investigation+TABS/TAB+C/TAB+Q+Appendix 

+15+(QRF+Support+Farah+ETT).pdf 

307 

10  Apr  10  13:55:22 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+6+(Capt+John+CHAVEZ+-+10+MAY+09).pdf 

308 

10  Apr  1013:56:09 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+C/TAB+C,+Appendix 

+7+(TF+31+Possible+CIVCAS+Report).pdf 

Server  IP 

Action  

309 

10  Apr  10  13:57:22 

131.240.47.6 

(SET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+D/TAB+D,+Appendix 

+12+{MSOT+8141+and+8213+QRF+-+CFSOCC-A).pdf 

310 

10  Apr  10  13:57:25 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+D/TAB+D,+Appendix 

+l+(Command+Structure).pdf  

311 

10  Apr  1013:57:36 

131.240.47.6 

get 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+D/TAB+D,+Appendix 

+14+(Gerani+Air+Strikes+Overview).pdf  

312 

10  Apr  10  13:57:36 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+D/TAB+D,+Appendix 

+16+(BONE+22+-+Strike+l).pdf 

313 

10  Apr  10  13:57:40 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+D/TAB+D,+Appendix 

+13+(Ganjabad+Village+lncident).pdf 

314 

10  Apr  10  13:57:45 

131.240.47.6 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+D/TAB+D,+Appendix 

+ll+(QRF+to+TIC,+Ganjabad+ViHage).pdf 

315 

10  Apr  10  13:57:51 

131.240.47.6 

(SET 

/sites/organization/specialstaff/JA/CentcomLegal/Investigations/Farah/Investigation+TABS/TAB+D/TAB+D.+Appendix 

+19+(CFACC+Collateral+Damage+Analysis).pdf 

316 

10  Apr  10  13:57:59 

131.240.47.6 

C3ET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+D/TAB+D,+Appendix 

+15+(TF-8141+QRF+May+4th+2009+-+SSgt+Zwain).pdf 

317 

10  Apr  10  13:58:09 

131.240.47.6 

(SET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+D/TAB+D,+Appendix 

+10+(lmagery+of+04+MAY+2009+TIC+-+CPT+Henry+w.pdf 

318 

10  Apr  10  13:58:11 

131.240.47.6 

(SET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+D/TAB+D,+Appendix 

+2+(Farah+PRT).pdf 

319 

10  Apr  10  13:58:14 

131.240.47.6 

(SET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+D/TAB+D,+Appendix 

+18+(BONE+22+-+Strike+3).pdf 

Server  IP 

Action  _ _ ■ _ 

320 

10  Apr  10  13:58:17 

131.240.47.6 

GET 

/sites/organization/specialstaff/JA/CentcomLegal/lnvestigations/Farah/lnvestigation+TABS/TAB+D/TAB+D,+Appendix 

+17+(BONE+22+-+Strike+2).pdf 

321 
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UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


v. 


) 

) 

) 

) 

) 

) 

) 

) 
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STIPULATION  OF 
EXPECTED  TESTIMONY 


Mr.  Jeffrey  Motes 


tip  June  2013 


It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if  Mr. 

Jeffrey  Motes  were  present  to  testify  during  the  merits  phase  of  this  court-martial,  he  would 
testify  substantially  as  follows: 

1 .  I  am  a  senior  counter-terrorism  analyst  in  the  strategic  fusion  cell  of  the  J-2  section  at  Joint 
Task  Force  -  Guantanamo  Bay  (JTF-GTMO),  a  subcomponent  of  the  United  States  Southern 
Command  (USSOUTHCOM).  In  this  position,  my  responsibilities  include  training,  and 
reviewing  the  work  product  of,  senior  and  junior  intelligence  analysts  and  producing  material 
responsive  to  Requests  for  Information  (RFI),  such  as  threat  assessments  on  current  detainees.  I 
have  worked  at  JTF-GTMO  since  2003.  Prior  to  joining  JTF-GTMO,  I  served  on  active  duty  in 
the  United  States  Navy  as  a  Cryptologic  Technician  Interpretive  and  Arabic  linguist.  I  have  been 
in  the  intelligence  field  for  more  than  twenty-five  years,  and  I  have  been  an  intelligence  analyst 
for  more  than  ten  years. 

2.  Around  January  2004,  JTF-GTMO  established  the  Detainee  Assessment  Branch  in  response 
to  a  request  from  the  Office  for  the  Administrative  Review  of  the  Detention  of  Enemy 
Combatants  (OARDEC)  for  information  to  determine  the  enemy  combatant  status  of  particular 
detainees.  The  Detainee  Assessment  Branch  was  a  J-2  element  tasked  with  providing  threat 
intelligence  analysis  on  the  detainees  at  JTF-GTMO.  The  threat  intelligence  analysis  included 
the  detainee’s  threat  to  the  United  States  and  any  potential  intelligence  value  of  the  detainee. 

3.  OARDEC  established  two  types  of  reviews  for  detainees  at  JTF-GTMO:  (1)  a  Combatant 
Status  Review  Tribunal  (CSRT)  which  conducted  an  initial  review  of  the  status  of  detainees  to 
determine,  among  other  things,  whether  the  detainee  was  an  enemy  combatant;  and  (2)  an 
Annual  Review  Board  (ARB)  which  conducted  annual  reviews  of  the  status  of  select  detainees  to 
determine,  among  other  things,  whether  the  detainee  should  remain  at  JTF-GTMO.  The 
Detainee  Assessment  Branch  provided  initial  assessments  of  detainees  in  support  of  the  CSRT 
and  updated  assessments  of  detainees  in  support  of  the  ARB. 

4.  In  March  2004, 1  began  working  in  the  Detainee  Assessment  Branch  as  a  producing 
intelligence  analyst.  In  2005, 1  became  the  team  leader  of  the  Detainee  Assessment  Branch.  The 
Detainee  Assessment  Branch  consisted  of  up  to  twenty  senior  and  junior  intelligence  analysts, 
both  military  and  civilian.  My  responsibilities  as  team  leader  included  training  the  team 
responsible  for  preparing  assessments  on  detainees,  preparing  assessments  on  detainees,  and 
coordinating  between  the  intelligence  analysts  assigned  to  the  Detainee  Assessment  Branch  and 
the  United  States  Government.  I  worked  in  the  Detainee  Assessment  Branch  as  the  team  leader 
until  2012,  with  the  exception  of  one  year  from  2009-2010  when  I  worked  at  USSOUTHCOM  as 
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a  Subject  Matter  Expert  (SME)  on  Sunni  extremism  for  South  America.  Before  joining  the 
Detainee  Assessment  Branch,  I  was  a  senior  intelligence  analyst  on  a  tiger  team  responsible  for 
preparing  detainee  assessments  and  debriefing  detainees  upon  arrival  at  JTF-GTMO. 

5.  The  detainee  assessments  were  a  recommendation  to  USSOUTHCOM  for  the  disposition  of 
detainees,  which  included  the  detainee’s  threat  level  and  intelligence  value  to  the  United  States 
and  its  allies.  I  am  very  familiar  with  the  detainee  assessments  prepared  by  JTF-GTMO.  I  am 
familiar  with  the  format,  letterhead,  and  structure  of  the  detainee  assessments. 

6.  I  am  very  familiar  with  how  detainee  assessments  were  produced  because  I  created,  and 
trained  others  how  to  create,  detainee  assessments.  I  am  also  very  familiar  with  the  process 
necessary  to  create  the  detainee  assessments  because  I  either  was  responsible  for  many  steps  of 
this  process  or  I  tracked  the  status  of  this  process.  I  have  been  responsible  for  the  first  four  steps 
of  the  below  process  during  my  tenure  at  JTF-GTMO. 

7.  The  process  to  create  a  detainee  assessment  was  as  follows: 

a.  First,  a  senior  or  junior  intelligence  analyst  reviewed  any  previously  written 
intelligence  memoranda  and  any  additional  intelligence  relating  to  the  detainee  that  was  stored  in 
the  Joint  Detainee  Information  Management  System  (JDIMS),  the  classified  database  at  JTF- 
GTMO  that  stored  intelligence  relating  to  detainees.  JDIMS  was  available  on  SIPRNET; 
however,  a  user  could  not  access  JDIMS  without  being  granted  a  separate  account.  Further,  even 
with  a  JDIMS  account,  the  user  did  not  have  full  access  to  all  of  the  intelligence  stored  in 
JDIMS.  The  senior  or  junior  intelligence  analyst  also  conducted  additional  research  in  multiple 
intelligence  databases  located  on  classified  networks,  outside  of  JDIMS,  on  the  particular 
detainee. 

b.  Second,  the  senior  or  junior  intelligence  analyst  drafted  the  detainee  assessment, 
which  included  the  analysis  as  to  the  detainee’s  threat  level  and  intelligence  value  to  the  United 
States  and  its  allies. 

c.  Third,  the  draft  detainee  assessment  was  submitted  to  another  senior  or  junior 
intelligence  analyst  for  peer  review.  The  intelligence  analyst  reviewed  the  draft  detainee 
assessment,  conducted  individual  research  and  analysis  on  the  detainee,  and  provided  edits 
and/or  comments. 

d.  Fourth,  the  draft  detainee  assessment  was  submitted  to  a  senior  intelligence  analyst  for 
Quality  Assurance  Quality  Control  (QAQC)  who  conducted  further  research  and  analysis  on  the 
detainee  to  collect  any  additional  intelligence  and  to  verify  the  logic  of  the  analysis  on  the 
detainee.  The  senior  intelligence  analyst  provided  edits  and/or  comments. 

e.  Fifth,  the  draft  detainee  assessment  was  submitted  to  the  Officer-in-Charge  (OIC)  of 
the  Detainee  Assessment  Branch  who  conducted  further  research  and  analysis  on  the  detainee  to 
collect  any  additional  intelligence  from  the  classified  network  and  to  verify  the  logic  of  the 
analysis  on  the  detainee.  The  OIC  provided  edits  and/or  comments. 
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f.  Sixth,  the  draft  detainee  assessment  was  submitted  to  the  Office  of  the  Staff  Judge 
Advocate  (OSJA)  for  legal  review.  The  OSJA  reviewed  the  draft  detainee  assessment  and 
provided  any  edits  and/or  comments. 

g.  Seventh,  the  draft  detainee  assessment  was  submitted  to  the  Joint  Intelligence  Group 
(JIG)  or  J-2  Director.  The  JIG  or  J-2  Director  reviewed  the  draft  detainee  assessment  and 
provided  any  edits  and/or  comments. 

h.  Eighth,  the  draft  detainee  assessment  was  submitted  to  the  Deputy  Commander,  JTF- 
GTMO.  The  Deputy  Commander,  JTF-GTMO,  reviewed  the  draft  detainee  assessment  and 
provided  any  edits  and/or  comments. 

i.  Ninth,  the  draft  detainee  assessment  was  submitted  to  the  Commander,  JTF-GTMO. 
The  Commander,  JTF-GTMO,  reviewed  the  draft  detainee  assessment  and  provided  any  edits 
and/or  comments.  Once  all  changes  were  made,  the  Commander,  JTF-GTMO,  signed  the 
detainee  assessment. 

j.  Tenth,  the  signed  detainee  assessment  was  submitted  to  OARDEC  through 
USSOUTHCOM. 

8.  I  am  very  familiar  with  how  long  the  above  process  took  to  complete  one  detainee 
assessment.  The  first  two  steps  of  this  process,  having  the  initial  intelligence  analyst  create  a 
draft  detainee  assessment,  took  no  less  than  one  week,  including  overtime,  to  complete.  To  the 
best  of  my  memory,  completing  one  draft  detainee  assessment  took,  on  average,  50-55  working 
hours.  The  third  step  of  this  process,  having  another  intelligence  analyst  conduct  peer  review  of 
the  draft  detainee  assessment,  took,  on  average,  2  working  hours  per  assessment.  The  fourth  step 
of  this  process,  having  a  senior  intelligence  analyst  conduct  QAQC  of  the  draft  detainee 
assessment,  took,  on  average,  16  working  hours  per  assessment.  Each  remaining  step  necessary 
to  complete  one  detainee  assessment  took  between  a  few  hours  to  one  week  to  complete.  In 
total,  the  entire  process  to  create  one  detainee  assessment  took  approximately  one  month  and 
consisted  of,  on  average,  80-90  working  hours.  The  most  detainee  assessments  created  in  one 
fiscal  year  was  approximately  520. 

9.  Both  Servicemembers  and  civilian  contractors  were  involved  in  the  above  process  to  create 
one  detainee  assessment.  The  lowest  ranking  Servicemember  involved  in  this  process  was  E-4, 
Specialist.  The  lowest  ranking  civilian  contractor  involved  in  this  process  was  equivalent  to  a 
GS-12  employee.  My  rank  when  I  was  involved  in  creating  detainee  assessments  was  equivalent 
to  a  GS-13  employee,  and  my  lowest  salary  during  this  time  was  approximately  $70,000  per 
year. 

10.  Iam  very  familiar  with  what  type  of  intelligence  was  included  in  detainee  assessments. 
Detainee  assessments  include,  among  other  things,  background  information  on  the  detainee, 
details  of  the  detainee’s  capture,  the  detainee’s  affiliation  with  terrorist  organizations,  the 
detainee’s  recruitment  and  travel,  the  reasons  for  the  detainee’s  transfer  to  JTF-GTMO, 
indicators  of  the  detainee’s  threat  level  and  intelligence  value  to  the  United  States  and  its  allies, 
and  the  analysis  of  the  detainee’s  threat  level  and  intelligence  value  to  the  United  States  and  its 
allies.  Prosecution  Exhibit  (PE)  for  Identification  is  the  classified  list  of  the  different 
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sources  of  classified  intelligence  reporting  from  which  I  and  the  other  analysts  derived  the 
information  used  in  the  assessments. 

a.  The  background  information  on  the  detainee  included,  among  other  things,  the 
detainee’s  biographical  data,  picture,  health  information,  employment,  religion,  and  family 
members  or  relatives  with  extremist  links.  This  information  was  obtained  from  a  variety  of 
intelligence  sources  and  was  included  in  the  detainee  assessments  as  part  of  the  intelligence 
analysis  to  determine  the  detainee’s  commitment  to  terrorist  organizations,  which  were  important 
factors  in  determining  the  detainee’s  threat  level  and  intelligence  value  to  the  United  States  and 
its  allies.  I  understand  that  all  of  this  data  would  be  known  to  the  detainee  and  may  be  known  by 
his  associates  listed.  However,  since  we  usually  do  not  learn  all  of  this  information  from  the 
detainee  himself,  the  detainee  may  not  understand  the  extent  of  what  the  United  States  knows 
about  his  background  information. 

b.  The  details  of  the  detainee’s  capture  included,  among  other  things,  how  the  detainee 
became  involved  in  activities  that  led  to  capture,  where,  how,  and  with  whom  the  detainee  was 
captured,  what  the  detainee  was  doing  when  captured,  events  such  as  engagements  with  United 
States  military  forces  that  led  to  the  detainee’s  capture,  and  the  date  of  transfer  to  JTF-GTMO. 
This  information  was  obtained  from  a  variety  of  intelligence  sources  and  was  included  in  the 
detainee  assessments  as  part  of  the  analysis  to  determine  the  detainee’s  affiliation  and 
commitment  to  terrorist  organizations,  which  were  important  factors  in  determining  the 
detainee’s  threat  level  and  intelligence  value  to  the  United  States  and  its  allies.  I  understand  that 
most,  if  not  all,  of  this  data  would  be  known  to  the  detainee  or  may  be  known  by  his  associates. 
However,  since  we  usually  do  not  learn  all  of  this  information  from  the  detainee  himself,  the 
detainee  may  not  understand  the  extent  of  what  the  United  States  knows  about  the  details  of  his 
capture. 


c.  The  detainee’s  affiliation  with  terrorist  organizations  included  individuals  the  detainee 
associated  with  at  the  terrorist  organizations  and  the  detainee’s  movements  within  the  terrorist 
organizations.  This  information  was  obtained  from  a  variety  of  intelligence  sources  and  was 
included  in  the  detainee  assessments  as  part  of  the  analysis  to  determine  the  detainee’s  affiliation 
and  commitment  to  terrorist  organizations,  which  were  important  factors  in  determining  the 
detainee’s  threat  level  and  intelligence  value  to  the  United  States  and  its  allies.  I  understand  that 
all  of  this  information  would  be  known  to  the  detainee  and  may  be  known  by  his  associates 
listed.  However,  since  we  usually  do  not  learn  all  of  this  information  from  the  detainee  himself, 
the  detainee  may  not  understand  the  extent  of  what  the  United  States  knows  about  his  affiliation 
with  terrorist  organizations. 

11.  PE  for  ID  includes  serialized  intelligence  reports  published  to  the  Intelligence 
Community  (IC)  and  intelligence  information.  The  serialized  intelligence  reports  published  to 
the  IC  include  Items  5,  15-19,  30,  31,  34,  and  35  in  PE  L&Sfor  ID.  Intelligence  information  is 
included  in  all  of  the  sources  in  PE  Jbbfor  ID,  except  for  Items  1, 20,  27,  and  28.  Information 
can  be  derived  from  all  sources  in  PE  \t6for  ID  and  included  in  serialized  intelligence  reports 
published  to  the  IC. 
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12.  Iam  very  familiar  with  where  detainee  assessments  are  stored.  Detainee  assessments  are 
stored  in  three  locations:  (1)  on  the  shared  drive  at  JTF-GTMO  which  is  located  on  the  Secure 
Internet  Protocol  Router  Network  (SIPRNET);  (2)  after  signed  by  the  Commander,  JTF-GTMO, 
on  JDIMS  which  is  located  on  the  SIPRNET;  and  (3)  in  a  database  accessible  through  the  JTF- 
GTMO  Detainee  Assessment  Branch  website  on  Intellipedia  which  is  located  on  the  SIPRNET. 
Intellipedia,  which  is  analogous  to  Wikipedia,  is  a  website  on  the  SIPRNET  that  allows  for  the 
sharing  of  intelligence  in  the  IC  and  to  analysts  on  SIPRNET  and  JWICS. 

13.  In  March  2009  and  in  response  to  a  tasking  from  J-2  at  JTF-GTMO,  I  created  the  database 
accessible  through  the  JTF-GTMO  Detainee  Assessment  Branch  website  on  Intellipedia.  It  took 
me  approximately  63  working  hours  to  create  this  database,  which  included  time  to  research  the 
structure  of  the  write-up  language,  find  and  update  all  source  documents,  and  link  each  file  to  the 
correct  detainee.  This  database  stored  all  detainee  assessments,  which  totaled  more  than  700.  I 
have  spent  approximately  50  additional  hours  updating  and  otherwise  maintaining  this  database. 

14.  The  filename  for  each  detainee  assessment  in  this  database  included  the  Internment  Serial 
Number  (ISN)  for  the  particular  detainee,  the  recommendation  for  the  detainee,  and  the  date  of 
the  detainee  assessment.  The  format  of  this  filename  was  as  follows: 
“ISN_recommendation_date.”  The  filename  was  linked  to  a  unique,  sequential  document 
identification  number  (Document  ID),  which  was  the  particular  detainee  assessment.  If  a  user 
who  accessed  the  database  through  the  JTF-GTMO  Detainee  Assessment  Branch  website 
scrolled  over  the  filename  with  his/her  mouse,  the  document  number  would  appear. 

15.  In  my  capacity  as  the  team  leader  of  the  Detainee  Assessment  Branch,  I  reviewed  five 
detainee  assessments  pertaining  to  United  States  v.  Private  First  Class  Bradley  Manning,  which 
the  prosecution  provided  to  JTF-GTMO.  These  detainee  assessments  are  located  in  Appellate 
Exhibit  (AE)  501  and  have  the  BATES  numbers  00378123-00378140.  PE  ^5  for  ID  contains 
these  five  detainee  assessments.  I  am  able  to  identify  these  documents  as  detainee  assessments 
based  on  the  format,  letterhead  and  content  of  the  documents. 

1 6.  The  five  detainee  assessments  within  PE  ^5  for  ID  are  all  marked,  at  the  top  and  bottom  of 
each  page,  “SECRET.”  None  of  the  five  detainee  assessments  within  PE  ^5  for  ID  has  been 
made  publicly  available  by  the  United  States  Government. 

17.  The  five  detainee  assessments  within  PE ^6  for  ID  identify  activities  related  to  national 
preparedness.  These  documents  include  the  following  matters:  (1)  United  States  intelligence 
relating  to  identified  associates  of  terrorist  organizations,  to  include  names,  affiliations,  and 
whereabouts;  (2)  United  States  intelligence  relating  to  training  activities  of  those  terrorist 
organizations,  to  include  the  substance  of  such  training;  (3)  United  States  intelligence  relating  to 
the  Tactics,  Techniques,  and  Procedures  (TTPs)  of  those  terrorist  organizations,  to  include 
details  relating  to  enemy  movement,  housing  networks,  and  recruiting  activities;  (4)  United 
States  intelligence  relating  to  enemy  engagement  with  United  States  military  forces;  (5)  our 
intelligence  analysis  of  the  detainee’s  cooperation  and  credibility,  which,  if  released,  could  affect 
the  subsequent  recruitment  of  the  detainee  and  the  willingness  of  countries  to  accept  the 
departing  detainee;  (6)  United  States  analysis  of  the  intelligence  value  of  the  detainee,  to  include 
any  intelligence  gaps  of  the  United  States  relating  to  members  of  terrorist  organizations, 
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terrorist’s  recruiting  activities,  and  future  operations;  and  (7)  United  States  intelligence  relating 
to  the  detainee’s  threat  level  to  the  United  States  and  its  allies.  I  understand  that  there  are 
portions  of  this  material  that  would  already  be  known  to  the  detainee  or  his  associates.  However, 
neither  the  detainee  nor  his  associate  would  know  our  analysis  relating  to  the  detainee.  Further, 
neither  the  detainee  nor  his  associate  may  understand  the  extent  of  what  the  United  States  knows 
about  the  detainee.  I  understand  that  the  detainee,  if  released,  could  share  the  information  known 
by  the  detainee  with  anyone.  Of  that  information  which  we  learned  from  the  detainee,  I  am  not 
aware  of  any  detainee  who  has  shared  all  of  that  information.  I  also  understand  that  the 
associates  of  the  detainee  could  share  information  relating  to  the  detainee  known  by  the  associate 
with  whomever  they  pleased.  Of  that  information  relating  to  the  detainee  which  we  learned  from 
an  associate,  I  am  not  aware  of  any  associate  who  has  shared  all  of  that  information  relating  to 
the  detainee. 

18.  Iam  aware  that  there  is  some  information  pertinent  to  these  documents  available  in  open 
source  material.  I  am  also  aware  of  the  extensive  litigation  that  happens  for  these  detainees  in 
federal  court  and  the  military  commissions.  I  did  not  consider  those  things  when  I  identified 
the  sources  of  intelligence  for  the  above  detainee  assessments,  which  was  the  only  role  I  played 
during  the  classification  review. 

19.  In  October  of  2007, 1  am  aware  that  the  Department  of  Defense  released  in  the  FOIA  reading 
room  the  Combatant  Status  Review  Tribunals  (CSRT)  and  the  Administrative  Review  Boards 
(ARB)  documents  held  between  July  2004  and  July  2007.  The  CSRTs  were  a  set  of  tribunals  for 
confirming  whether  detainees  held  by  the  United  States  at  Guantanamo  had  been  correctly 
designated  as  “enemy  combatants.”  The  ARBs  were  used  to  conduct  an  annual  review  of  the 
detainees  to  review  whether  they  still  represent  a  threat  or  not  to  the  United  States.  The  released 
information  identified  each  detainee  by  name  and  their  general  background  information  for  those 
individuals  still  held  at  JTF-GTMO  at  that  time. 


THOMAS  F.  HURLEY 


CPT,  JA 

Assistant  Trial  Counsel 


MAJ,  JA 
Defense  Counsel 


PFC,  USA 
Accused 
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UNITED  STATES  OF  AMERICA 


) 

) 

) 

) 

) 

) 

) 

) 

) 


v. 


STIPULATION  OF 
EXPECTED  TESTIMONY 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  My  er,  Virginia  22211 


RDML  David  B.  Woods 


June  2013 


It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if  Rear 
Admiral  (Lower  Half)  David  B.  Woods  were  present  to  testify  during  the  merits  and  pre¬ 
sentencing  phases  of  this  court-martial,  he  would  testify  substantially  as  follows: 

1.  I  am  a  Rear  Admiral  (Lower  Half)  in  the  United  States  Navy  with  32  years  of  active  service.  My 
current  position  is  Commander,  Strike  Force  Training  Pacific,  San  Diego,  CA.  I  was  previously  the 
Commander,  Joint  Task  Force  —  Guantanamo  (JTF-GTMO),  at  Guantanamo  Bay,  Cuba.  I  held  this 
position  from  24  August  201 1  through  25  June  2012,  and  reported  during  that  time  to  General 
Douglas  Fraser,  Commander,  United  States  Southern  Command  (USSOUTHCOM).  My  time  as 
Commander,  JTF-GTMO  was  my  fifth  command  tour  as  an  Original  Classification  Authority  (OCA). 
I  graduated  from  the  U.S.  Naval  Academy  in  1981  and  was  designated  as  a  naval  flight  officer  in 
1983.  1  also  received  a  master’s  degree  in  National  Security  and  Strategic  Studies  from  the  Naval 
War  College  in  1997. 

2.  As  a  US  Navy  Captain,  I  served  as  the  commander  of  Carrier  Air  Wing  (CVW)  1 1 ,  and  deployed 
twice  in  support  of  Operations  Enduring  Freedom  and  Iraqi  Freedom  aboard  the  USS  Nimitz. 
Additionally,  as  part  of  a  joint  assignment,  1  was  the  Commander  of  Joint  Crew  Composite  Squadron 
One.  Our  squadron  was  responsible  for  the  Multi-National  Corps  -  Iraq  electronic  warfare  fight 
against  improvised  explosive  devices.  After  my  promotion,  I  served  as  the  Director,  Strategy  and 
Policy  Division,  Chief  of  Naval  Operations  for  Operations,  Plans  and  Strategy  (N3/N5)  before  taking 
command  of  JTF-GTMO. 

3.  As  Commander,  JTF-GTMO,  I  was  an  OCA.  My  responsibilities  in  that  position  included  the 
review  of  JTF-GTMO  information  for  classification  purposes  pursuant  to  Executive  Order  (EO) 
13526  ("Classified  National  Security  Information"),  and  its  predecessor  orders.  Prior  to  this  position, 
I  was  an  OCA  while  serving  in  the  following  positions:  (1)  05  Squadron  Commander  (VAQ131) 
(1998-2000);  (2)  Training  Squadron  Commanding  Officer  (VAQ  129)  (2002-2004);  (3)  Air  Wing 
Commander  (CVW1 1)  (USS  Nimitz)  (2005-2007);  and  (4)  Commander  of  Joint  Crew  Composite 
Squadron  One  in  Iraq  (2007-2008).  At  all  times  I  served  as  an  OCA,  I  received  annual  training 
consistent  with  EO  13526  or  previous  guidance. 

4.  Information  that  requires  protection  in  the  interest  of  national  security  of  the  United  States  is 
designated  classified  national  security  information  under  Executive  Order  (EO)  13526,  Classified 
National  Security  Information,  signed  by  President  Obama  on  December  29,  2009.  Information  is 
classified  in  levels  commensurate  with  the  assessment  that  its  unauthorized  disclosure  reasonably 
could  be  expected  to  cause  the  following  damage  to  national  security:  Top  Secret  information  is 
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information  that  could  cause  exceptionally  grave  damage  to  national  security;  Secret  information  is 
information  that  could  cause  serious  damage  to  national  security;  and  Confidential  information  is 
information  that  could  cause  damage  to  national  security. 

5.  Unclassified  information  does  not  require  a  security  clearance  for  access,  but  nonetheless  may  be 
of  a  sensitive  nature.  The  current  basis  for  classification  of  national  security  information  is  found  in 
EO  13526.  Section  1.3  of  EO  13526  authorizes  an  OCA,  such  as  me  when  I  was  Commander,  JTF- 
GTMO,  to  classify  information  owned,  produced,  or  controlled  by  the  United  States  government  if  it 
falls  within  certain  classification  categories.  One  such  category,  found  at  Section  1 .4(c)  of  EO 
13526,  concerns  information  that  pertains  to  an  intelligence  activity  (including  special  activities), 
intelligence  sources  or  methods,  or  cryptology. 

6.  I  reviewed  the  five  charged  documents  from  the  United  States  Southern  Command  and  JTF- 
GTMO  database  (BATES  numbers  00378123  -  00378140)  contained  within  Appellate  Exhibit  501, 
and  made  the  below  determinations  with  respect  to  those  documents. 

7.  First,  all  five  documents  were  properly  marked  at  the  “SECRET”  classification  level. 

8.  Second,  disclosure  of  the  information  identified  in  the  five  documents  reasonably  could  be 
expected  to  cause  serious  damage  to  the  national  security  of  the  United  States.  In  making  this 
statement  regarding  the  classification  of  information  in  this  case,  I  relied  upon  my  personal 
knowledge  and  experience,  the  information  made  available  to  me  in  my  official  capacity,  the  advice  I 
received  from  my  staff  and  their  conclusions  reached. 

9.  Third,  in  the  first  half  of  2010  and  at  the  time  of  the  disclosures,  the  five  documents  were 
classified  pursuant  to  Section  1.4(c)  of  EO  13526,  because  they  contained  information  concerning 
intelligence  sources  and  methods,  and  information  that,  if  released,  could  cause  serious  damage  to 
national  security.  This  information  was  classified  at  the  Secret  level. 

10.  Fourth,  the  five  documents  contained  intelligence  data  compiled  about  detainees  or  summaries  of 
such  data.  Intelligence  data  included  descriptions  of  the  detainee's  biographical  information,  the 
circumstances  of  his  capture,  what  he  had  in  his  possession  when  he  was  captured,  the  circumstances 
and  date  of  his  transfer  to  Guantanamo,  his  travel,  his  affiliations  with  individuals  and  organizations 
of  intelligence  interest,  and  his  activities  in  support  of  those  organizations.  All  of  this  information 
would  be  known  to  the  individual  detainee.  The  intelligence  data  also  included  information  about 
other  persons  and  organizations.  I  determined  that  the  intelligence  data  contained  in  the  documents 
reveal  details  about  intelligence  we  have  gleaned  regarding  individuals  and  organizations  of 
intelligence  interest.  Additionally,  this  information  revealed  the  sources  of  our  intelligence,  as  well 
as  methods  and  approaches  for  collecting  intelligence.  At  the  time  of  their  creation,  the  documents 
and  the  intelligence  data  contained  in  them  were  classified  at  the  Secret  level  through  the  action  of 
the  Commander,  JTF-GTMO,  and  remained  classified  at  the  Secret  level  in  the  first  half  of  2010  and 
at  the  time  of  their  disclosure. 

11.  Fifth,  I  determined  that  the  documents  and  information  remained  properly  classified  after  their 
creation,  and  that  their  release  reasonably  could  be  expected  to  cause  serious  damage  to  the  national 
security  because  it  would  reveal  information  concerning  intelligence  sources,  the  specific 
information  obtained  from  such  sources,  or  both.  Accordingly,  this  information  was  properly 
classified  at  the  Secret  level,  pursuant  to  Section  1.4(c)  of  EO  13526. 
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12.  Iam  aware  that  there  may  have  been  some  information  pertinent  to  these  documents  available  in 
open  source  material.  I  did  not  use  this  material  or  its  publicly  available  status  in  making 
classification  determinations.  If  there  was  information  that  had  been  previously  released  under  the 
authority  of  the  United  States  government,  I  would  consider  the  authorized  release  of  information  by 
the  United  States  government  as  part  of  my  review  of  the  classification  of  the  entire  document.  I  am 
aware  of  the  extensive  litigation  that  happens  for  these  detainees  in  federal  court  and  the  military 
commissions.  Those  cases  did  not  affect  the  classification  review  for  these  documents. 

13.  In  October  of  2007, 1  am  aware  that  the  Department  of  Defense  released  in  the  FOIA  reading 
room  the  Combatant  Status  Review  Tribunals  (CSRT)  and  the  Administrative  Review  Boards 
(ARB)  documents  held  between  July  2004  and  July  2007.  The  CSRTs  were  a  set  of  tribunals  for 
confirming  whether  detainees  held  by  the  United  States  at  Guantanamo  had  been  correctly 
designated  as  “enemy  combatants.”  The  ARBs  were  used  to  conduct  an  annual  review  of  the 
detainees  to  review  whether  they  still  represent  a  threat  or  not  to  the  United  States.  The  released 
information  identified  each  detainee  by  name  and  their  general  background  information  for  those 
individuals  still  held  at  JTF-GTMO  at  that  time. 

14.  Prosecution  Exhibit  ^3  for  Identification  are  those  five  documents  I  described  above. 


ASHDEN  FEIN 
MAJ,  JA 
Trial  Counsel 


MAJ,  JA 
Defense  Counsel 


PFC,  USA 
Accused 
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UNCLASSIFIED 


(U)  DECLARATION 


(U)  I,  Mr.  Louis  S.  Travicso  declare  and  state:  I  am  the  subject  matter  expert  for  the  Directoraic  of  Operations  (J2) 
for  classifications  reviews.  In  this  capacity,  I  reviewed  documents  pertaining  to  United  States  v.  Private  First  Class 
Bradley  Manning,  which  the  Manning  trial  team  provided  to  USCENTCOM.  I  found  one  document  that  contained 
J2  equities,  and  defer  to  other  USCENTCOM  Directorates  in  regard  to  the  classification  of  the  remaining 
documents. 

(U)  The  one  document  that  I  found  that  contained  J2  equities  was  the  following:  1116  Strategic  Intelligence  Brief, 
“Farah  INS  Probably  Deliberately  Instigated  4  May  CIVCAS  Incident"  10  May  2009.  (Hereinafter  the 
“Document”.) 

(U)  My  recommendations  to  the  Original  Classification  Authority  (OCA)  in  regard  to  the  proper  classification  of 
the  Document  is  as  follows:  The  Document  contains  intelligence  activities  (including  coven  action),  intelligence 
sources  or  methods,  or  cryptology.  The  basis  for  its  original  classification  was  proper  based  on  Executive  Order 
1 2958  as  amended.  Section  1 .4(c).  It  should  continue  to  be  classified  based  on  EO  13526.  Section  1 .4(c). 

(U)  Pursuant  to  28  L.S.C.  §P46. 1  declare  under  penalty  of  perjury  that  the  information  provided  herein  is  true  and 
correct  to  the  best  of  my  knowledge. 

Dated:  October  201 1 


Information  Release  Specialist 


(U)  I,  Mr.  George  J.  Lemire,  CCJ2-EI,  reviewed  these  documents  along  with  Mr  Louts  S.  Travieso.  I  concur  with 
Mr.  Travieso’s  conclusions  and  recommendations. 

(U)  Pursuant  to  28  U.S.C.  §1746, 1  declare  under  penalty  of  perjury  that  the  information  provided  herein  is  true  and 
correct  to  the  best  of  my  knowledge. 

Dated:  i j*  October  20 1 1 


GEORGE  JIlEMIRE 
CCJ2-EI,  USCENTCOM 
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UNITED  STATES  OF  AMERICA  ) 

) 

v.  ) 

)  STIPULATION  OF 

Manning,  Bradley  E.  )  EXPECTED  TESTIMONY 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  )  Vice  Admiral  Robert  S.  Harward 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  My er,  Virginia  22211  )  I'fr’  June  2013 

It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if  Vice 
Admiral  Robert  S.  Harward,  Jr.,  were  present  to  testify  during  the  merits  and  pre-sentencing 
phases  of  this  court-martial,  he  would  testify  substantially  as  follows. 

1 .  I  am  a  Vice  Admiral  in  the  United  States  Navy  with  32  years  of  active  service.  I  currently 
serve  as  Deputy  Commander,  United  States  Central  Command  (USCENTCOM)  at  MacDill  Air 
Force  Base. 

2.  I  began  my  career  as  a  surface  warfare  officer  aboard  the  destroyer  USS  Scott  (DDG  995), 
and  then  transferred  to  the  Naval  Special  Warfare  community.  I  was  the  “Honor  Man”  of  Basic 
Underwater  Demolition  (BUD)/Sea,  Air,  Land  (SEAL)  class  128,  and  I  have  served  in  both  East 
and  West  coast  SEAL  teams. 

3.  My  tours  in  the  Naval  Special  Warfare  community  include:  commander,  SEAL  Team  Three; 
Assault  Team  leader  and  operations  officer  at  Naval  Special  Warfare  Development  Group; 

SEAL  plans  officer  for  Commander,  Amphibious  Force  U.S.  7th  Fleet;  executive  officer,  Naval 
Special  Warfare  Unit  One;  aide-de-camp  to  Commander,  U.S.  Special  Operations  Command; 
Combined  Joint  Special  Operations  Task  Force  (CJSOTF)  deputy  commander  in  Bosnia;  deputy 
commander  Special  Operations  Command,  Pacific;  commander.  Naval  Special  Warfare  Group 
One;  and,  deputy  commanding  general,  Joint  Special  Operations  Command. 

4.  My  additional  assignments  include  a  tour  in  the  Executive  Office  of  the  President  at  the  White 
House,  where  I  served  on  the  National  Security  Council  as  the  director  of  Strategy  and  Policy  for 
the  office  of  Combating  Terrorism.  My  first  flag  assignment  was  chairman  of  the  Joint  Chiefs  of 
Staff  representative  to  the  National  Counterterrorism  Center  (NCTC),  as  a  member  of  the  Senior 
Interagency  Strategy  Team.  Additionally,  I  served  as  deputy  commander,  U.S.  Joint  Forces 
Command,  and  most  recently  I  served  as  commander  of  Combined  Joint  Interagency  Task  Force 
(CJIATF)  435  from  2009  to  201 1  in  Afghanistan.  CJIATF  is  the  task  force  dedicated  to  detainee 
operations  in  Afghanistan.  I  have  commanded  troops  in  Afghanistan  and  Iraq  over  six  years 
since  Sept.  11,  2001. 

5.  I  have  been  the  Deputy  Commander,  USCENTCOM,  since  1 1  July  2011.  My  responsibilities 
include  exercising  TOP  SECRET  and  below  original  classification  authority,  which  includes 
rendering  a  determination  of  CENTCOM  generated  information  for  classification  purposes 
pursuant  to  a  written  delegation  from  the  Deputy  Secretary  of  Defense  and  under  the  authority 
of  Executive  Order  (EO)  13526.  Per  EO  13526,  Section  1.3,  the  authority  to  classify  information 
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originally  may  be  exercised  only  by  an  OCA,  and  must  be  delegated  by  the  President,  the  Vice 
President,  or  an  agency  head  or  designated  official. 

6.  Information  which  requires  protection  in  the  interest  of  the  national  security  of  the  United 
States  is  designated  classified  national  security  information  per  EO  13526,  Classified  National 
Security  Information,  signed  by  President  Barack  H.  Obama  on  29  December  2009,  and  for 
information  classified  prior  to  June  27,  2010,  according  to  EO  12958  signed  by  President 
William  J.  Clinton  on  April  17,  1995,  as  amended  by  President  George  W.  Bush  on  March  25, 
2003.  Information  is  classified  in  levels  commensurate  with  the  assessment  that  unauthorized 
disclosure  could  cause  the  following  expected  damage  to  national  security:  for  exceptionally 
grave  damage  to  national  security  -  Top  Secret;  for  serious  damage  to  national  security  - 
Secret;  and  for  damage  to  national  security  -  Confidential. 

7.  Within  USCENTCOM,  classified  information  is  handled  and  protected  in  accordance  with 
EO  13526  (and  predecessor  orders)  on  Classified  National  Security  Information. 

8.  In  total,  four  categories  of  classified  information,  as  identified  in  EO  13526  and  its 
predecessor  EOs,  were  included  in  the  documents  I  reviewed.  Because  the  mission  of 
USCENTCOM  encompasses  the  conduct  of  military  operations,  USCENTCOM  relies  primarily 
upon  two  classification  categories  when  protecting  national  security  information,  which  are 
identified  in  Section  1.4  of  EO  13526  as  1.4(a)  (military  plans,  weapons  systems,  or  operations) 
and  1.4(c)  (intelligence  activities  (including  covert  action),  intelligence  sources  or  methods,  or 
cryptology). 

9.  Classified  information  should  be  handled  and  examined  only  under  such  conditions  as  are 
adequate  to  prevent  unauthorized  persons  from  gaining  access.  Classified  material  may  not  be 
removed  from  designated  work  areas  or  moved  from  information  systems,  e.g.,  classified 
databases,  computer  networks,  servers,  or  computers,  except  in  the  performance  of  official 
duties  and  under  special  conditions  which  provide  protection  for  the  classified  material. 

10.  I  have  reviewed  the  104  charged  USCENTCOM  documents  related  to  this  case.  The 
charged  documents  are  categorized  as  follows: 

a.  Over  380,000  documents  were  taken  from  the  Combined  Information  Data  Network 
Exchange  (CIDNE)-Iraq  database.  I  reviewed  the  53  charged  documents  from  the  CIDNE-Iraq 
database  contained  in  Appellate  Exhibit  (AE)  501  and  Prosecution  Exhibit  (PE)  88. 

b.  Over  90,000  documents  were  taken  from  CIDNE-Afghanistan  database.  I  reviewed 
the  37  charged  documents  from  the  CIDNE-Afghanistan  database  contained  in  AE  501  and  PE 
89. 

c.  I  reviewed  the  14  charged  documents  related  to  the  Farah  investigation  contained  in 
AE  501  and  PE  90. 

d.  I  reviewed  the  charged  file  named  “BE22  PAX.zip”  containing  the  video  named 
“BE22  PAX.wmv”  (Gharani  video)  contained  in  PE  66. 
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This  material  was  staffed  through  the  following  USCENTCOM  Directorates:  Intelligence  (J2), 
Operations  (J3),  and  the  Strategy,  Plans,  and  Policy  (J5).  The  results  of  this  staffing  are  PE  86, 
PE  87,  and  PE  1^3  for  ID,  and  these  documents  were  provided  to  me  and  consolidated.  In 
consultation  with  the  subject  matter  experts  identified  above,  as  an  OCA,  I  determine  the 
following  for  each  category: 

1 1 .  For  each  of  the  53  CIDNE-Iraq  documents  in  PE  88, 1  found  the  following: 

a.  First,  all  53  documents  were  properly  marked  at  the  SECRET  level  and  based  on 
actual  events. 

b.  Second,  disclosure  of  the  information  identified  in  the  53  documents  reasonably 
could  be  expected  to  cause  serious  damage  to  the  national  security  of  the  United  States.  In 
making  this  determination  regarding  the  classification  of  information  in  this  case,  I  rely 
upon  my  personal  knowledge  and  experience,  the  information  made  available  to  me  in  my 
official  capacity,  and  the  advice  and  recommendations  received  from  the  subject  matter 
experts  who  also  reviewed  the  documents.  1  am  aware  that  there  may  have  been  some 
information  pertinent  to  some  of  these  documents  available  in  open  source  material.  I  did  not  use 
this  material  or  its  publicly  available  status  in  making  classification  determinations.  If  I  had  been 
aware  of  information  that  had  been  previously  released  under  the  authority  of  the  United  States 
government,  I  would  have  considered  the  authorized  release  of  information  by  the  United  States 
government  as  part  of  my  review  of  the  classification  of  that  information. 

c.  Third,  the  53  documents  and  the  information  contained  in  them  were  classified  at 
the  SECRET  level  at  the  time  of  their  creation,  and  remained  classified  at  the  SECRET  level 
in  the  first  half  of  201 0  and  at  the  time  of  their  disclosure.  These  documents  were  properly 
classified  at  the  time  they  were  generated  and  remained  classified  in  the  first  half  of  2010 
pursuant  to  Section  1 .4(a)  and  (c)  of  EO  13526,  or  its  predecessor  EOs,  because  they 
contained  information  that,  if  released,  could  cause  serious  damage  to  national  security. 

12.  For  each  of  the  37  CIDNE- Afghanistan  documents  in  PE  89, 1  found  the  following: 

a.  First,  all  37  documents  were  properly  marked  at  the  SECRET  level  and  based  on 
actual  events. 

b.  Second,  disclosure  of  the  information  identified  in  the  37  documents  reasonably 
could  be  expected  to  cause  serious  damage  to  the  national  security  of  the  United  States.  In 
making  this  determination  regarding  the  classification  of  information  in  this  case,  I  rely 
upon  my  personal  knowledge  and  experience,  the  information  made  available  to  me  in  my 
official  capacity,  and  the  advice  and  recommendations  received  from  the  subject  matter 
experts  who  also  reviewed  the  documents.  I  am  aware  that  there  may  have  been  some 
information  pertinent  to  some  of  these  documents  available  in  open  source  material.  I  did  not  use 
this  material  or  its  publicly  available  status  in  making  classification  determinations.  If  I  had  been 
aware  of  information  that  had  been  previously  released  under  the  authority  of  the  United  States 
government,  I  would  have  considered  the  authorized  release  of  information  by  the  United  States 
government  as  part  of  my  review  of  the  classification  of  that  information. 
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c.  Third,  the  37  documents  and  the  information  contained  in  them  were  classified  at 
the  SECRET  level  at  the  time  of  their  creation,  and  remained  classified  at  the  SECRET  level 
in  the  first  half  of  2010  and  at  the  time  of  their  disclosure.  These  documents  were  properly 
classified  at  the  time  they  were  generated  and  remained  classified  in  the  first  half  of  2010 
pursuant  to  Section  1 .4(a)  and  (c)  of  EO  13526,  or  its  predecessor  EOs,  because  they 
contained  information  that,  if  released,  could  cause  serious  damage  to  national  security. 

13.  For  each  of  the  14  Farah  investigation  documents  in  PE  90, 1  found  the  following: 

a.  First,  all  14  documents  were  properly  marked  at  the  SECRET  level  and  based  on 
actual  events. 

b.  Second,  disclosure  of  the  information  identified  in  the  14  documents  reasonably 
could  be  expected  to  cause  serious  damage  to  the  national  security  of  the  United  States.  In 
making  this  statement  regarding  the  classification  of  information  in  this  case,  I  rely  upon  my 
personal  knowledge  and  experience,  the  information  made  available  to  me  in  my  official 
capacity,  and  the  advice  and  recommendations  received  from  the  subject  matter  experts  who 
also  reviewed  the  documents.  I  am  aware  that  there  may  have  been  some  information  pertinent  to 
some  of  these  documents  available  in  open  source  material.  1  did  not  use  this  material  or  its  publicly 
available  status  in  making  classification  determinations.  If  1  had  been  aware  of  information  that  had 
been  previously  released  under  the  authority  of  the  United  States  government,  I  would  have 
considered  the  authorized  release  of  information  by  the  United  States  government  as  part  of  my 
review  of  the  classification  of  that  information. 

c.  Third,  the  14  documents  and  the  information  contained  in  them  were  classified  at 
the  SECRET  level  at  the  time  of  their  creation,  and  remained  classified  at  the  SECRET  level 
in  the  first  half  of  2010  and  at  the  time  of  their  disclosure.  These  documents  were  classified 
pursuant  to  Section  1.4(a)  and  (c)  of  EO  13526,  or  its  predecessor  EOs,  because  they 
contained  information  that,  if  released,  could  cause  serious  damage  to  national  security. 

14.  For  the  Gharani  video  in  PE  66, 1  found  the  following: 

a.  First,  the  Gharani  video  was  only  located  on  the  SIPRNET  because  it  was  classified  at 
the  SECRET  level. 

b.  Second,  disclosure  of  the  information  identified  in  the  video  reasonably  could  be 
expected  to  cause  serious  damage  to  the  national  security  of  the  United  States.  In  making 
this  statement  regarding  the  classification  of  information  in  this  case,  I  rely  upon  my 
personal  knowledge  and  experience,  the  information  made  available  to  me  in  my  official 
capacity,  and  the  advice  and  recommendations  received  from  the  subject  matter  experts  who 
also  reviewed  the  video.  1  am  aware  that  there  may  have  been  some  information  pertinent  to  this 
video  available  in  open  source  material.  I  did  not  use  this  material  or  its  publicly  available  status  in 
making  classification  determinations.  If  I  had  been  aware  of  information  that  had  been  previously 
released  under  the  authority  of  the  United  States  government,  1  would  have  considered  the  authorized 
release  of  information  by  the  United  States  government  as  part  of  my  review  of  the  classification  of 
the  video. 
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c.  Third,  the  video  and  the  information  contained  within  was  classified  at  the 
SECRET  level  at  the  time  of  its  creation,  and  remained  classified  at  the  SECRET  level  in 
the  first  half  of  2010  and  at  the  time  of  its  disclosure.  This  video  was  classified  pursuant  to 
Section  1.4(a)  and  (c)  of  EO  13526,  or  its  predecessor  EOs,  because  it  contained  information 
that,  if  released,  could  cause  serious  damage  to  national  security. 


vEXANDER  von  ELTEN  THOMAS  F.  HURLEYU  BRADLEY  E.  MANNING 
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UNITED  STATES  OF  AMERICA 


) 

) 

) 

) 


v. 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


STIPULATION  OF 
EXPECTED  TESTIMONY 


) 

) 

) 


Ms.  Cathryn  Strobl 
June  2013 


(U)  It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if  Ms. 
Cathryn  Strobl  were  present  to  testify  during  the  merits  and  pre-sentencing  phases  of  this  court- 
martial,  she  would  testify  substantially  as  follows: 

1 .  (U)  I  am  currently  employed  as  a  contractor  with  the  Central  Intelligence  Agency  (CIA).  1 
am  a  software  developer  and  I  worked  on  the  contract  for  the  CIA’s  World  Intelligence  Review 
(WIRe)  and  its  predecessor  program  from  approximately  2005  through  2012.  At  present,  1  work 
as  a  software  developer  for  another  disseminated  intelligence  program.  I  hold  a  Bachelor’s 
degree  in  Spanish  from  the  University  of  Mary  Washington,  a  Juris  Doctor  from  the  University 
of  North  Carolina  at  Chapel  Hill,  a  Master’s  of  Business  Administration  from  the  University  of 
North  Carolina  at  Greensboro,  and  a  Computer  Science  Certificate  from  North  Carolina  State 
University.  I  have  been  working  in  the  information  technology  field  since  1 997,  when  I  began 
working  in  database  administration  at  University  of  North  Carolina  Hospitals.  Since  that  time,  I 
have  participated  in  working  in  multiple  training  courses  specific  to  database  administration,  web 
development,  and  system  administration,  including  training  geared  towards  the  tools  used  to 
develop,  administer,  and  maintain  an  enterprise  application. 

2.  (U)  WIRe  is  a  website  controlled  by  the  CIA,  and  located  on  the  SIPRNET  that  allows  a  user, 
once  authenticated,  to  conduct  searches  of  various  files  created  by  the  CIA  and  other 
organizations.  That  authentication  is  performed  by  means  of  an  Intelink  Passport  user  account. 
To  apply  for  an  Intelink  Passport  account  a  user  has  to  enter  their  personal  information  on  the 
Intelink  site  on  SIPRNET. 

3.  (U)  In  approximately  May  2010, 1  was  asked  to  pull  any  user  information  for  Bradley 
Manning  as  well  audit  logs  for  the  date  range  October  2009  to  May  2010  from  the  sending  IP 
addresses  of  22.225.41 .22  and  22.225.41 .40.  At  that  time,  an  Intelink  Passport  account  was 
required  in  order  to  access  all  information  on  the  WIRe,  except  for  leadership  profiles.  Under 
certain  circumstances,  if  a  user  clicked  on  a  leadership  profile,  the  user  id  would  not  be  logged. 
When  the  user  id  was  logged,  the  WIRe  system  created  numerous  types  of  logs.  In  this  case,  I 
pulled  all  three  types  of  logs:  production  logs,  http  logs,  and  SQL  logs.  The  logs  represent  the 
same  information,  but  they  do  so  with  different  data  in  different  formats.  The  application  logs 
show  requests  at  the  application  level.  The  http  logs  show  all  requests  going  in  and  out  of  the 
web  server.  The  SQL  logs  show  the  titles  of  the  documents  with  their  document  numbers  as 
reflected  in  the  database.  The  SQL  logs  correspond  with  the  http  logs  in  that  they  show  the 
actual  name  of  the  document  numbers  recorded  in  the  http  logs.  I  pulled  these  three  logs  to  paint 
a  fuller  picture  of  the  activity. 
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4.  (U)  I  pulled  these  logs  by  writing  queries  and  running  those  queries.  I  applied  SQL  queries  to 
the  database  and  UNIX  commands  to  the  web  and  application  logs.  SQL  is  a  structural  query 
language  for  interacting  with  databases.  In  other  words,  it  is  a  tool  used  to  perform  inquires  and 
pull  data  from  a  database.  In  order  to  accomplish  the  SQL  query,  I  went  to  the  command  prompt 
screen,  typed  in  the  query,  hit  enter,  and  the  computer  generated  the  logs.  The  SQL  queries  I 
used  pulled  the  logs  and  put  them  into  a  text  output.  I  then  saved  the  logs  as  well  as  the  SQL 
query  I  used  to  pull  those  logs.  UNIX  in  an  operating  system  that  comes  in  several  variants, 
often  called  “flavors.”  For  purposes  of  the  queries  described  below,  I  used  the  “flavor”  Solaris. 
To  execute  commands  to  cull  the  web  and  application  logs  on  Solaris,  I  drafted  and  typed  into  a 
command  prompt  queries  that  contained  the  specific  user  id,  IP  addresses,  and  dates  I  was  asked 
to  review.  In  response  to  these  queries,  Solaris  generated  logs  of  user  activity.  These  logs  are 
identified  using  the  original  log  name  plus  the  suffix  “.culled,”  as  see  below.  In  sum,  by  these 
queries,  I  asked  the  system  to  pull  the  pertinent  audit  events  by  the  user  “bradley.e.manning” 
and/or  the  IP  addresses  22.225.41.22  and  22.225.41.40  and/or  the  time  date  group  of  October 
2009  to  May  2010. 

5.  (U)  I  pulled  the  HTTP  logs,  which  log  all  activity  going  in  and  out  of  the  web  server,  by  IP 
address  and  time  and  date  group.  Specifically,  I  pulled  the  HTTP  logs  for  the  IP  addresses 
22.225.4 1 .22  and  22.225.41 .40  between  October  2009  and  May  2010.  The  results  are  contained 
in  the  following  files: 

ciawire-production.httpd.log.2010-02-20.culled 
ciawire-production.httpd.log.20 1 0-02-2 1  .culled 
ciawire-production.httpd.log.2010-02-23.culled 
ciawire-production.httpd.log.2010-02-24.culled 
ciawire-production  .httpd .  log. 20 1 0-02-25  .cu  1  led 
ciawire-production.httpd.log.2010-02-27.culled 
ciawire-production. httpd. log.20 10-03-01. culled 
ciawire-production.httpd.log.2010-03-02.cul!ed 
ciawire-production. httpd. log.2010-03-04.culled 
ciawire-production.httpd.log.2010-03-08.culled 
ciawire-production.httpd. log.20 10-03-09.culled 
ciawire-production.httpd. log.20 1 0-03- 1 1  .culled 
ciawire-production.httpd. log.20 1 0-03-1 2.culled 
ciawire-production.httpd. log.20 1 0-03-1 5.culled 
ciawire-production.httpd. log.20 1 0-03-  19.culled 
ciawire-production.httpd.log.2010-03-20.culled 
ciawire-production.httpd. log.20 10-03-21. culled 
ciawire-production.httpd.log.2010-03-22.culled 
ciawire-production.httpd. log.2010-03-23.culled 
ciawire-production.httpd.log.2010-03-24.culled 
ciawire-production. httpd. log.20 10-03-25.  culled 
ciawire-production.httpd. log.20 10-03-27.culled 
ciawire-production. httpd. log.20 1 0-03-28.culled 
ciawire-production.httpd.  Iog.2010-03-29.culled 
ciawire-production.httpd.log.2010-03-30.culled 
ciawire-production.httpd.  log.20 10-04-03  .culled 
ciawire-production.httpd.log.2010-04-08.culled 
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ciawire-production.httpd.log.2010-04-27.culled 


a.  (U)  The  entry  “22.225.41 .22”  is  the  sending  IP  address.  This  address  indicates  the  IP 
address  of  the  computer  that  is  requesting  the  information. 

b.  (U)  The  entry  “bradley.e.manning”  is  the  user  name  assigned  to  the  Intelink  Passport 
account  that  is  requesting  the  information.  This  Intelink  user  account  is  associated  with  the 
common  name  “Manning,  Bradley  E.” 


c.  (U)  The  entry  “21/Mar/2010:05:39:53  -0400”  is  the  time  and  date  group,  which  is  given  in 
Greenwich  Mean  Time  (GMT).  The  time  and  date  group  records  when  the  computer  processes 
the  request  from  the  sending  IP  address. 


f.  (U)  The  entry  “%20”  means  that  a  space  is  there. 


g.  (U)  The  entry  “200”  is  a  code  that  states  that  the  user’s  request  to  “GET’  and  access  the 
document  was  successful. 

h.  (U)  Based  on  the  log  information,  I  can  tell  someone  downloaded  the  .pdf  because  a 
document  number  follows  the  “GET’  request.  A  document  number  indicates  that  the  user 
opened  the  document.  Additionally,  if  the  user  has  downloaded  the  document,  then  the  log  will 
say  /document/docnum/attachment/pdf  name. 


i.  (U)  The  entry  “45266”  indicates  the  size  of  the  user’s  request. 
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k.  (U)  The  entry  “Mozilla/5.0”  tells  me  that  the  user  of  the  .22  IP  address  was  using  version  5 
of  the  Mozilla  browser. 

l.  (U)  The  entry  “(Windows;  U;  Windows  NT  5.1;  en-US;  rv:  1.9.0. 10)”  means  that  a 
Windows  NT  workstation  was  being  used  by  the  user  of  22.225.41.22  computer. 


m.  (U)  The  entry  “Gecko/20090423 16  Firefox/3.0.10\”  tells  me  that  the  22.225.41 .22  system 
was  using  the  Firefox  browser. 


7.  (U)  I  pulled  the  production  logs,  which  log  all  activity  going  in  and  out  of  the  application,  by 
IP  address.  Specifically,  I  pulled  the  production  logs  for  the  IP  addresses  22.225.41.22  and 
22.225.41.40  between  October  2009  and  May  2010.  I  obtained  results  from  20  February  2010  to 
27  April  2010.  The  results  are  contained  in  the  following  files: 


production.log.20100303.culled  (various  dates  between  20-Feb-10  and  2-Mar-10) 
production.log.20 100401. culled  (various  dates  between  4-Mar-10  and  30-Mar-10) 
production.Iog.201 006 15.culled  (various  dates  between  3-Apr-10  and  27-Apr-10) 


a.  (U)  The  entry  “22.225.41 .22”  is  the  sending  IP  address.  This  address  indicates  the  IP 
address  of  the  computer  that  is  requesting  the  information. 


b.  (U)  The  entry  “2010-03-21  05:39:53”  is  the  time  and  date  group.  The  time  and  date  group 
records  when  the  computer  processes  the  request  from  the  sending  IP  address. 
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g.  m  The  entry  “200”  is  a  code  that  states  that  the  user’s  request  to  “GET”  and  access  the 
document  was  successful.  The  “OK”  indicatesthesame  information  as  the  200,  that  the 
document  with  identification  number downloaded  to  the  22.225.41 .22  IP 
address. 


i.  (U)  Based  on  the  log  information,  I  can  tell  someone  downloaded  the  .pdf  because  a 
document  number  follows  the  “GET”  request.  A  document  number  indicates  that  the  user 
opened  the  document.  Additionally,  if  the  user  has  downloaded  the  document,  then  the  log  will 
say  /document/docnum/attachment/pdf  name. 

9.  (U)  I  also  conducted  database  queries  to  pull  other  information  and  to  pull  information  sorted 
in  different  ways.  Again,  I  wrote  a  variety  of  SQL  queries  to  do  this.  The  results  are  contained 
in  the  following  files: 

sqldocumentviews.lst 

sql_document_views_documents_earliest.lst 

sql_documents.lst 

sql_dvs_documents_users.lst 

sq  I  searches.  1st 

sqlusers.lst 

10.  (U)  The  query  “sqlusers.lst”  is  the  result  of  the  SQL  command  that  I  wrote  to  pull  the 
Intelink  Passport  Account  information  for  the  user  with  the  first  name  “Bradley”  and  the  last 
name  “Manning.”  The  information  the  query  produced  revealed  that  the  user  with  the  Passport 
Identification  “bradley.e.manning”  had  his  organization  listed  as  “USA”;  his  “Employee_Type” 
as  “Military”;  and  his  “Rank”  as  “E-4.”  His  registered  email  address  was 
bradley.manning@us.army.smil.mil.  His  identification  number  was  “3 1 1 69.” 

1 1 .  (U)  To  assist  in,  among  other  things,  determining  the  names  of  the  product  numbers  that 
were  viewed  and  downloaded,  I  wrote  a  SQL  query  to  pull  the  names  of  the  products  viewed  by 
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the  user  with  the  identification  number  “31169”.  I  got  the  identification  number  from  the  query  I 
conducted  in  “sql_users.lst”  to  limit  to  search  to  only  pull  the  documents  viewed  by  the  user  of 
the  lntelink  Passport  Account  with  the  user  name  “bradley.e.manning.”  I  saved  that  query  as 
“sqldocuments.lst .”  1  wrote  another  SQL  command  to  just  limit  the  query  of  “31 169”  to 
document  numbers  and  times,  which  is  saved  as  “sql_document_views.lst .”  I  also  wrote  a  SQL 
command  to  pull  the  document  names  in  order  of  earliest  viewed,  which  I  saved  as 
“sql_document_views_documents_earliest.lst”.  “Sql_dvs_documents_users”  has  all  the  views 
by  user  “31169”  saved  in  the  order  the  user  viewed  them. 


c.  (U)  The  classification  of  the  title  is  “C//NF.” 


d. 


e.  (U)  The  classification  of  the  memorandum  is  “SECRET//NOFORN.” 


13.  (U)  The  information  I  provided  is  computer  generated  and  only  limited  people  have  access 
to  the  information.  I  have  no  reason  to  believe  that  the  information  I  provided  was  not  accurate. 
On  19  June  2012, 1  attested  to  the  authenticity  of  the  CIA  Wire  log  files,  containing  the  above 
listed  logs  and  queries.  The  attestation  is  BATES  numbers:  00449441-00449441.  Prosecution 
Exhibit  j^for  Identification  is  the  logs. 

%.<jA  Y* 

-fa. 


//ORIGINAL  SIGNED// 
ANGEL  M.  OVERGAARD 
CPT,  JA 

Assistant  Trial  Counsel 


//ORIGINAL  SIGNED// 
THOMAS  HURLEY 
MAJ,  JA 
Defense  Counsel 


//ORIGINAL  SIGNED// 
BRADLEY  E.  MANNING 
PFC,  USA 
Accused 
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Prosecution  Exhibit  135b 
6  pages 
classified 
"SECRET” 

ordered  sealed  for  Reason  2 
Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 
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dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 


J 


Q 


FOR  OFFICIAL  USE  ONLY 


UNITED  STATES  OF  AMERICA 


) 

) 

) 

) 

) 

) 

) 

) 

) 


v. 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


STIPULATION  OF 
EXPECTED  TESTIMONY 


Mr.  Maxwell  Allen 


June  2013 


It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if  Mr. 
Maxwell  Allen  were  present  to  testify  during  the  merits  and  pre-sentencing  phases  of  this  court- 
martial,  he  would  testify  substantially  as  follows: 

1 .  I  am  currently  employed  with  the  Central  Intelligence  Agency  (CIA)  and  have  worked  there 
for  six  years.  Before  that,  I  was  a  contractor  with  Oracle  for  ten  years.  Oracle  is  the  largest 
database  company  in  the  world  and  is  the  platform  for  the  Open  Source  Center  (OSC)  database. 

I  work  on  the  contract  for  the  OSC.  I  am  the  lead  database  engineer  and  database  administrator 
for  the  OSC.  I  have  been  the  lead  database  administrator  and  engineer  for  two  years.  As  a 
database  engineer,  I  build  and  develop  databases  to  efficiently  store  and  retrieve  data  and  as  a 
database  administrator  I  maintain  the  databases.  As  the  lead,  I  am  in  charge  of  the  database 
engineers  and  administrators. 

2.  The  OSC  is  a  website  controlled  by  the  Central  Intelligence  Agency  (CIA),  which  requires  a 
user  to  have  an  OSC  account  to  access  information.  The  website  is  located  on  the  unclassified 
system,  SIPRNET,  and  JWICS  and  allows  a  user,  once  authenticated,  to  conduct  searches  of 
various  files  created  by  the  CIA  and  other  organizations.  The  OSC  contains  reports  and 
translations  from  thousands  of  unclassified  publications,  television  and  radio  programs,  and 
Internet  sources  around  the  world. 

3.  The  OSC  cannot  complete  a  request  by  a  user  without  logging  the  request  in  the  audit  logs.  In 
other  words,  if  the  OSC  cannot  log  its  actions,  it  will  stop  working  and  users  will  not  be  able  to 
retrieve  their  requests  and  view  pages  on  the  website.  We  conduct  a  monthly  check  of  the  logs 
to  ensure  the  system  is  functioning  properly,  and  we  always  keep  the  database  up  to  date  by 
installing  all  updates.  Typically,  the  purpose  of  checking  the  audit  logs  is  to  see  if  there  are  any 
errors  in  the  automated  process. 

4.  The  OSC  database  creates  three  separate  types  of  logs:  application  logs,  server  logs,  and 
firewall  logs.  In  this  case,  I  pulled  the  application  logs.  The  other  logs  would  reflect  the  same 
basic  information  in  a  different  format.  The  logs  are  created  every  time  an  event  occurs.  In  this 
case,  we  were  asked  to  pull  any  user  information  for  “Bradley  Manning,”  as  well  as  audit  logs 
associated  with  the  user  names  on  any  “Bradley  Manning”  accounts. 

5.  As  I  stated,  an  OSC  account  is  required  to  access  the  OSC.  To  apply  for  an  OSC  account,  a 
user  has  to  enter  their  personal  information  in  the  application.  When  applying  for  an  account  on 
SIPRNET,  the  account  is  automatically  approved  upon  application  and  confirmation  of  the 
SIPRNET  email  address.  Having  an  OSC  account  allows  you  to  access  the  OSC  website  through 
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SIPRNET.  If  a  user  wants  to  access  sites  not  within  OSC,  the  user  has  to  log  on  to  those  sites 
separately  even  if  the  user  clicks  on  a  link  from  within  the  OSC  website. 

6.  I  searched  the  database  for  any  combination  of  Bradley  and  Manning.  After  looking  at  the 
first  and  last  names  on  the  accounts,  I  determined  that  there  were  two  accounts  with  the  first 
name  Bradley  and  the  last  name  Manning.  Both  the  accounts  were  on  the  SIPRNET.  I  opened 
the  account  information  for  those  accounts  and  took  screenshots  of  the  account  information  by 
pressing  control  and  enter  to  take  a  screenshot. 

a.  The  first  account  had  a  user  name  of  “Bmanning.”  The  name  entered  by  the  individual 
creating  the  account  was  Bradley  Edward  Manning.  The  phone  number  was  (240)  784-043 1 . 

The  secret  level  email  given  was  Bradley. manning@2bctl0mtn.  The  security  question  was 
“What  city/town  did  you  grow  up  in?”  The  answer  given  by  the  account  user  was  “Crescent.” 
The  account  was  opened  on  6  November  2009  and  the  last  login  was  6  November  2010. 
Prosecution  Exhibit  (PE)\38for  Identification  is  the  account  screenshot  with  BATES  number: 
00374393. 

b.  The  second  account  had  a  user  name  “bradass87.”  The  name  entered  by  the  individual 
creating  the  account  was  Bradley  Edward  Manning.  The  phone  number  was  (312)  848-8722. 

The  secret  level  email  given  was  bradley.manning@us.army.smil.mil.  The  security  question  was 
“What  city/town  did  you  grow  up  in?”  The  answer  given  by  the  account  user  was  “Crescent.” 
That  account  was  opened  on  20  February  2010  and  the  last  login  was  17  April  2010.  PE  |3j  for 
ID  is  the  second  account  screenshot  with  BATES  number:  00374394. 

7.  To  pull  the  logs  associated  with  the  accounts  with  the  user  names  “bmanning”  and 
“bradass87,”  I  wrote  a  sql  query  and  entered  it  into  the  database.  In  the  query,  I  asked  the 
database  to  pull  all  the  audit  events  by  the  users  “bmanning”  and  “bradass87.”  Sql  is  a  structural 
query  language  for  extracting  and  inserting  in  a  database.  It  is  a  standard  computer  language  to 
interact  with  databases.  In  other  words,  sql  is  a  tool  used  to  perform  inquires  and  pull  data  from 
a  database.  The  sql  query  pulled  the  logs  and  put  them  into  a  readable  format.  In  order  to 
accomplish  the  sql  query,  I  went  to  the  black  command  prompt  screen,  typed  in  the  query,  hit 
enter,  and  the  computer  generated  the  logs.  I  then  saved  the  logs  as  well  as  the  sql  query  I  used 
to  pull  those  logs.  A  computer-generated  process  pulls  the  logs,  and  I  did  not  format  them  as  sql 
does  it  automatically.  I  then  saved  the  logs. 


8.  I  will  explain  the  logs  by  column  and  using  following  line  pulled  from  the 
“bradass87_distinct_export_with  classifications.xls”: 


AUDIT  EVENT  ID 

DATE  TIME 

ACTOR 

AUDIT  ACTION 

TARGET 

DATA  NAME 

DATA  VALUE 

36135654 

20-FEB-10 

04.45.52.000000000 

AM 

bradass87 

Viewed  Holding 

11943026 

TITLE 

Daily  Tells  UK, 

Dutch  To  Stop 
'Bullying', 

Accept  Iceland’s 
Compensation 
Offer  (U) 

a.  Column  1  is  the  audit  event  identification,  which  is  the  system  generated  number  assigned 
numerically  to  events.  An  event  is  data  received,  like  looking  at  a  document.  Each  different 
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event  has  a  different  line  on  the  audit  data;  however,  each  action  has  the  same  audit  event 
identification.  Therefore,  there  may  be  several  lines  to  describe  one  action,  which  all  have  the 
same  audit  event  identification.  In  the  above  example  line,  the  audit  event  id  is  36135654. 

b.  Column  2  is  the  Date/Time  Group  logs  the  date  and  time  of  the  event.  In  the  above 
example  line,  the  date/time  group  is  20-Feb  10  at  04:45:52.000000000  AM. 

c.  Column  3  is  the  actor.  It  is  the  user  account  that  is  creating  the  event.  In  the  above 
example  line,  the  actor  is  “bradass87.”  That  was  the  user  account  name  for  a  SIPRNET  OSC 
account  with  the  name  “Bradley  Manning.” 

d.  Column  4  is  the  audit  action,  which  tells  you  what  the  user  did  on  the  OSC  website.  In  the 
above  example  line,  the  audit  action  is  “viewed  holding.”  This  means  the  document  whose  title 
appears  in  the  data  value  column  was  opened  by  the  “bradass87”  user  account. 

e.  Column  5  is  the  target.  The  target  identifies  what  the  user  was  accessing  on  the  OSC 
website.  In  the  logs  that  we  pulled  for  this  case,  the  targets  were  most  often  numbers  that 
identified  specific  documents  or  other  areas  of  the  website  the  user  clicked  on,  such  as  Topic 
Countries.  In  the  above  example  line,  the  target  is  1 1945572,  which  is  a  document. 

f.  Column  6  contains  the  data  name,  which  further  describes  the  target  as  well  as  the  next 
column,  the  data  value  column.  In  the  above  example,  the  data  name  is  title.  That  means  that 
the  target  was  the  document  and  the  data  value  in  the  following  column  is  the  title  of  the 
document. 

g.  Column  7  is  the  data  value,  which  is  what  the  data  actually  is.  In  the  above  example  line, 
the  data  value  is  the  title  “Daily  Tells  UK,  Dutch  To  Stop  ‘Bullying’,  Accept  Iceland’s 
Compensation  Officer  (U).” 

h.  To  summarize,  the  above  example  means  that  the  user  “bradass87”  clicked  on  the  page 
with  the  document  entitled  “Daily  Tells  UK,  Dutch  To  Stop  ‘Bullying’,  Accept  Iceland’s 
Compensation  Officer  (U)”  on  20  February  2010.  I  know  the  page  opened  and  the  document 
displayed;  otherwise,  the  action  would  not  have  logged. 

9.  In  this  case,  I  also  conducted  a  sql  search  of  the  database  for  all  the  document  titles  that  were 
viewed  by  the  user  account  “bradass87.”  I  saved  them  as  “bradass87_sum_export_with 
classifications.”  I  did  this  as  it  was  an  easier  format  to  view  what  document  titles  were  viewed 
by  the  user.  Using  the  above  example  and  “bradass87_sum_export_with  classifications”  you  can 
match  the  target,  which  contains  the  holding  identification  with  the  document  title.  In  the  above 
example,  the  target  (and  holding  identification)  is  1 1945572,  which  again,  matches  with  the  title 
“Daily  Tells  UK,  Dutch  To  Stop  ‘Bullying’,  Accept  Iceland’s  Compensation  Officer.” 

10.  Based  upon  the  review  of  the  audit  logs,  it  appears  that  “bmanning”  began  using  his  account 
on  26  November  2009  and  looked  at  Homeland  Security  information.  He  did  not  conduct  any 
activity  on  his  account  after  that  date.  The  subsequent  two  dates  are  automatic  entries  to  track 
the  lapsing  and  expiration  of  the  accounts.  PE  \MOfor  ID  are  the  OSC  logs  for  the  user  account 
“bmanning.” 
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11.  Based  upon  the  review  of  the  audit  logs,  it  appears  that  “bradass87”  began  using  the  OSC  on 
20  February  2010  and  looked  at  a  variety  of  documents  associated  with  Wikileaks  and  Iceland. 
The  “bradass87”  account  was  last  used  on  1 7  April  2010.  PE  £ij  for  ID  are  the  OSC  logs  for  the 
user  account  “bradass87.” 

12.  The  information  I  provided  is  computer  generated  and  only  limited  people  have  access  to  the 
information.  I  have  no  reason  to  believe  that  the  information  I  provided  was  not  accurate.  On  29 
June  2012, 1  attested  to  the  authenticity  of  the  OSC  log  files,  containing  the  following  logs,  with 
the  following  date  ranges:  “bmanning_distinct_export_with  classification.xls”  (date  range  6 
November  2009  to  9  November  2010);  “bradass87_distinct_export_with  classification.xls”  (date 
range  20  February  2010  to  17  April  2010);  “bradass87_sum_export_with  classification.xls”  (no 
date  range).  The  logs  that  I  attested  to  in  this  case  were  in  the  excel  format.  Although  I 
originally  pulled  the  logs  in  a  different  format,  the  content  was  identical  to  the  logs  that  I  pulled. 
In  the  same  29  June  2012  attestation,  I  attested  to  the  authenticity  of  the  OSC  user  information 
files  entitled  Opensource.gov-bmanning.pdf  and  Opensource.gov-bradass87.pdf.  This  attestation 
is  BATES  number  00505184. 


CPT,  JA 

Assistant  Trial  Counsel 


MAJ,  JA 
Defense  Counsel 


PFC,  USA 
Accused 
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PROPOSITION  EX?”  IT  [$L for 


UNCLASSIFIED//FOUO 


ManningB_00374397 


UNCLASSIFIED//FOUO//ORCON 


All  portions  (U//FOUO)  unless  marked  otherwise. 


AUDIT  EVENT  ID  DATE_TIME  ACTOR  AUDIT_ACTION 

31302656  06-NOV-09  02.20.46.573000000  AM  bmanning  Successfully  updated  their  account 
31302657  06-NOV-09  02.22.28.860000000  AM  bmanning  Successfully  logged  in 
31302657  06-NOV-09  02.22.28.860000000  AM  bmanning  Successfully  logged  in 
31302657  06-NOV-09  02.22.28.860000000  AM  bmanning  Successfully  logged  in 
31302657  06-NOV-09  02.22.28.860000000  AM  bmanning  Successfully  logged  in 
31302658  06-NOV-09  02.22.48.723000000  AM  bmanning  Viewed  Page 
31302659  06-NOV-09  02.22.48.727000000  AM  bmanning  User  Activity  By  Community 
31302660  06-NOV-09  02.24.18.627000000  AM  bmanning  Viewed  Page 
31302661  06-NOV-09  02.24.18.630000000  AM  bmanning  User  Activity  By  Community 
31 302662  06-NOV-09  02.31 .49.642000000  AM  bmanning  Viewed  Page 
31 302663  06-NOV-09  02.31 .49.645000000  AM  bmanning  User  Activity  By  Community 
5128594  5  23-OCT-IO  01.00.00.000000000  AM  bmanning  Successfully  updated  their  account 
52283445  09-NOV-10  12.54.53.000000000  AM  bmanning  Successfully  updated  their  account 


TARGET 


Opensource.gov  Home 
213 

Homeland  Security 
760 

Homeland  Security 
760 


DATA  NAME 
HOSTJD 
INITIAL_LOGIN 
AGENCY 
SUBAGENCY 
HOST  ID 
HOSTJD 
HOSTJD 
HOSTJD 
HOSTJD 
HOSTJD 
HOSTJD 


DOD 

S2,  2BCT,  10th  Mountain  Division 
fbis-apps05 
fbis-apps05 
fbis-apps05 
fbis-apps05 
fbis-appsOS 
fbis-apps05 
fbis-appsOS 

Replace  attribute  Set  accountStatus  fr< 

Replace  attribute  Setae  "  ' 
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44  pages 
classified 

"CONFIDENTIAL” 
ordered  sealed  for  Reason  3 
Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 
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UNITED  STATES  OF  AMERICA 


) 

) 

) 

) 

) 

) 

) 

) 

) 


v. 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


STIPULATION  OF 
EXPECTED  TESTIMONY 


SSG  Peter  Bigelow 
H*_June  2013 


It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if  SSG 
Peter  Bigelow  were  present  to  testify  during  the  merits  and  pre-sentencing  phases  of  this  court- 
martial,  he  would  testify  substantially  as  follows: 

1 .  I  am  currently  the  Battalion  S4  NCOIC  for  the  782d  Brigade  Support  Battalion,  82d  Airborne 
Division,  Fort  Bragg,  North  Carolina.  I  recently  left  my  position  as  the  Supply  Sergeant  for  the 
2d  NATO  Signal  Battalion  in  Italy.  I  have  been  active  duty  Army  since  2004.  Prior  to  that,  I 
served  in  the  Army  National  Guard  from  1999  to  2000  and  the  Marine  Corps  from  1989  to  1993 
and  again  from  1996  to  1999. 

2.  I  know  PFC  Manning  because  he  came  to  work  for  me  in  the  supply  shop  after  leaving  the  S2 
shop  during  our  deployment  to  Contingency  Operating  Base  (COB)  Hammer,  Iraq.  He  left  the 
S2  shop  on  approximately  8  May  2010  and  joined  the  supply  room  the  following  day,  on 
approximately  9  May  2010.  At  that  time,  I  was  the  Headquarters  and  Headquarters  Company 
(HHC),  2d  Brigade  (BDE),  10th  Mountain  Division  Supply  Sergeant.  In  this  position,  I  was 
responsible  for  supporting  the  Brigade  and  also  handling  the  logistical  needs  for  the  Brigade 
Headquarters  Company  and  Staff  consisting  of  my  Company  Commander;  Executive  Officer; 
and  the  arms,  supply,  and  orderly  room  personnel.  In  the  supply  room,  PFC  Manning  would 
help  out  with  tasks,  such  as  moving  supplies,  photocopying,  or  running  messages  or  paperwork 
to  other  sections.  I  did  not  always  have  things  for  PFC  Manning  to  do,  so  he  typically  had 
several  hours  a  day  during  his  shift  where  he  did  nothing  but  read  a  book  or  surf  the  internet. 

3.  I  first  became  aware  of  the  investigation  and  misconduct  at  issue  in  these  proceedings  after 
getting  back  from  a  supply  run  to  Victory  Base  Complex  in  Iraq  on  27  May  2010.  Upon  my 
return,  I  was  told  to  get  PFC  Manning  because  CID  was  en  route  to  question  him.  That 
instruction  came  from  CPT  Lim,  the  2d  BDE  S2.  He  asked  me  to  stay  with  PFC  Manning  until 
CID  arrived.  After  I  dropped  my  gear,  I  went  immediately  to  the  Supply  Office,  got  PFC 
Manning,  and  requested  my  Armor  Sergeant  watch  him  until  otherwise  instructed. 

4.  CID  arrived  that  evening.  They  interviewed  me  regarding  leaked  material  and  PFC 
Manning’s  computer  usage.  I  advised  the  investigating  agents  that  PFC  Manning  had  had  access 
to  my  NIPR  and  personal  computer,  and  that,  while  I  did  not  know  if  PFC  Manning  had  used  my 
SIPR  machine,  I  had  seen  him  sitting  behind  it.  I  consented  to  a  CID  agent  taking  my  personal 
laptop.  The  CID  agent  also  collected  my  Government  NIPR  and  SIPR  hard  drives.  I  asked  that 
the  agent  to  take  only  the  hard  drives  from  the  Government  computers,  because,  after  CID’s 
investigation  of  the  S2  shop,  we  were  running  out  of  computer  terminals.  I  signed  my  personal 
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computer  and  the  supply  room  NIPR  and  SIPR  hard  drives  over  to  the  agent  on  an  evidence 
custody  form  that  she  supplied. 

5.  PFC  Manning  used  my  personal  computer  and  my  NIPR  computer.  I  let  him  use  my  personal 
computer  after  I  noticed  that  he  was  checking  his  personal  email  and  surfing  the  web  on  the 
government  computer.  At  no  point  did  I  ever  log  into  any  of  PFC  Manning’s  personal  accounts, 
such  as  Gmail,  Amazon  or  Charles  Schwab.  I  also  did  not  conduct  any  searches  on  cross¬ 
dressing  and  did  not  purchase  a  book  on  Amazon  called  “Facial  Feminization  Surgery  -  A  Guide 
for  the  Transgendered  Woman.”  I  did  not  know  what  the  Global  Address  List  (GAL)  was.  I 
never  searched  for  any  information  related  to  it,  nor  did  I  ever  download  or  take  any  actions  to 
otherwise  extract  it  or  information  related  to  it.  I  also  never  searched  for  information  relating  to 
“Julian  Assange,”  “Wikileaks,”  or  “vba  outlook  write  text  file.”  I  also  have  never  named  a 
folder  or  file  with  the  word  “blah,”  particularly  not  one  on  my  Government  NIPR  computer. 


CPT,  JA 

Assistant  Trial  Counsel 


MAJ,  JA 

Military  Defense  Counsel 


PFC,  USA 
Accused 
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STIPULATION  OF 
EXPECTED  TESTIMONY 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


SA  Alfred  Williamson 


/7  June  2013 
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It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if  SA 
Alfred  Williamson  were  present  to  testify  during  the  merits  and  pre-sentencing  phases  of  this 
court-martial,  he  would  testify  substantially  as  follows: 

1 .  I  began  working  for  the  Computer  Crimes  Investigation  Unit  (CCIU)  of  the  U.S.  Army 
Criminal  Investigation  Command  (CID)  in  2006.  I  am  currently  a  criminal  investigator  Special 
Agent  (SA).  In  2010  and  201 1, 1  was  a  digital  forensic  examiner  and  SA,  working  in  the  Digital 
Forensics  and  Research  Branch  of  CCIU.  SA  David  Shaver  was  my  supervisor.  Prior  to 
working  for  CCIU,  I  worked  as  a  computer  forensic  Special  Agent  for  the  Department  of 
Homeland  Security  from  2002  to  2006.  From  1992  to  2002, 1  served  as  a  police  officer  in  Texas. 

2.  I  have  attended  and  received  training  in  multiple  areas  related  computer  forensic  examination. 
This  training  includes  Treasury  Department  computer  forensic  courses  through  the  Federal  Law 
Enforcement  Training  Center,  nine  weeks  of  intermittent  training  in  A  Plus,  pre-computer 
evidence  response,  and  basic  computer  evidence  response  techniques.  For  my  work  with  CIIU,  I 
have  attended  additional  training  on  digital  media  collection  and  forensic  examination,  as  well  as 
computer  crime  scene  investigation,  from  the  Defense  Cyber  Investigations  Training  Academy 
(DCITA),  under  the  Defense  Cyber  Crime  Center  (DC3).  I  have  industry  certifications  from 
CompTIA  in  A  Plus,  Network  Plus,  and  Security  Plus.  Further,  I  am  a  Microsoft  certified 
specialist  in  Windows  Vista  and  a  certified  Ethical  Hacker.  I  have  obtained  all  three 
Department  of  Defense  forensic  examination  certifications  in  digital  media  collection,  digital 
examination,  and  computer  crimes  investigations.  I  am  also  a  certified  EnCase  Examiner 
through  Guidance  Software,  the  makers  of  the  EnCase  forensic  tool.  Finally,  I  have  GIAC 
certifications  in  forensic  examination  and  analysis,  as  well  as  security. 

3.  As  part  of  this  case,  I  conducted  a  forensic  examination  of  Prosecution  Exhibit  (PE)  11,  a 
U.S.  government  NIPRNET  computer  collected  from  the  supply  annex  on  FOB  Hammer,  Iraq. 
The  IP  address  of  this  computer  was  144.107.17.19.  Specifically,  I  examined  the  verified-by- 
hash  forensic  image  obtained  by  SA  Calder  Robertson  from  the  hard  drive  of  this  computer.  The 
original  forensic  laboratory  examination  request  came  from  one  of  the  CID  agents  in  Iraq,  SA 
Toni  Graham.  Initial  examination  of  the  forensic  image  revealed  that  it  contained  the  Windows 
XP  operating  system  and  the  computer  was  set  to  Baghdad  time  (GMT  +3:00).  Before 
beginning  my  examination  of  the  forensic  image,  I  performed  a  standard  virus  scan  on  this 
computer  and  confirmed  that  it  had  no  malicious  files. 
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4.  I  used  the  EnCase  forensic  software  tool  to  conduct  my  examination.  This  software  is 
commonly  used  by  forensic  examiners.  It  verifies  the  hash  value  of  the  evidence  being  examined 
so  that  the  examiner  can  be  sure  he  is  analyzing  an  exact  duplicate  of  the  originally  collected 
evidence.  A  hash  value  is  a  unique  identifier  for  a  piece  of  electronic  information  that  is  made 
up  of  a  series  of  numbers  and  letters.  I  have  used  EnCase  software  extensively.  I  encountered 
no  errors  during  my  examination.  Overall,  my  forensic  examination  identified  four  main  things 
of  note.  I  will  address  each  finding  in  turn. 

5.  The  supply  annex  NIPRNET  computer  was  not  configured  for  Common  Access  Card  (CAC) 
login,  as  the  “scforceoption”  value  was  not  present.  Instead,  a  username  and  password  were 
required  to  logon.  On  login  to  the  computer  by  a  user,  the  computer  was  set  to  display  a 
Department  of  Defense  warning  banner  and  legal  notice.  The  notice  read: 

**  ATTENTION!**  This  is  a  DOD  computer  system.  Before 
processing  classified  information,  check  the  security  accreditation 
level  of  this  system.  Do  not  process,  store,  or  transmit  information 
classified  above  the  accreditation  level  of  this  system.  This 
computer  system,  including  all  related  equipment,  networks  and 
network  devices  (includes  Internet  access)  are  provided  only  for 
authorized  U.S.  Government  use.  DOD  computer  systems  may  be 
monitored  for  all  lawful  purposes,  including  ensuring  that  use 
authorized,  for  management  of  the  system,  to  facilitate  protection 
against  unauthorized  access  and  to  verify  security  procedures, 
survivability,  and  operational  security.  Monitoring  includes,  but  is 
not  limited  to,  active  attacks  by  authorized  DOD  entities  to  test  or 
verify  the  security  of  this  system.  During  monitoring,  information 
may  be  examined,  recorded,  copied,  and  used  for  authorized 
purposes.  All  information,  including  personal  information,  placed 
on  or  sent  over  this  system  may  be  monitored.  Use  of  this  DOD 
computer  system,  authorized  or  unauthorized,  constitutes  consent 
to  monitoring.  Unauthorized  use  of  this  DOD  computer  system 
may  subject  you  to  criminal  prosecution.  Evidence  of 
unauthorized  use  collected  during  monitoring  may  be  used  for 
administrative,  criminal,  or  other  adverse  action.  **Use  of  this 
system  constitutes  consent  to  monitoring  for  all  lawful  purposes.** 

The  DoD  warning  banner  and  legal  notice  did  not  explicitly  prohibit  the  downloading  of  email 
addresses.  I  am  not  aware  of  any  restriction  or  guidance  that  precludes  one  from  downloading 
email  addresses  from  Outlook. 

6.  The  supply  annex  NIPRNET  computer  had  a  “bradley. manning”  user  account.  This  account 
was  not  created  until  21  May  2010.  My  examination  revealed  that  the  user  of  the 
bradley.manning  user  account  visited  the  website  http://news.google.com  and  searched  for 
“wikileaks”  on  21  May  2010.  The  bradley.manning  user  account  visited  websites  related  to  non¬ 
judicial  punishment  under  Article  15  on  21  May  2010.  The  bradley.manning  user  account  also 
visited  several  websites  owned  by  Google  in  order  to  gain  access  to  a  Gmail  email  account,  also 
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on  21  May  2010.  I  also  looked  at  the  Microsoft  Outlook  nickname  file  under  the 
bradley.manning  user  account.  The  nickname  list  or  file  is  automatically  generated  when  a  user 
sends  an  email  with  Microsoft  Outlook.  This  nickname  file  revealed  two  email  addresses 
associated  with  Mr.  Adrian  Lamo.  When  I  examined  the  Recycle  Bin  of  the  bradley.manning 
user  account,  I  found  a  text  file  that  contained  the  contents  of  a  PGP -encrypted  email 
communication  between  PFC  Manning  and  Mr.  Adrian  Lamo.  The  text  file  was  named  “Second 
Attempt”.  This  “Second  Attempt”  text  file  was  initially  located  under  “My  Documents”,  but  was 
later  moved  by  the  user  to  the  Recycle  Bin. 

7.  Other  than  the  items  just  described,  I  initially  found  very  little  of  investigative  interest  under 
the  bradley.manning  user  account.  I  later  went  back  and  examined  the  entire  computer, 
including  the  other  user  accounts  present  on  the  computer,  when  Mr.  Mark  Johnson  found 
references  to  the  United  States  Forces-Iraq  Global  Address  List  (GAL)  during  his  examination  of 
PFC  Manning’s  personal  computer,  including  extracts  of  what  appeared  to  be  a  Microsoft 
Exchange  GAL  with  thousands  of  email  addresses.  Accordingly,  I  went  back  and  examined  the 
entire  computer,  including  the  “peter.bigelow”  user  account. 

8.  When  I  looked  at  the  supply  annex  NIPRNET  again,  it  appeared  to  me  that  PFC  Manning  or 
someone  with  access  to  his  personal  accounts  was  operating  the  computer  under  the  user  account 
peter.bigelow.  I  say  this  for  several  reasons. 

9.  First,  examination  of  the  “My  Documents”  folder  under  the  peter.bigelow  user  account 
revealed  a  large  text  file  that  appeared  to  be  an  extract  of  a  Microsoft  Exchange  GAL.  The  text 
file  was  named  “blah.txt”.  “Blah”  is  a  naming  convention  that  was  used  by  PFC  Manning  for 
files  on  his  personal  computer  and  his  SIPRNET  computer. 

10.  Second,  I  found  five  files  related  to  the  GAL  in  the  Recycle  Bin  of  the  peter.bigelow  user 
account — two  text  files  named  “blah.txt”,  two  “.zip”  archives  named  “blah.zip”  (each  containing 
a  text  file  named  “blah.txt”),  and  a  text  file  named  “tmp.txt”.  All  of  these  files  found  in  the 
Recycle  Bin  appeared  to  have  been  created  and  deleted  on  13  May  2010,  and  in  between  creating 
and  deleting  these  files,  the  user  of  the  peter.bigelow  account  also  viewed  the  bradley.e.manning 
Gmail  account  inbox.  All  of  these  files,  text  files  and  .zip  archives,  contained  extracts  of  what 
appeared  to  be  a  Microsoft  Exchange  GAL  similar  to  the  content  of  the  text  file  found  under  the 
“My  Documents”  folder.  I  was  not  surprised  to  find  various  files,  because  given  the  huge 
amount  of  data  a  Global  Address  List  contains,  it  would  be  easier  to  manage  fragments  rather 
than  a  whole  intact  file. 

1 1.  As  stated  before,  I  found  two  large  text  files  named  “blah.txt”  contained  within  the  “.zip” 
archives  in  the  Recycle  Bin  of  the  peter.bigelow  user  account.  The  two  text  files  are  different. 
One  contains  approximately  74,000  Exchange-formatted  email  addresses  (emails  text  file),  and 
the  other  contains  the  units,  ranks,  and  sections  of  personnel  that  correspond  with  the  email 
addresses  (names  text  file).  PE  47  for  ID  is  a  CD  containing  the  names  text  file.  If  fully 
printed,  this  text  file  would  be  1,386  pages.  PEWVfor  ID  is  a  twenty-page  excerpt  from  the 
names  text  file.  PE  48  for  ID  is  a  CD  containing  the  emails  text  file.  If  fully  printed,  this  text 
file  would  also  be  1,386  pages.  PE  Vtftjor  ID  is  a  twenty-page  excerpt  from  the  emails  text  file. 

I  did  not  contact  any  individual  who  could  have  given  me  the  actual  Iraq  GAL,  nor  did  I  compare 
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the  data  in  the  files  recovered  from  the  above  files  with  the  actual  Iraq  GAL.  I  did  not  attempt  to 
communicate  with  any  of  the  email  addresses  located  in  the  above  files  and  am  unaware  whether 
the  listed  emails  were  functioning. 

12.  Third,  someone  using  the  peter.bigelow  account  also  searched  for  “wikileaks”  and  “julian 
assange”. 

13.  Fourth,  the  Recycle  Bin  of  the  peter.bigelow  user  account  contained  a  PDF  of  military 
documents  pertaining  to  PFC  Manning  named  “tmp.pdf ’. 

14.  Finally,  the  Internet  history  for  the  peter.bigelow  user  account  contained  web  pages 
displaying  the  logged-in  user  as  PFC  Manning.  Specifically,  in  the  “index.dat”  file,  I  observed 
logins  to  PFC  Manning’s  Army  Knowledge  Online  (AKO)  email  account,  as  well  as  logins  to  the 
bradley.e.manning  Gmail  account.  “Index.dat”  is  a  file  used  by  Windows  to  record  website  and 
local  files  accessed  by  a  user  to  help  speed  up  the  loading  of  pages  in  Microsoft  Internet  Explorer 
and  Windows  Explorer.  I  also  found  several  temporary  internet  files  that  were  Amazon.com 
webpages.  One  of  the  pages  displayed  PFC  Manning’s  name  and  address  in  the  “Shipping  to” 
and  “Billing”  sections.  There  was  no  evidence  in  the  “index.dat”  file  that  a  user  of  the 
peter.bigelow  account  visited  the  Twitter  or  WikiLeaks  websites,  nor  did  I  find  any  evidence  that 
the  user  visited  anti-American  or  extremist  websites.  My  forensic  examinations  produced  no 
evidence  of  a  Wikileaks  Most  Wanted  list  or  any  suspicious  financial  transactions.  I  found  no 
references  to  Jason  Katz  during  my  investigation. 

1 5.  With  regards  to  the  Global  Address  List  information,  I  also  found  evidence  that  the  user  of 
the  peter.bigelow  user  account  had  searched  for  information  on  the  internet  relating  to  the  global 
address  list.  Specifically,  in  the  temporary  internet  files,  I  found  a  Google  search  page  with 
results  for  searching  “global  address  list  Microsoft  excel  macro”.  This  search  occurred  on  1 1 
May  2010.  A  Microsoft  Excel  macro  is  a  computer  program  used  within  Microsoft  Excel  to 
automate  common  procedures  within  Microsoft  Excel.  PE  \4^  for  ID  is  a  printout  of  the  search 
page  from  this  computer  showing  the  Google  results  that  I  was  able  to  recover  from  the  computer 
in  the  temporary  internet  files.  PE for  ID  is  a  search  page  showing  Google  results  for  a 
search  for  “global  address  list  macro  outlook”.  This  search  also  occurred  on  1 1  May  2010  and 
this  webpage  was  recovered  from  the  temporary  internet  files  as  well.  A  Microsoft  Outlook 
Macro  is  similar  to  the  description  above  for  a  Microsoft  Excel  Macro,  but  for  Microsoft  Office. 
PEtJlpfor  ID  is  a  Google  search  page  with  results  from  a  search  for  “vba  outlook  write  text  file”. 
This  search  occurred  on  13  May  2010.  “VBA”  is  short  for  “Visual  Basic  for  Applications.”  This 
Google  search  provided  links  to  instructions  on  how  to  computer  program  in  Visual  Basic,  a 
common  programming  language  for  Microsoft  Office  products,  that  can  be  used  to  export 
information  from  Outlook  to  a  “.txt”  file,  although  emails  can  also  be  saved  by  clicking  on  “save 
as”  in  Outlook  and  selecting  “.txt”  file  type.  Temporary  internet  files  is  a  folder  in  the  Windows 
operating  system  used  to  cache  or  store  websites  visited  by  the  user  through  Internet  Explorer  or 
other  web  browsers.  The  storing  or  caching  of  these  webpages  allows  these  websites  to  load 
more  quickly  the  next  time  they  are  visited  by  the  user.  They  are  also  used  typically  by  forensic 
examiners  to  determine  what  webpages  a  user  previously  accessed. 
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Show  search  tools 


global  address  list  microsoft  excel  macro  ;Search|  SafeSearch  s,nct 


About  153,000  results  (0.28  seconds)  Advanced  search 

Looking  Up  Names  In  A  Global  Address  Book.-  Excel  Help  &  Excel 

14  May  2008  ...  GIVE  YOURSELF  OR  YOUR  COMPANY  FREE  24/7  MICROSOFT 
EXCEL  SUPPORT  &  QUESTIONS  FOR  LIFE  ...  AddressLists("Global  Address  List") 
Set  M  =  olApp. ... 

www.ozgrid.com  > ...  >  HELP  FORUMS  >  Excel  and/or  Email  Help  -  Cached 

Global  Address  List  Lookup  From  Within  Workbook  -  Microsoft  Excel  ...  -  8  Sep 

2007 

outlook  global  address  list  in  listbox  -  Excel  Help  &  Excel  Macro  Help  -  20  Apr 

2006 

Open  Outlook  &  Global  Address  Book  -  Microsoft  Excel®  Training  ...  -  1  Sep  2005 
Address  Book  in  a  List/Combobox  -  Microsoft  Excel®  Training.  Excel ...  -  3  Aug 

2004 

More  results  from  ozgrid.com  » 

VBA  Express  :  Excel  -  Extract  Email  Data  From  Outlook  Global^ 

Dumping  the  GAL  to  Excel  provides  an  list  in  a  form  that  can  be  easily  searched  or ... 
While  in  the  VBE,  choose  Tools  -  References  and  put  a  check  in  Microsoft  CDO  ...  Run 
the  macro  by  going  to  Tools-Macro-Macros  and  double-click  GetGAL  ... 

www.vbaexpress.com/kb/getarticle. php?kb_id=222  -  Cached  -  Similar 

Free  excel  macro  pull  global  address  book  Download  -  excel 

macro  ... 

Related  searches:  download  global  address  book  excel  macro  ping  ip  address  .... 
ExcelReport  is  a  report  generator  for  Microsoft  excel  that  uses  Microsoft ... 
software.informer.com/getfree-excel-macro-pull-global-address-book/  -  Cached 

How  to  record  a  macro  using  relative  cell  references  in  Excel 

In  Macro  Name  list,  click  the  name  of  the  macro  that  you  recorded, ...  For  more 
information  about  recording  macros,  click  Microsoft  Excel  Help  on  the  Help  ... 
support.mlcrosoft.com/kb/21 3740  -  Cached  -  Similar 

Converting  Addresses 

cc:Mail  distribution  lists,  Microsoft  Exchange  Server  GAL,  Excel  Macro  for  Migration  of 
ccMail  Distribution  Lists.  cc:Mail  directory  and  address  lists  ... 

www.slipstick.com/config/convaddr.htm  -  Cached  -  Similar 

Answer  Box:  Send  e-mail  messages  to  a  group  using  mail  merge  in  ... 

You  definitely  can  use  your  Microsoft  Outlook  Express  Address  Book  as  ...  Workaround 
To  solve  this  problem  by  using  macros,  see  WD2002:  Text  Form  ....  merged  e-mail 
messages  to  recipients  in  your  Outlook  Global  Address  Book  ...  Use  an  existing  list 
Click  this  option  if  you  already  have  a  data  file,  such  as  an  Excel  ... 
office.microsoft.com  > ...  >  Answer  Box  -  Cached  -  Similar 


Microsoft  Excel:  Extracting  Global  Address  List  (GAL)  -  excel ... 
Microsoft  Excel:  Extracting  Global  Address  List  (GAL) ...  cols  in  order:  a,c,d,b,e,f  It 
does  need  to  be  a  macro,  as  opposed  to  manually  doing  a  custom  list.  ... 
excel  itags.org/microsoft-excel/169389/  -  Cached 
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Thread  VBA  Code  Needed  for  Extracting  Contacts  list  in  Global ... 

9  posts  -  4  authors 

Hi,  Can  Anyone  help  me  to  extract  the  contact  list  from  global  address  list  of  the  ...  such 
Information  through  VBA  code  which  can  be  written  in  Microsoft  outlook. ...  This  macro 
will  export  the  contents  of  all  items  in  the  GAL  with  the  ... 
boardreader.com/.. ./VBA_Code_Needed_for_Extracting_ContactsJqtaXe66j.html  - 
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Cached  -  Similar 

[SOI  VED]  Read  details  from  Global  Address  Book  in  Outlook  into  ... 

6  posts  -  2  authors 

MS  Office  Version: Microsoft  Office  Excel  2003.  Posts:  130  ...  AddressLists("Global 
Address  List")  For  Each  AddressEntries  In  myAddressList.AddressEntries  i  =  i  +  1  Debug. 
...  If  I  run  my  macro  will  it  only  list  names,  nothing  more.  ... 

www.excelforum.com/excel  .../715057-read-details-from-global-address-book-in- 
outlook-into-excel.html  -  Cached 


Microsoft  Access  tutorials  -  Export  Exchange  Global  Address  List 

Export  Exchange  Global  Address  List  to  Access  ...  For  example,  it  can  enclose  a 
macro  to  a  command  button  in  a  form,  so  the  macro  is  executed  when  clicking  in  .... 
Microsoft  Excel(113)  •  Microsoft  Word(86)  ■  Microsoft  Power  Point(IIO) ... 
tutorial-index.com  >  ...  >  Importing  and  Exporting  -  Cached  -  Similar 


Searches  related  to  global  address  list  microsoft  excel  macro 

vba  global  address  list 

modify  global  address  list 


123456789  10  Next 


global  address  list  microsoft  excel  macro  Search  j 

Search  within  results  Search  Help 
Give  us  feedback 

Google  Home  Advertising  Programs  Business  Solutions  Privacy  About  Google 
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Web  History  |  Search  settings  I  Sioiun 


Google 


Everything 

More 

Show  search  tools 


global  address  list  macro  outlook  ^Search  |  Sa,eSearcf1  s,ricl  T 

About  1 74,000  results  (0.32  seconds)  Advanced  search 

VBA  Express  :  Excel  -  Extract  Email  Data  From  Outlook  Global ... 

Extract  Email  Data  From  Outlook  Global  Address  List  -  GAL  Extracts  the  detailed  ... 
Run  the  macro  by  going  to  Tools-Macro-Macros  and  double-click  GetGAL  ... 

www  vbaexpress.com/kb/getarticle.php?kbJd=222  -  Cached  -  Similar 

[SOLVED]  Read  details  from  Global  Address  Book  in  Outlook  into..x» 

6  posts  -  2  authors 

AddressLIst  Set  outApp  =  CreateObject("Outlook.Application")  Set  outNS  =  outApp. 
GetNamespaceCMAPI")  Set  myAddressList  =  outNS.Session.AddressLists("Global  ... 
www.excelforum.com/ .../715057-read-details-from-global-address-book-in-outlook-into- 
excel.html  -  Cached 

Outlook  Macro  to  get  Exchange  Info  from  Mail,  help.  FAQ,  forums  ... 

13  Apr  2010  ...  Hi,  I’m  working  on  a  macro  in  Outlook  2003  SP3  that,  when  started, ... 
You  can  get  the  Exchange  Global  Address  List  as  a  member  of  the  ... 
usgeneration-nt.com/outlook-macro-  get-exchange-info-mail-help-  197240591.html 

Outlook  -  New  Message  with  Completed  From  Field  I  Amset.info 

Creating  Macros  in  Outlook  is  very  easy.  Choose  Tools,  Macro,  Macros,  ...  is  visible 
in  the  Global  Address  List  OR  is  in  the  user's  personal  contacts.  ... 
www.amset  info/outlook/newmessagemacro.asp  -  Similar 

outlook  global  address  list  in  listbox  -  Excel  Help  &  Excel  Macro  Help 

20  Apr  2006  ...  I’m  looking  to  import  names  from  my  outlook  global  address  list,  into  a 
list  or ...  ALWAYS  run  an  up-to-date  vims  scan  and  disable  macros.  ... 

www.ozgrid.com  >  ...  >  Excel  and/or  Email  Help  -  Cached  -  Similar 
Looking  Up  Names  In  A  Global  Address  Book  -  14  May  2008 
Opening  Outlook  Address  Book  -  16  Aug  2006 

Open  Outlook  &  Global  Address  Book  -  Microsoft  Excel®  Training  ...  -  1  Sep  2005 
import  outlook  contact  objects  from  aioabal  address  list  to  ...  - 16  May  2005 
More  results  from  ozgrid.com  » 

Converting  Addresses 

Netscape  4/6/7;  Thunderbird;  Exchange  GAL;  Outlook  contacts;  ....  cc:Mail  distribution 
lists,  Microsoft  Exchange  Server  GAL,  Excel  Macro  for  Migration  of ... 
www.slipstick.com/config/convaddr.htm  -  Cached  -  Similar 

Accessing  Global  Address  List  details  with  VBA  -  The  Code  Cage 

Forums 

11  Feb  2010  ...  Outlook  Macro's  &  VBA>Accessing  Global  Address  List  details  with 
VBA  ...  name  in  the  Global  Address  List.  The  purpose  is  to  retrieve  a  few  ... 
www.thecodecage.com/.  /outlook-macros . .  71 7869 1  -accessing-global  -address-list- 
details-visual-basic-applications.html  -  Cached  -  Similar 
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OL2000  How  to  Assign  a  Macro  to  a  Shortcut  Key  (Q252427) . XCLN  How  to  Use  the 

Outlook  LDAP  Service  to  View  the  Global  Address  List  (Q245830)  ... 
www.kayodeok.btintemet.co.uk/,. 7kbofficeoutlookhowto.htm  -  Cached  -  Similar 
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"Global  Address  List")  Application.  ... 
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vba  outlook  write  text  file  (Search  |  SafcSearch  slrict T 

About  231 ,000  results  (0.26  seconds)  Advanced  search 

VBA  create  txt  file  and  field  lengths  -  Excel  Help  &  Excel  Macro  help. 

26  Apr  2006  ...  Count '  Write  current  cell's  text  to  file  with  quotation  marks. ...  Outlook 

RSS  Feed  Discussions,  Optimizing  VBA  Code,  PowerPoint  RSS  Feed  ... 

www.ozgrid.com  >  ...  >  HELP  FORUMS  >  EXCEL  HELP  -  Cached  -  Similar 
Write  Array  To  Text  File  On  Single  Lina  -  14  Apr  2008 
Manipulate  text  file  using  VBA  -  1 5  Jul  2006 
fSolvedl  VBA:  write  a  line  from  Excel  to  a  text  file  -  6  Oct  2003 
VBA:  Writing  to  disk  -  3  Aug  2003 
More  results  from  ozgrid.com  » 

Writing  email  messages  to  flat  files  in  Outlook  with  VBA  -  StacK  ... 

OpenTextFile("C:\Outputfile.txt",  ForAppending,  True)  ts.Write(objMail,  ...  Browse  other 

questions  tagged  outlook  vba  flat-file  email  or  ask  your  own  ... 

stackoverflow.com/..  /writing-email-messages-to-flat-files-in-outlook-with-vba  - 

Cached  -  Similar 

Writing  VBA  code  for  Microsoft  Outlook 

Among  the  useful  procedures  that  you  can  write  with  Outlook  VBA  are:  ....  for  text  file 

manipulation;  How  to  Send  a  Range  of  Cells  Using  VBA  —  using  the  ... 

www.outlookcode.com/artide.aspx7iDM0  -  Cached 


59,  VBS,  VBA,  Importing  Contacts  from  a  Text  File  into  Outlook.  Updated  ...  The 
TypeText  method  is  used  to  write  data  to  the  letters.  ... 
www.helenfeddema.com/CodeSamples.htm  -  Cached  -  Similar 

Outlook  Tips-  Using  VBA  to  Manage  Your  Outlook  Email  Attachments 

Outlook  VBA  code  can  be  distributed  using  COM  Add-ins  but  this  is  beyond  the  .....  You 

can  download  a  text  file  that  can  be  imported  into  your  host  program  ... 
www.fontstuff.com/outlook/oltut01  .htm  -  Cached  -  Similar 

Outlook  VBA  brings  up  addin  error,  help.  FAQ,  forums,  question l— 

7  May  2010  ...  Outlook  VBA  brings  up  addin  error :  I  know  that  it  is  bad  form  to  post  a 
question  ...  TXT  file  on  the  desktop.  It  runs  OK  on  my  Outlook  2003,  but  when  run  on 
my  ...  'write  the  unsubs  to  text  file  ObjFile.WriteLine  obj. ... 
us.generation-nt.com/outlook-vba-brings-up-addin-error-help-51868212.html 
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www.freelancer.com/. .  /outlook- vba-mailitem-text-file-body. html  -  Cached 

Saving  Outlook  Email  As  Text  File  Extract  in  Programming -VBA 

3  posts  -  2  authors  -  Last  post.  6  May 
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extracted  to  a  directory  as  a  text  file  and  then  the  Outlook  ... 
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Falconer,  Thomas  MIU  SFC  JASG-C  50TH 
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Faley,  Blake  D  PFC  10TH  CSH 
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Falk,  Michael  E  1LT  6-8  CAV  A-TRP  Platoon  Leader 
Falk,  Michael  J  LTC  3D  ESC  CALL  USA 
Falkenstein,  Timothy  CTR  MRAP  BALAD 

Falkowski,  Michael  TSgt  732  ECES  DET  10  Vehicle  Maint  Craftsman 

Fallacaro,  Michael  SGT  2-14 IN  PSYOP  Team 

Fallaria,  Ray  C  MAJ  JCCI  Iraq  Contracting  Operations 

Fallen,  Claxton  T  CPT  USA  51st  ESB  B  CO  Commander 

Fallen,  John  W  Jr  MNSTC-I  J-4 

Fallin,  Carl  A  SGT  MNF-I  25ID  SYSTEM  SUPPORT  SYSTEM  SPEC. 

Fallon-Nebia,  Veronica  L.  PFC  1HBCT  3ID  BDE  S-l  AWARDS  CLERK 

Fallos,  Wesley  SGT  362  PSYOP  Assistant  Team  Leader 

Falls,  James  CPT  54/6  MiTT  4/2SBCT 

Falls,  Jamie  R  SGT  HHC  56  SBCT  Human  Resources 

Falmngar,  Francis  SSG  60th  ORD  CO  Section  Chief 

Falsario,  Eugene  SFC  421st  MMB 

Falsken,  Michael  R  SFC  TF  49  S2  Senior  Intelligence  Analyst 
Faltine,  Veronica  N  PFC  Finance  CVS  Clerk 
Falting,  David  SGT  101  ENG  BN  2nd  PLT  SQD  LDR 
Faltriguera,  Justeen  D  PFC  536th  MC  TMDE  Technician 
Faltynek,  Dusan  LTC  CZR  NTMI  NATO 
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Falvo,  Michael  A  SSgt  MNFO  CPIC  AFN 
Falwell,  Jason  S  SGT  MNF-I  15  BSB  TEAM  CHIEF 
Falzalore,  Frank  EOD  E-6 

Fambro,  Rick  CIV  MNC-I  TF  TROY  JCCS-1  OEM  FSR 
Famiglietti,  David  TSgt  MNF-I  557ERHS  HEAVY  CARGO 
Faminu,  Oluyomi  T  CAPT  MNFI  CJ3  EFC 
Fancher,  Jennifer  M  GS13  402nd  AFSB  Equipment  Spec 
Fancher,  John  PFC  HHT  5-7CAV  SI  Clerk 
Fancher,  William  E  MSG  MNC-I  41st  FB  EOD 
Fanella,  Kathleen  M  SGT 

Fanene,  Sefo  J  SSG  F  CO  949  BSB  Squad  Leader 

Fang,  Grecher  J  SPC  l-161st  INF  BN  Tank  Mechanic  USA 

Fanga,  Samira  D  CIV  MSC  146  ESB  Interpreter 

Fankhauser,  Ronnie  L  CW2  287  SB  LTAT  Team  Leader 

Fann,  Darrell  D  MSG  MNF-I  3-10  GSAB  Airfield  Manager 

Fann,  Kevin  SPC  41st  I  BCT  Supply  Clerk 

Fannaly,  Michael  H  SSGT  MNF-I  557  ERHS  CANTONMENTS 

Fannan,  Gabriel  H  SGT  B  1-114  IN  Supply  Sergeant 

Fannin,  Shawn  D  SPC  404  BSB  Maitenance  NCOIC 

Fanning,  Chenaque  S  SFC  MNC-I  TF  ODIN  INTEL  ANALYST 

Fanning,  Marylisa  2LT  TF  115  MED  Wire  Med 

Fanning,  Michael  J  CPL  Medic  B  Co  949  BSB 

Fant,  Charles  B  SPC  USA  3-159th  ARB  Crew  Chief 

Fantauizzi,  Jose  R  SSG  1AD  2 BCT  HHC  2-6  IN  BN  SQD  LDR 

Fantroy,  Ervin  1SG  C  CO  1SG 

Fantroy,  Nicole  R  SGT  MNC-I  EOD  PBO  NCOIC 

Fanucchi,  Clinton  R  SPC  USA  MND-C  445th  CA  BN  MAINT 

Faoa,  Theresa  P  SPC  MNF-I  25th  STB  HR  SPCLIST 

Fappiano,  Francis  T  Capt  MNF-I  DCS  R&S  DESC  LNO 

Farabaugh,  Steven  D  CW2  2-4  GSAB  Pilot  in  Command 

Farag,  Nabil  F  CIV  MAG  Cell  Translator 

Faragalla,  Fady  SPC  B  CO  DSTB  1CD  HUMINT  Collector 

Faragalla,  Samir  Civ  MNFI 

Faraj,  Salam  CTR  IRQ  CPP 

Farber,  Ian  E  SPC  A  Co  4-4  ARB  Crew  Chief 

Fardette,  Erik  SGT  MND-B  DSTB  211th  MPAD  Broadcast  Journalist 

Fare,  Mark  J  SSG  27  BSB  BMSO  Ncoic 

Farese,  Jennifer  L  2LT  E  Co  2-4  GSAB  PLT  LDR 

Fargo,  Adam  D  SGT  MSC  91  MP  BN  PSNCO 

Farhan,  Louai  K  CIV  2-113  INF  BN 

Farias,  Joshua  R  SPC  l-161st  INF  TC 

Farias,  Shawn  A  SPC  Air  Traffic  Controller 

Farin,  Antonio  CIV  MNF-I  EODT 

Farina,  Amber  E  CIV  ORA  Analyst 

Farina,  Andrew  G  CPT  2-25  1-27  BN  B  Company  Commander 

Farina,  Charles  CIV  MNC-I  FSR 

Faris,  Seth  E.  HHT  5-7CAV  Supply  NCOIC 

Faris,  Thomas  SPC  101  EN  BN  Si  Human  Resources  SPC 

Farish,  James  I  SSG  67th  MP 

Farkas,  Jerod  1LT  3BCT82AB  BSB 

Farley,  Eric  M  SPC  MNF-I  353  TC 

Farley,  Gary  E  MAJ  IGFC  MiTT  G6  Ops  Advisor 
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Farley,  Ian  S  SGT  MNF-I  E  CO  40TH  ESB 
Farley,  Jacob  L  SPC  MNSTC-I  J-4 

Farley,  James  M.  SSG  USD-C  G2  Fusion  NCOIC/EPEIC  NCOIC 
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FARLEY,  MICHAEL  E.  SPC  ECO  1/244  MAINT 
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Farley,  Samuel  B  SPC  1AD  2BCT  HHC  1-35  AR  Supply  Clerk 

Farley,  Scott  M  CPT  52_AA  Maintenance  Platoon  Leader 
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Farley,  Stanley  J.  SFC  USD-C  G1  EMB  NCOIC 

Farlow,  Rhodney  SSG  MIU  WashingtonLZ  USAF 

Farlow,  Thomas  T.  SSG  USA  TF449  HHC  S-l  HR  NCO 

Farmer,  Christopher  A  SPC  3-4  64  BSB  CL  IV  Specialist 

Farmer,  Franklin  T  PFC  A  Co,  146th  ESB 

Farmer,  James  D  PFC  MNC-I  511th  MP  Commo 

Farmer,  Jeffrey  A  CPT  MNC-I  732  ECES  FED  4 

Farmer,  Jeffrey  A  SSG  MNC-I  6-17  CAV  TOC  NCO 

Farmer,  Joshua  C  SPC  1038th  HCC  Supply 

Farmer,  Kevin  S  MNC-I  JFC  MND-B  NCOIC 

Farmer,  Michael  R  SSG  949  BSB 

Farmer,  Robert  C  SSG  2-4  GSAB  Standardization  Instructor 

Farmer,  Robert  S  CW3  HQ  3-4  AVN  REGT 

Farmer,  Shane  R  PFC  MNC-I  319th  MI  Mechanic 

Farmer,  Spencer  1LT  MND-B  DSTB  E/3-4  ADA  PL 

Farmer,  Terry  C  PFC  MNC-I  515  ENG 

Farmer,  Todd  E  LTC  2-64 1st  AVN  Commander 

Farmer-Scott ,  Kimberly  A  SSG  MNC-I  345  CSH  Dental  NCOIC 

Farming,  Steven  A  402AFSB  Tech  Support 

Fames,  Kyle  J  SGT  3-4  HHT  Technical  Inspector 

Farnsworth,  Daniel  A  E-6  MNF-I  HHC  319th  MI  BN 

Farnsworth,  Elwin  L  SFC  1-161  INF  Squad  Leader  USA 

Farnsworth,  Nathan  W  IS2  MNSTC-I  INTELTT 

Farnsworth,  Todd  R  SPC  583  MP  DET  PATROL 

Faron,  John  D  LTC  BN  Commander  327th  MP  BN 

Farooqi,  Moniem  MNC-I  10th  SFG  CIV 

Farquharson,  Janice  WOl  1AD  2  BCT  47th  FSB  SSA  OIC 
Farr,  Edward  CIV  JIDC  Interrogator 

Farr,  Jeffrey  E  SGT  AVIM  TRP  4/3  ACR  Avionics  PC  NCOIC 

Farr,  Jessica  E  SPC  HHT  4/3  ACR  S-4  Clerk 

Farr,  Jonathan  SSGT  887th 

Farr,  Paul  W  SSG  MNC-I  56  IBCT  S9  NCOIC 

Farr,  Prolynn  D  SPC  MNF-I  64th  MED  DET  (VS) 

Farrag,  Mohamed  CTR  MNSTC-I  MODAT 

Farrant,  Mark  J  CIV  GBR  MNSTC-I  CMD  GRP 

Farrar,  Adam  TF  RAPTOR 

Farrar,  Albert  T  SFC  10  CSH  OR  NCOIC 

Farrar,  Christopher  T  SGT  MNF-I  l-124th  CAV 

Farrar,  Clinton  W  SPC  USA  MIAEB  S-6  USA 

Farrar,  David  R  CPT  MNC-I  54th  EN  BN,  IAP  Cell  OIC 

Farrar,  Eric  J  SSG  3-4  64  BSB  Missle  NCOIC 

Farrar,  Lance  A  SFC  126  AA  Maintenance  Platoon  NCOIC 

Farrar,  Oretia  SGT  MNC-I  589th  BSB  Supply  NCOIC 
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Farray,  Marcus  D  SPC  52_AA  Crew  Chief 
Farrell,  Aileen  1LT  4BSTB  Adjutant 
Farrell,  Brendan  1LT  MNC-I  51ST  ESB  PLT  LDR 
FARRELL,  BRIAN  C.  CW4  C  CO  1/244TH  AHB  INSTR  PILOT 
Farrell,  Jenna  PFC  91st  MP  BN  Administrator 
Farrell,  Julie  A  CTR  MNF-I  BISA 

Farrell,  Kenneth  F  SFC  MNF-I  TF  ODIN  III  Mission  Analyst 

Farrell,  Martin  J  Specialist  TF  115  Medical  Equip  Rep 

Farrell,  Matthew  B.  2LT  1HBCT  3ID  BDE  OFFICER 

Farrell,  Michael  L  SrA  USAF  532nd  ESFS  NECP  DESK  SGT  USA 

Farrell,  Michael  M  MAJ  OIC  DSE-I 

Farrell,  Reginald  SPC  69th  SIG  CO  ISP  /  OSP 

Farrell,  Robert  R  SSG  MNFI  SCID 

Farrell,  Sheila  R  SFC  JASG-C  50TH 

Farrell,  Sholomi  SRA  887  ESFS 

Farrell,  Terri  LTC 

Farren,  James  H  MSgt  JASG-C  IZP 

Farres,  Sybal  L  MNC-I  C6  Palace  Manager 

Farrey,  Sonia  CIV  GBR  MNFI  FSEC 

Farrington,  Christopher  J  SSG  3-4  64  BSB  Engineer  NCOIC 
Farrington,  Jason  T  SPC  D  Co  3-4  AVN  REGT  PC 
Farrington,  Timothy  SFC  USA  MND-C  G2 
Farris,  Brian  Lee  E-8  EODCS 

Farris,  Charlotte  N  SSG  MNF-I  3BSTB  SI  HR  NCO 

Farris,  Dereck  R  SPC  MNC-I  3-8  CAV  Supply 

Farris,  Desmon  SrA  886th 

Farris,  Dustin  J  SGT  MNC-I  Q-36  Radar 

Farris,  Dwayne  SSG  USA  51st  ESB  HHC 

Farris,  Gregory  SSG  135th  QM  Section  SGT 

Farris,  Jonathan  SPC  MNF-I  25th  STB  S-2  Analyst 

Farris,  Marshall  E  MNC-I  STB  Assistant  Ops/Movement  Ops  Officer 
Farris,  Michael  S  SFC  3-4  64  BSB  Motor  Sergeant 
Farris,  Sybral  L  Palace  Manager 
Farrow,  Harold  H.  SFC  4-31  S-6 

Farthing,  Steven  A  CTR  402nd  AFSB  Sr.  Tech  Support  Eng. 

Faruq,  Areej  L  CIV  IRQ  JASG  C  REAL  PROPERTY 


Farve  Carnita  J  TSGT  DAC  NCOIC 

Farvour,  John  SSG  6-8  CAV  S-3  TOC  Schools 

Fasching,  Megan  E  SGT 

Fasching,  Megan  E  SGT  SSA  834TH  ASB 

Fasnacht,  Bradley  SSG  569th  EN  BN  Operations 

Fasolino,  Andres  SPC  A  Btry  3-133  FA  Commo  Support 

Fatah,  Hassan  CIV  TFBSO 

Fatah,  Hoger  I  CTR  MNFI  CCCI 

Fate,  Trend  D  SGT  81st  MMT  OPS  NCOIC 

Fathag,  Jonathan  M  SSG  A  1-77 

Fatoohi,  George  A  CIV  IRQ  MNSTC-I  MOD- AT 

Fatusin,  Jibayo  0  SSG  MNF-I  BSTB  CONTRACTOR  MAR 

Fatutoa,  Vito  B  SSG  B  38th  CAV  TL 

Faught,  Brent  M  SSG  A  BTRY  2-20 

Faught,  Jeremiah  1LT  2-12FA  4/2SBCT  PL 

Faught,  Stephen  L 

Faugl,  Timothy  A  MAJ  763  FED  Engineer  Officer  CAC  card  excemption 
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Faul,  Nicholas  S  111  QM  CO  Mortuary  Affairs  Specialist 
Faul,  Peter  J  SSG  4/2  HHC  FECC 

Faulds,  Marlon  SSG  MNC-I  HHC  3/2  SCR  MED  PLT  SGT 
Faulisi,  Piper  A  Msgt  MNC-I  JFEC  JCCIMT  NCOIC 
Faulk,  Byram  D  SGT  14  EN  Terrain  Team  NCOIC 
Faulk,  Luther  J  1LT  2145th  GSU  Terrain  Mgr 
Faulk,  Michael  SSG  USA  2-149  AVN  Flight  Medic  USA 
Faulk,  Rodney  L  LTC  300th  MP  BDE 

Faulken,  Jason  H.  SPC  5-158 th  AVN  HHC  Human  Resources  Spec 

Faulkner,  David  A  1LT  MSC  110  MP  CO  Platoon  Leader 

Faulkner,  Jacqueline  M  PFC  MNC-I  589th  BSB  Ammunition  Specialis 

Faulkner,  James  D  SFC  MSC  TAC  SIG  CAS  Advisor 

Faulkner,  Jon  J  SSG  MNC-I  54th  EN  BN  180th  EN  Co  SQ  LDR 

Faulkner,  Kevin  L  SGT  602nd  Maintenance  Co  Maint 

Faulkner,  Marty  D  1SG  MNF-I  320  MP 

Faulkner,  Matthew  MSGT  886th 

Faulkner,  Naomi  J  PFC  4-1  BCT  S-l  42F 

Faulkner,  Robert  F  CIV  MNF-I  CJ2  CSG 

Faulkner,  Tiffany  M  SPC  TF  115  Med  S-l 

Faunda,  Mike  Maj  MNFI  CJ5 

Faust,  Jerelle  L  SSGT  887th  ESFS 

Faust,  Jerry  SSG  2-12  FA  4/2SBCT 

Faust,  Marshay  Q  SPC  20TH  QM  Training  NCO 

Faust,  Tedferey  PFC  418th  MED  LOG  CO  Warehouse  Tech 

Faust,  William  P02  NPDB  3 

Faustino,  Philip  G  SFC  154  Admin-Readiness 
Faux,  Dustin  S  1LT  MNC-I  3-8  CAV  XO 
Faux,  Keith  A  PFC  MNC-I  542  nd  SMC 
Favalora,  Tony  G  SSGT  887th  ESFS 

Favazza,  Christopher  SPC  B  Co.  114  IN  Team  Leader 

Fa vela,  Ronald  MSG  4-1  BCT  Commo  Chief 

Favela,  Ronald  MSG  USA  MND-C  4  1  CAV  S6  Helpdesk 

Favorite,  Nyesha  SSG 

Favors,  Deandre  L  SFC  MNF-I  16  SB 

Favors,  Summer  CPT  16  ENG  BDE  HHC  Company  Commander 
Fawcett,  Grant  MAJ  G5  Planner 
Fawvor,  James  SSG  MNC-I  CJ6  SCO 
Fawzia,  Ayar  CIV  G2  Linguist 

Fay,  Brian  L  SSG  E-Co  4-4  ARB  Ammunition  NCOIC 

Fay,  Evan  P  CLP  MNF-I  16  SB 

Fay,  Kirk  T  SSG  3D  ESC  Tech  Desk  NCOIC 

Fay,  Sean  Capt 

Fay,  Timothy  E  SSgt  JASG-C  USAF 
Fayad,  Karima  CIV  IRQ  CPP 

Fazio  Keith  MAJ  3ID  3D  CA  BN  SPC  PROJ  OFF 
Fazio,  Joseph  F  CIV  JIDC  Polygraph  Examiner 
Feagan,  Ryan  D  CTR  MNFI  STRATCOMM 
Feagin,  Kevin  S  CIV  MNF-I  CJ2  A&P  Intel  Analyst 
Feagle,  Kristopher  P  SPC  MI  AEB  Clerk 
Feanny-Peele ,  Ysian  N  SGT  JMMT  OPS  NCOIC  USA 
Fearn,  Arvelle  K  SSG  1AD  2 BCT  HHC  2-6  IN  BN 
Fears,  Duane  SGT  265TH  MCT 

Fears,  Jake  L  SPC  USA  DIV  2  BDE  25  CAV  214 


© 


o 


Fears,  Shakelia  R  SGT  TF  134  J4 
Fears,  Willie  B  1LT  1-151  CAV  PLT  Leader 
FEASER,  BRENT  E.  SGT  ECO  1/244  MAINT 
Feaster,  Carl  L  SGT  101st  HR  CO 
Feaster,  Kenneth  C  SPC  320th  MP  BN 

Featherston,  Charles  T  CTR  MNF-I  DCGS-A  1st  Systems  Integrator 
Featherston,  Jason  D  SFC  MNC-I  56  IBCT  S3  OPS  NCO 
Febinger,  Dennis  L  COL  86TH  CSH 
Febres,  Lisa  M  SPC  224TH  MI  BN 

Febuary,  Aaron  J  IstLt  MNC-I  TTVSAT  FA&EFFECTS  S3 

Febus,  Charles  E  LTC  MNC-I  SJA 

Febus,  David  C  SGT  C  3-4  AMD 

Fecke,  William  J  MAJ  MNSTC-I  CAFTT 

Fecteau,  Justin  SGT  USD-C  G2  ACE  GEOINT  NCO 

Fecteau,  Matthew  J  1LT  USA  63rd  ENG  Pit  Leader 

Fed,  Mark  A  CW3  3D  ESC 

Federico,  Anthony  J  2LT  MSC  374th  FMCO 

Federigan,  Robert  P  CPT  4th  CAB  AMR  Officer 

Federinko,  Susan  P  MAJ  JIDC  Physician 

Fedison,  Chagoll  L  SGT  7 SB  Supply  Clerk 

Fedroff,  David  MAJ  MNC-I  41st  FB  WASSIT/PRT  Engineer 

Feduchak,  Christopher  M  MAJ  Taji  RCC  Contracting  Officer 

Fee,  Joseph  1LT 

Feeley,  Michael  J  MAJ  MNC-I  C9  Planner 

Feeley,  Sean  P  LTC  CJSOTF  LNO 

Feeney,  Matthew  J 

Feeny,  Christopher 

Fees,  Robert  SSG  3BCT82AB  5-73  CAV 

Fegans,  Willie 

Feger,  Kyle  E  MAJ  1-6  INF  BTL  XO 

Feher,  Charles  G  1LT  HHC  3  STB  3  BCT  4  ID  Assistant  S3 

Feher,  William  MAJ  11th  MP  BDE  G3  Operations  Officer 

Fehr,  Allan  H  LTC  MNCI-I  18TH  ENG  S-8  OIC 

Feichtinger,  Stuart  J. .SPC  1-161  IN  Medic 

Feiereisen,  Kenneth  J  SSG  USA  DIV  25  BDE  2  CAV  214 

Feiertag,  Shane  E-3  135  QM  Tactical  Comms 

Feige,  Erich  CPT  MNC-I  Biometrics  LNO 

Feigenblatt,  Michael  A  CAPT  MNFI  CJ9  ED 

Feik,  Ronald  C  SFC  USA  DIV  25  BDE  2  CAV  214  TDS  NCOIC 

Fein,  Ashden  CPT  4th  CAB  JAG 

Feiner,  Heidi  L  SrA  JIDC  Analyst  JEC 

Feit,  Matthew  MSG  33rd 

Feivou,  Brant  J  SGT  3-159th  ARB  Crew  Chief 

Fejedelem,  Kendra  E  CPT  10th  CSH 

Fejeran,  Shayne  S  PFC  MNF-I  64th  MED  DET  (VS) 

Fekette,  Vaughn  E  W4  USA  555th  ENG  BDE  HHC  Design  Tech 

Felarca,  Arthur  R  SPC  Finance  Cashier 

Felder,  Arthur  SGT  MNC-I  Cl  Admin 

Felder,  Clifford  SSgt  JCCI  Contract  Specialist 

Felder,  Daniel  J  CIV  MRAP,  FSR 

Felder,  Leslie  SPC  115  CSH 

Felder,  Patrick  J  SFC  MNC-I  94  ENG 

Felder,  Paula  SPC  110th  QM  Chaplin  Asst 
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Felder,  Ricardo  SFC  MNC-I  JOC  LNO 
Felder,  Ricardo  SFC  MNC-I/  MND-B  LNO 

Felder,  Teshara  E  LT  MNF-I  1863  MED  DET  ENVIRONMENTAL  HEALTH 
OFFICER 

Feldhahn,  William  A  SGT 

Feldman,  Jarrett  1LT  250th  BSB  S4 

Felicetti,  Steven  J  MSG  MNC-I  C3  TMW-CADOC  NCOIC 

Feliciano,  Charles 

Feliciano,  Eric  1SG  C.  Co  225  BSB 

Feliciano,  Fernando  SGT  HHT  6-9  CAV,  HBCT ,  ICD 

Feliciano,  Hector  L  SSG  MNF-I  673  MED 

Feliciano,  Juan  1LT  2-8  Cav  3/C  PL 

Feliciano,  Roberto  SGT  404  ASB  B  CO  Squad  Leader 

Felipe,  Paul  A 

Felipe,  Yasmin  S  SPC  113  INF 

Felix,  Crystal  M  SSG  SIGINT  Intel  Analyst 

Felix,  IanKelly  T  SSG  2-25  1-14  IN  BN  PSD  NCO 

Felix,  Jorge  SSG  1-38  IN  BAS  NCOIC 

Felix,  Kenia  F  SPC  3/566th  Postal 

Felix,  Maher  CIV  1-38  IN  S-2 

Felix,  Monnica  D  MAJ  115th  CSH 

Felix,  Robert  D  MAJ  MNSTC-I  DOIA 

Felix,  Roberto  1SG  l/10th  FA 

Felix,  Roboam  MSG  TF  Thunderbird  Career  Counselor 
Felix,  Tammy  CW2  404  ASB 

Felix,  Tammy  L  CPT  MNF-I  345  CSH  66H  Registered  Nurse 
Felix,  Vincent  MAJ  USD-C  389th  CSSB  SPO 
Felix-Tolentino,  Nelson  A  SGT  1163rd  ASMC 
Feliz,  Aimee  1LT  MND-B  (ICD)  DSTB  C  Co  MSP  PL 
Feliz,  Juan  M  PFC  USA  Scania  635th  MCT 
Feller,  David  G  CIV  MNC-I  JCCS-I  FSR 

Feller,  Douglas  C  SGT  MNF-I  CMD  GRP  (CSM  Team  Leader) 

Fellers,  Michael  J  1LT  A/56  BSTB  PLATOON  LEADER 

Fellmeth,  Kevin  SSG  32  MP  Squad  Leader 

Felly,  Courtney  C  CPT  MNF-I  325  BSB  Ops 

Felps,  Erich  T  CPT  USA  56th  MMB  FHP  IMO 

Felsch,  Brian  H.  LTC  G4  96th  SB  LNO 

Felten,  Daniel  CW2  4/2  HHC  S4  TRANS 

Felter,  Douglas  C  SGT  MNF-I  CMD  GRP  (CSM  Team  Leader) 

Feltholis  John  A.  MAJ  S-2/S-3 

Felthous,  Andrew  J  SPC  TF  ODIN  III  COMMO 

Feltman,  Laura  LtCol  MNF-I  JFCOM 

Feltner ,  David  T  2LT  C/4-9  IN  Platoon  Leader 

Felton,  Christopher  G  SSG  MNC-I  1-8  IN 

Felton,  Denise  M  SFC  7 SB  Food  Service  NCOIC 

Felton,  Glenn  A  WOl  MNF-I  3-10  GSAB  QC  OIC 

Felton,  Heather  R  CIV  MNC-I  REC  CELL  CULTURAL  ANALYST 

Felton,  William  SGT  2-25  l-14th 

Felts,  James  CPT  30BCT  STB  HHC 

Feltz,  Ross  SSG  1195th  TC  ACC 

Fendelman,  Barton  D  SSG  MNC-I  USA  304  CA  BDE 

Fender,  Jason  A  SPC  Logistics 

Fender,  Scott  SGT  MSC  398th  CSSB  503rd  Maint  Co 
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Fenimore,  Paul  H  SSG  C  TRP  1-124  CAV  Battle  CPT 
Fenley,  Britani  1LT  202nd  MP  Platoon  Leader 
Fenn,  Mark  SSG  16  ENG  BDE  Sr  BDE  Paralegal  NCO 
Fennell,  Chad  C  1LT  JASG-C  50TH 
Fennell,  Heather  S  SPC  1-181  BSB  Mail  Clerk 

Fenner,  DuShawn  L  LTC  USA  469th  FMC  Central  Funding  Officer 
Fenner,  Rachel  L.  SPC  91st  MP  BN  229th  MP  Co.  Supply 
Fennern,  Darrin  J  SPC  86TH  CSH 

Fennessey,  Shannon  SrA  362  ERS  DETl  Transmissions  Systems  Tech 
Fennessy,  Stephen  1LT  C/4-9  IN  XO 
Fenoglio,  Robert  lLt  2-23IN  C  co  XO 

Fenoglio,  Terry  CPL  362  PSYOP  Assistant  Team  Leader 

Fenoglio,  Terry  CPL  CA  2-8  CAV 

Fenrick,  Katrina  L  SPC  USA  MNC-I  54th  EN  BN 

Fensham,  Ewen  J  CPT  CEXC  Australian  XO 

Fenstermacher,  Robert  C  CIV  MNC-I  JCCS-1  BDE  FSR 

Fenter,  Cory  A  SPC  A  5-82nd  FA  Commo 

Fenton,  James  E  SFC  1-161  INF  TOC  OPS 

Fenton,  Nicholas  J  LTCOL  GBR  MNFI  FSEC 

Fenton,  Russell  D  1LT  101st  3BCT  1-7  FA  G  Co  ECP  OIC 

Fenton,  Sean  C  MNF-I  CAATT  Senior  Advisor 

Fenton,  Stephen  PFC  MND-B  (1CD)  DSTB  C  Co  Shop  Tech 

Fenton,  William  T  SPC  MNF-I  345th  CSH  68WM6 

Fenwick,  Kevin  C  GS12  BUSK  BALDWIN 

Fenzl,  Thomas  J  SPC  3-4  64  BSB  SPO  TRANS  MC 

Ferber,  Timothy  SrA  586th 

Ferch,  Elliot  SPC  MNF-I  25th  ID  SUO  ID  Cards  Machine 
Ferch,  Timothy  SSG  MNC-I  TF  TROY  C-IED  Trainer 
Ferchaud,  Anthony  J  CPL  Laboratory  Tech 
Ferdinandsen,  Warren  H  CPT  306th  MP  BN 

Ferdon,  Keith  R  MAJ  USA  MND-C  34ID  G5  G5  Engineer  Planner 

Ferebee,  William  I.  SPC  MNSTC-I  J-3 

FERENCAK,  MICHAEL  J  PFC  157TH  CSSB  ARMORER 

Fergerson,  Tremain  2LT  2BSTB  C  CO  XO 

Fergurson,  Charlie  A  SGM  MNCI-PYSOP  S-3 

Fergurson,  Charlie  SPC  MNF-I  258th  MP  CO 

Ferguson,  Andree  TSgt  MNF-I  732nd  ECES  VM 

Ferguson,  Anthony  D  PFC  MNC-I  84  ENG  Administrative  Clerk 

Ferguson,  Anthony  N  SSG  MITT  3-69  Log  NCO 

Ferguson,  Benjamin  J  CPT  MNC-I  3-8  CAV  Company  Commander 

Ferguson,  Brain  1LT  MSC  91  MP  BN  Plans  OIC 

Ferguson,  Brandon  J  SGT  A  Co,  146th  ESB 

Ferguson,  Brent  A  SGT  68th  Trans  Co  Training  NCOIC 

Ferguson,  Brian  A  MAJ  USA  MND-C  FECC 

Ferguson,  Brian  R  PFC  MNF-I  3-BSTB  35F  INTEL  ANALYST 
Ferguson,  Christopher  J  MSG  MNF-I  342nd  MP  OPS  SGT 

Ferguson,  Christopher  R  PFC  MSC  398th  CSSB  62nd  QM 

Ferguson,  David  CIV  ITT 
Ferguson,  David  L  SPC  602nd  Maint  Co 
Ferguson,  David  W.  A1C/  557  ERHS  Electrical 
Ferguson,  Dean  EODl\EOD 

Ferguson,  Donald  S  SGT  TF  34  /  2-14 9th  AVN  Team  Leader 
Ferguson,  Fabrekus  K  PFC  3-159th  ARB  Tech  Supply  Clerk 
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Ferguson, 

Ferguson, 

Ferguson 

Ferguson 

Ferguson 

Ferguson 

Ferguson 

Ferguson 

Ferguson 

Ferguson, 


Ferguson, 

Ferguson, 

Ferguson, 


Ferguson, 

Ferguson, 

Ferguson, 

Ferguson, 

Ferguson, 

Ferguson, 

Ferguson, 

Ferguson, 


Ian  MNC-I  C9  MNF-W  LNO 

James  D  CTR  MNF-I  DISO  Communications  Specialist 
Jere  C  SSG  MNC-I  1-163  FA  CSC  SL 
John  T  1SG  163d  MI  BN  First  Seargent 
Josh  M  SPC  1AD  2BCT  47th  FSB  ADOC 
Justin  D  1LT  1-151  CAV  B  TRP  XO 
Kai  SGT  MNF-I  C  51SBE  KIRKUK  HELPDESK 
Kevin 

Kyle  A  PFC  MNC-I  54th  EN  BN  HSC  S-3 
Leo  PFC  4-1  BCT 
Ferguson,  Mark  W  SFC  3D  ESC  G4  AV  NCO 
Ferguson,  Matthew  D  CPT  MND-SE,  J-3  LNO 

Michael  CPT  93rd  MP  BN  Chaplain 
Robert  1SG  MNC-I  1-10  CAV 
Robert  S  CIV  MNF-I  FSR  Warlock 
Ferguson,  Shawn  0  SPC  10  CSH  S6/IMO 
Ferguson,  Shawn  SFC  NCOIC  MITT  0800 

Stanley  SSG  HSB  2-11  FA  Automations  NCOIC 
Steven  M  SPC  MNC-I  2-20  FA  I3P 
Storrmi  N  SPC  MNF-I  3-7  FA  Commo  Chief 
Tague  834th  ASB  PLT  NCO 
Timothy  D  CW2  3D  ESC 

Timothy  J  CPT  1AD  2BCT  2-6  INF  HHC  CO 
Travis  S.  SrA  USAF  532  ESFS  QRF  USA 
Vincent  D  CW4  MNF-I  30  CSSB 
Ferlas,  Abel  SPC  702nd  BSB  BMSO 
Ferkel,  Edward  A  SPC  HHC  1-14  Companyy  RTO 
Fermanich,  Matthew  SFC  15th  FMCo  FIN  OPS  NCOIC/S-6 
Fermel,  Phillip  PFC  2-1  STB  HCLGS  Operator 
Fermoselle,  Rafael  NMI  CTR  MNSTC-I  J3 
Fernandes,  Ricardo  J  CIV  3/566  PostalOffice 
Fernandes,  Thomas  P  CTR  IND  MNSTC-I  ALMCO 
Fernandez,  Aaron  W  PFC  B  40th  ESB 
Fernandez,  Alvin  N  SSG  MNF-I  181  BSB 
Fernandez,  Benjamin  SGT  MNF-I  1st  Space  BDE 
Fernandez,  Carlos  J  SPC  1-4  ARB  D  CO  ALSE  Tech 
Fernandez,  Chelin  SSG  414  CA  Medic 

Fernandez,  Christopher  SSG  MNC-I  41st  FB  PSD  NCOIC 
Fernandez,  Daniel  L  SSG  MNC-I  56th  IBCT  S4  NCO 
Fernandez,  Danilo  CIV  MNC-I  JFC  Military  Analyst 
Fernandez,  Edmundo  A  8TH  MED  LOG  USA 

Fernandez,  Francis  F  SSGT  MND-SE,  557  ERHS  Electrical 

Fernandez,  Francisco  CIV  JCC-I 

Fernandez,  Hector  CPT  DBE  BTT  1/14/4  XO 

Fernandez,  Hilario  M  PFC  MNC-I  632  MTC  Training 

Fernandez,  Jonathan  A  SPC  MNF-I  E  CO  40TH  ESB 

Fernandez,  Jorge  SGT  USA  MND-C  DSTB 

Fernandez,  Jorge  SSG  USA  MND-C  G2  GEOINT 

Fernandez,  Jose  SSG  G  Co.  949  CC 

Fernandez,  Kelvin  A1C  332nd  ESFS  FRAID  RTO 

Fernandez,  Kenneth  M  CW2  Property  Book  Officer 

Fernandez,  Maria  J  MNF-I  326  EN  BN 

Fernandez,  Oscar  CTR  Phoenix  Academy  Instructor 
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Fernandez,  Patricia  L. 

Fernandez,  Pedro  CPT  MNC-I  345  CSH  AN 

Fernandez,  Pedro  Z  CIV  8th  MEDLOG  Senior  Logistics  Warehouseman 

Fernandez,  Rafael  A  CPT  2-113  INF 

Fernandez,  Rafael  PV2  1AD  2BCT  40th  EN  BN  S3 

Fernandez,  Richard  A  POl  MSC  MNSTC-I 

Fernandez,  Rodrigo  A  SFC  18  MP  BDE  JOC  NCO 

Fernandez,  Rogelio  D  SPC  1-161  INF 

FernandezGonzalez,  Eduardo  1SG  2-12  CAV  C  Co  1SG 

Fernandeznunez,  Rossmery  SGT  328th  MP  CO  Supply  SGT 

Fernando,  Craig  L  SPC  MNF-I  HHT  1-124  CAV  Medic 

Fernando,  Ericson  A  IT2  NPDB-5 

Fernando,  Lauren  Grace  N  1LT  4-3  ACR 

Fernbach,  Hrysso  K  MAJ  JASG-C  50TH 

Fernholz,  Randall  CPT  1-128  IN  HHC  Commander 

Fernitz,  Kirk  M  LTC  MNC-I  USA  304  CA  BDE 

Fernitz,  Kirk  MNC-I  LTC  MROC  Plans  Chief 

Fernrite,  Larry  W  CIV  MNC-I  AMC  FAST  MRAP  INSTR 

Ferrante,  Jennifer  M  SPC  MNC-I  772nd  MP  Co  Medic 

Ferrara,  John  W.  CW3  HHC  49th  MP  BDE  Spt  Auto  Mnt  WO 

Ferrara,  Rosa  PVT  Taji  TIFRC  Services  VTC 

Ferrara,  Shanta  L  SPC  MNC-I  81  BSTB 

Ferrari,  Gordon  C  CIV  RSO 

Ferrari,  Jason  M  SSG  3-4  1-68  CAB 

Ferrari,  Steven  MIU  COL  JASG-C  50TH 

Ferraro,  Marc  COL  56  SBCT  Commander 

Ferre,  Johnny  SSG  2BCT10MTN  1-89  CAV 

Ferreira,  Daisy  E  RANK  JASG-C  50TH 

Ferreira,  Jasson  E  SA  MNF-I  CID 

Ferreira,  Kevin  J  MAJ  3-142  HHC  S3 

Ferreira,  Michael  SPC  STB  AFATDS  Operator 

Ferreira-Fernandez,  Yanira  F  SGT  106th  Finance  Supply  Clerk 
Ferrel,  Norbet  SSG  2-8  Cav  3/PSG 

Ferrell,  Aaron  J  PFC  MNF-I  HHC  40th  ESB  Paralegal  Specialist 
Ferrell,  Antone  SSG  303RD  Ml  BN  JESTR  LNO 

Ferrell,  Charles  M  SGT  404  ASB  B  CO  Aircraft  Electrical  Supply 

Ferrell,  Christopher  M  SGT  Warlock  EOD  MU  12-1  EOD  operator 

Ferrell,  Clifford  G  SFC  664  ORD  CO  ASP  PLATOON  SGT 

Ferrell,  Courtland  C  SSG  89th  TC  Motor  SGT 

Ferrell,  Ennis  C  CPT  MNC-I  6-17  CAV  C  TRP  CDR 

Ferrell,  Jerald  M  SGT  JIDC  Section  Leader  ICE 

Ferrell,  John  0  1LT  MNF-I  233rd  HET  PLT  Leader 

Ferrell,  Keith 

Ferrell,  Larry  H  CIV  DOJ 

Ferrell,  Norbert  SSG  2-8  Cav  Deo  HQ  PSG 

Ferrell,  Robert  T  SPC  146  ESB 

Ferrell,  Steven  A  SPC  TF  115  Wheeled  Veh  Mech 

Ferrell,  William  B  LTC  USAF  332  AW  HC  Dep.  Wing  Chaplain 

Ferrell,  William  P  MNF-I  TF  Iron  Shield  Maintenance  Officer 

Ferrer,  Abel  Tsgt  MNSTC-I  CAATT 

Ferrer,  Danilo  M  SGT  2-25  2-14  CAV  Team  Leader 

Ferrer,  Gustavo  H  SPC  MNF-I  94  ENG 

Ferrer,  Vicente  SGT  MNC-I  812  MP  Supply 
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Ferrero,  Kathleen  M  2LT  MNC-I  PAO  JOC  PA  OPS  Officer 

Ferretti,  Mario  J  SSG  MNC-I  2-20  FA  S4 

Ferreyra,  Michael  J  PV2  797th  OD  CO  EOD  Commo  Spec 

Ferrie,  John  D  CPT  HHT/1-102  CAV  50th  IBCT 

Ferries,  Emily  C  Co,  1-128  IN,  RTO 

Ferris  George  LTC  3ID  IE D-D  Targeting  Officer 

Ferris,  Joshua  M  SGT  USA  l-161st  INF  BN  Crew  Specialist  Commo 

Ferris,  Kiel  W  SGT  525th  Bf SB  Schools  NCO 

Ferris,  Kory  SSG  USA  MND-C  DSTB  FECC 

Ferris,  Kyle  J  SFC  MNC-I  MWD  Program  Manager 

Ferris,  Mark  A  CIV  MRAP  BALAD 

Ferris,  Scott  SFC  2-112  IN  Platoon  Sergeant 

Ferriter,  Michael  MG  MNC-I  DCG-0 

Ferriter,  Michael  P  1LT  LBS  Logistician 

Ferro,  Michael  A  SGT  MNC-I  70  MCT  Operations  NCO 

Ferroggiaro,  Joseph  L  SSG  MNF-I  1-184  INF 

Ferron,  James  R  LT  NPDB-5 

Ferrufino,  Ashley  SGT  1479  CA  TM  NCO 

Fertig,  Chiquita  L  SSG  USA  3-159th  ARB  HHC 

Fertig,  John  SGT  167  CSSB  Supply  NCO 

Fertig,  Jonathon  SPC  16  ENG  BDE  CPOF  Operator 

Fervilus,  Jephthe  MNF-I  1-124  CAV  S4  Clerk 

Feske,  Andrew  1LT  A  CO  DSTB  ISF  Contracts  Officer 

Fesseden,  Brian  PFC  142  CSB  Mechanic 

Fessler,  James  SSG  A  MNF-I  JFC  LNO 

Fessler,  Mark  E  SGT  320th  MP  BN 

Fether,  Scott  D  SGT  10th  SBTB 

Fetherson,  Jasmine  PFC  MNC-I  STB  Awards  Clerk 
Fetras,  John  CIV 

Fetter,  Mark  A  LCDR  RCC  Contracting  Officer 
Fetterolf ,  Jason  K  MAJ  HHC  2-113  INF 

Fetterson,  Timothy  L  Sr  SFC  101st  3  BCT  3STB  HHC  HR  NCOIC 
Fettig,  Terrence  J  SPC  MNF-I  576th  MCT 
Fetty,  Nicholas  NMI  SGT  MNSTC-I  J-3 
Fetyko,  Chad  M  SSG  HHC  Motor  SGT 

Fetzer,  Christopher  A  PFC  MNC-I  793rd  MP  BN  HHD  Gunner 

Fetzer,  Michael  R  MSG  421MMB  S3  NCOIC 

Feuerborn,  Dwight  PV2  MNC-I  297th  ICTC  553rd  CSSB 

Feuerhak,  David  C  SGT  834th  ASB 

Fevang,  Phillip  G  SGT  949  BSB  Team  LDR 

Fewins,  Gary  A  CW5  HHC  4-4  ARB 

Fey,  Ronald  R  SSG  MNC-I  TF  TTROY  INTEL  SPECIALIST 
Feyma,  Kaitlin  R  SGT  MNC-I  STB  Convoy  Driver 
Fiakegbe,  Dickson  2LT  2-8  BN  LMO 
Fiallo,  Jorge  W  SSG  50th  Chemical  Co. 

Fiber,  Ryan  D  SGT  1-4  ARB  SHOP  TECH  NCO 

Fichter,  Seth  I  SFC  MNF-I  25TH  STB  PLATOON  SERGEANT 

Fick,  Christopher  SSG  317th  Eng  Co  Battle  CPT 

Fick,  Thomas  M  SPC  MNC-I  3/3  ACR  HWB  Fister  Unit  Armorer 

Fickel,  Brian  J  MAJ  MNC-I  CIG  Speechwriter 

Fidalgo,  Michelle  L  SGT  USA  MND-C  G2  GEOINT 

Fidder,  Joshua  W  SrA  MSC  125th  MMT  Postal  Clerk 

Fideldy,  Ronald  MAJ  MSC  398th  CSSB  SPO 
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Fidelman,  Aaron  J  CPT  MNF-I  l-124th  CAV  S3  Plans  Officer 

Fidler,  Jeffrey  USD-C  West  Deputy  G9 

Fiedler,  John  W  SSG  l-161st  INF  BN  TOC  NCO 

Field,  Brian  J  SI  NCOIC 

Field,  Brian  J  SSG  129CSSB  S-l  NCOIC 

Field,  Christopher 

Field,  David  M  1LT  50th  BSTB  S2 

Field,  Eric  S  SSgt  MNF-I  732  ECES 

Field,  Laurie  A  CIV  MNF-I  KBR-  520th  MCT 

Field,  Matthew  G  CPT  LNO 

Field,  Ritchie  CPL  GBR  MNFI  SBMIR 

Field,  Robert  G  MNC-I  C6  THF 

Field,  Tyler  D  1LT  MNC-I  772nd  MP  Co  Pit.  LDR 

Fielder,  Alonzo  SFC  P-Troop,  4/3  ACR  PLT  SGT 

Fielder,  Robert  A  SSG  MND-SE,  Platoon  Sgt 

Fielding,  Clint  CTR  L3-Com  ISD  LEP  Screener 

Fielding,  Marcus  C  COL  AUS  MNFI  CJ3 

Fielding,  Phillip  CIV  MNC-I  JCCS-1  Brigade  FSR 

Fielding,  Serlando  SPC  169th  Supply  Clerk 

Fieldman,  Jason  P  SSG  2-25  225  BSB  HHC  GSO  NCOIC 

Fields,  Adam  K  CPT  MNF-I  30  CSSB 

Fields,  Amy  L  MAJ  MNF-I  211  RSG  SI 

Fields,  Anjanette  C  SSG  HQ  3-4  AVN  REGT  Supply  SGT 

Fields,  Anthony  MAJ  MNC-I  41ST  FIB  S6 

Fields,  Carlos  CPL  HHC  1-4  ARB 

Fields,  Carolyn  SPC  MNC-I  3  ACR 

Fields,  Chad  M  SPC  ARMORER 

Fields,  Charles  A  SGT  MSC  398th  CSSB  503rd  Maint  Co 

Fields,  Charles  SPC  X-RAY  TECH 

Fields,  David  P  CIV  ITT  VBC  Theater  VoIP  Team 

Fields,  Dia  CIV  USAAA  Audit  Supervisor 

Fields,  Dustin  PFC  1-7  FA  S-2  Clerk 

Fields,  Elizabeth  1LT  B  Co  XO 

Fields,  James  A  CPT  C  TRP  1-124  CAV  Commander 
Fields,  James  MSG  260th  CSSB  S3  NCOIC 
Fields,  James  S  SFC  3-4  1-6  INF  A  40th  Platoon  SGT 
Fields,  Jamone  S  E  Co  1-4  ARB  Section  SGT 

Fields,  Jered  H  SPC  MND-SE,  21st  Military  Police  Company  (ABN) 
Platoon  Medic 

Fields,  John  A  Civ  AMC  RPAT  RPAT  INSPECTOR 

Fields,  Joseph  L  PFC  MNF-I  509th  /  303rd  Signal  Support  Sys  Spc 
Fields,  Marie  CIV  MNF-I  TCF  Tech 
Fields,  Megan  E  PFC  10TH  CSH 

Fields,  Michael  L  LTC  USA  TF449  HHC  CMD  BDE  DCO 
Fields,  Nigeria  L  CIV  ITT-  Taji  HD 

Fields,  Nolan  SFC  1HBCT  3ID  BRIGADE  FIRE  SUPPORT  SGT 
Fields,  Omari  ABF2  Cedar  POL  Det. 

Fields,  Paul  F  CTR  MND-SE,  J-7  Border  Enforcement  Advisor 
Fields,  Pleas  B  MAJ  MNC-I  MITT  S3 

Fields,  Raymond  M  SGT  163rd  MI  BN  Humint  Collector  USA 
Fields,  Ronnis  SPC  MNC-I  C2  CACE  TRIBES/RELIGION 
Fields,  Seabrook  SPC  HHC  1HBCT  3ID  FSE 
Fields,  Sharaun  SPC  MNC-I  2-82  FA 
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Fields,  Sparky  CPT  168th  MP  BN 

Fields,  Tanesha  C  SSgt  MNF-I  C2  TLM 

Fields,  Terry  L  SGT  4-4  ARB  D  CO 

Fierce,  Christopher  G  SSG  MND-SE 

Fierro,  Cesar  2LT  1-141  IN  Platoon  Leader 

Fierro,  Ramon  A.  SSG  USD-C  CMD  GRP  DCG-EPSO 

Fierro,  Richard  CPT  3-16  FA  HHB  BTRY  CDR 

Fierro,  Richard  M  SGT  MNC-I  589th  BSB  Metal  Worker 

Fieschel,  Andre  F  P02  NPDB-5 

Fiest,  Travis  R  PVT  4/2  HHC  S-l  H.R. 

Fieullenten  Kirk  B.  SPC  651st  OD  Maint  CO  PSD  PSD 
Fife,  John  D  INV  JASG  C 

Fife,  Michael  SGT  MNC-I  3-8  CAV  Training  NCOIC 
Fifer,  Barbara 

Fifield,  Jamie  C  PFC  MNC-I  41st  FB  BDE  S3 
Fifita,  Paula  W02  TON  MNC-I  STB 
Figarola,  Bruno  M  SPC  MNFI  SCID 

Figge,  Ryan  SGT  MND-B  (1CD)  DSTB  HSC  Squad  Leader 
Figgers,  Tori  SPC  702nd  BSB  A  CO  Legal  Clerk 
Figliuolo,  Victor  CW4  3-142  HHC  Standardizations  Officer 
Figueroa,  Alexis  SFC  4-1  BCT  LNO 
Figueroa,  Alfred  P 

Figueroa,  Angel  M  SPC  MNC-I  643  ENG 
Figueroa,  Carlos  R  SSG  Squad  Leader 
Figueroa,  Carlos  SSG  USA  MND-C  DSTB  HHC 
Figueroa,  Carrie  A  SPC  TF49  HHC  Orderly  Room  Clerk 
Figueroa,  David  M  CIV  L3  Cl  Agent 
Figueroa,  David  SGT387th  HRC  MPM  EDC  Runner 
Figueroa,  Eddie  CIV  MNC-I  C2  Network  Engineer 
Figueroa,  Edward  CIV  STB  Lep 

Figueroa,  Francisco  J  CIV  52  AA  Supply  Technician 

Figueroa,  Francisco  SGT  93rd  MP  BN  Squad  Leader 

Figueroa,  Gabriel  D  PFC  MNF-I  378  MCT 

Figueroa,  George  SSG  MND-B  (1CD)  CMD  GROUP  DCG-S  PSO 

Figueroa,  Hector  CPL  2-124th 

Figueroa,  Iris  SSgt  MNF-I  CJ2  CIOC  AP 

Figueroa,  Joeen  CPT  4-1  BCT  S-4 

Figueroa,  John  SFC  113  INF 

Figueroa,  Jonathan  A1C  MNF-I  727  EACS  OL-C 
Figueroa,  Jose  L  LTC  MNC-I  56  IBCT  FORCE  PROTECTION  OIC 
Julio  SSGT  886th 

Lixander  SPC  MNC-I  690  MED  Health  Care  Spc 
Loida  E  SPC  MNC-I  54th  EN  BN  HSC  S-l  Clerk 
Manuel  H  CIV  LST  10  Screener 
Melinda  SFC  MND-B  G6  Helpdesk  NCOIC 
Figueroa,  Michael  A  SGT  USA  56th  MMB  MP  Shop  Foreman 
Figueroa,  Miguel 

Figueroa,  Peter  SGT  TF49  S3  Battle  NCO 
Figueroa,  Rafael 

Figueroa,  Rafael  TSgt  USAF  532  ESFS  NECP  USA 
Figueroa,  Raimundo  LTC  G-4  ISF  LOG  OIC 
Figueroa,  Ramon  CIV  MANTECH  Sr  Management  Specialist 
Figueroa,  Richard  G  A1C  USAF  532  ESFS  SECP  USA 


Figueroa, 

Figueroa, 

Figueroa, 

Figueroa, 

Figueroa, 
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Figueroa,  Roberto  E  SSG  591st  Medlog  Storage  NCOIC 
Figueroa,  Samuel  TSGT  USAF  532nd  ESFS 
Figueroa,  Victor  R  CPT  398TH  FMD 

Figueroa,  Wilfredo  SGT  445th  TRANS  Drivers  Trainer 
Figueroa,  William  K  SFC  2-25  1-14 

Figueroaagosto,  Ramon  J  CTR  402nd  AFSB  Training  Heavy  Wheel 
Mechanic 

Figueroa-Torres  Leisly  SSG  MNF-I  C6  IA  Watch  Floor  NCO 

Fijman,  Michael  J  SPC  2-11  FA,  HSB,  S2  Analyst 

Fike,  Steven  A  SGT  86TH  CSH 

Fileger,  Patrick  D  SSG  MNF-I  94  EN  BN  S3 

Filer,  Matthew  SGT  USD-C,  A  Co  Radar  Mechanic  NCO 

Files,  Brandon  J  1LT  B  Co  2-149  AVN  GSAB 

Files,  Dustin  D  SSG  MNC-I  351  MP  Team  Cheif 

filigean,  gheorghe  LTC  MNC-I  Romanian  Army 

Filip,  Constantin  LTC  MNC-I  Romanian  Army 

Filius,  Kevin  CIV  4-1  BCT  OMT62  OMT  NCOIC 

Filkins,  Dan  SFC  3-133  FA  Platoon  SGT 

Filkins,  Kyle  D  SPC  MNF-I  Slayer 

Filler,  Todd  L  CTR  MNF-I  BAT 

Fillers,  Amanda  M  SPC  MNF-I  JESTER  MD  IV  Analyst 

Fillers,  Robert  L  SGT  776th  MC 

Filling,  Zachary  M  SPC  USA  5th  ENG  BN  RTO 

Fillion,  Jonathan  SPC  MND-B  (1CD)  DSTB  C  Co  Satcom  Operator 
Fillippino,  Anthony  K  CPT  1-151  CAV  Projects  Officer 


Fillmore,  Crystalyn  D  CPT  4-4  ARB 
Fillmore,  David  W  SGT  MNF-I  25th  STB  SL 
Fillnow,  Matthew  S  SSG  MNC-I  41st  FB  Force  Protection 
Filoialii,  Agaluma  S  MSG 

Fils,  Angeler  SPC  USA  MND-C  DSTB  HSC  TRANSPORTATION 

Filson,  Alexander  PFC  4-1  BCT  RTO 

Filter,  Katherine  MNCS  TF  Iron  Shield 

Filyaw,  Eric  T  SGT  MNC-I  2-146  FA  Team  Leader 

Filyaw,  William  R  SFC  MNC-I  56th  IBCT  Force  Protection 

Filzow,  Vladimir  CW4  HQ  2-149  AVN  GSAB 

Fimbrez,  Nino  SPC  MNF-I  1-184  INF 

Fimon,  Chanel  M  SPC  USA  MND-C  G1 

Finamore,  Carole  MAJ  MNC-I  USA  304  CA  BDE 

Finan,  George  K  CIV  MNF-I  FSEC 

Finance  Check  Cashing 

Finance  Ops 

Finberg,  Abraham  E  2LT  MNF-I  448th  CA  BN  Assessment  Officer 
Finch,  Christopher  1SGT  705th 

Finch,  Jason  C  MAJ  MNF-I  CJ2X  SME  Program  Manager 
Finch,  Jennifer  MAJ  MNC-I  4 1ST  FIB  BDE  S2 
Finch,  John  B  MNSTC-I  INCTF-TT 
Finch,  Joshua  0  SSgt  JASG-C  IZP 

Finch,  Patrick  H  SGT  MNC-I  643  ENG  SAMSI-E  NCOIC 
Finch,  Paul  C  MAJ  MNF-I  CJ2X 

Finch,  William  F  1SG  202nd  MP  First  Sergeant 
Fincher,  Donald  P  SGT  165th  CSSB  Senior  Mechanic 
Finder,  Crystal  A  SPC  MSC  62d  MED  BDE  Animal  Technician 
Findlay,  Kurt  L  1LT  D.  TRP  3-4 th  CAV  XO  USA 
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Findler,  Joseph  P  SSgt  MNF-I  727  EACS 
Findley,  Kevin  L  MSG  MND-SE,C  CO  1SG 
Fine,  Donald  E  MAJ  86TH  CSH 
Fine,  Michael  SPC  1-82  CAV  BTL  OPS 
Fineanganofo,  Tevita  SSG  TON  MNC-I  STB 
Finerty,  Tressa  R  CIV  DOS  Refugee 

Fingerie,  Jeffrey  CIV  1-9  FA  4th  BDE  LNO  Logistical  Analyst 
Fingers,  Athena  2LT  PLT  Leader 

Finholm,  Timothy  L  SFC  MNF-I  DCSAG  Technical  Representative 
Fink,  Adam  W  SGT  287  SB  PSD 
Fink,  James  M  1LT  MNSTC-I  J-4 

Fink,  John  E  CIV  MNC-I  TF  Troy  Senior  Logistician 
Fink,  Marci  A  SGT  MNF-I  353  TC 

Fink,  Robert  A  LTC  MSC  261st  SIG  BDE  Automation  OIC 
Finkbeiner,  Joshua  J  SSGT  FSOG 

Finke,  Daniel  W  SFC  MNC-I  2145th  GSU  NTV  Motorpool  MGR 
Finkeldie,  Daniel  PFC  113th  IN 

Finkelson,  Scott  E  SSG  MNC-I  632  MTC  Platoon  SGT 
Finkenkeller,  Jason  V  CPT  2-25  HHC  XO 

Finkhousen,  Megan  L  SPC  MND-C  10MTN  HSC  BAS  Healthcare  Specialist 

Finkle,  John  MAJ  MNC-I  4 1ST  FIB  CA  Plans  Officer 

Finkley,  Pamela  D  CW2  MNF-I  607th  MP  BN  Property  Book  Officer 

Finks,  Roxanne  CPL  1AD  2BCT  40th  EN  BN  589th  SIG  CO 

Finley,  Charley  SGT  l-161st  FA  BN  A  Asst.  Piolt 

Finley,  Darren  R  MSGT  MNF-I  332  ELRS  DET  3  Ramp  Supervisor 

Finley,  Mark  D  LTC  MSC  TF  134  Dep 

Finley,  Mark  W 

Finley,  Orenthial  J  CTR  MNF-I  520th  MCT 
Finley,  Robert  SGT  MNC-I  41st  FB  ODA  7236 
Finley,  Robert  SGT  USA  7  GRP  SF  ODA  7236  ODA  NCO 
Finley,  Sean  PFC  2BSTB  B  CO  HUMINT  PLT 
Finley,  Thilo  L  SPC  MNF-I  391  CSSB  TRAINING 
Finley,  Thomas  D  MSGT  MND-SE,  2-14-4  NCO 
Finley,  Wendy  S  SGT  536th  Maint  Co. 

Finlon,  Matthew  A  CIV  MNF-I  JIEDDO  BCT  ORSA  Analyst 

Finn,  Christopher  P  SGT  1-114  RTO 

Finn,  James  J  SGT  USA  DIV  25  BDE  2  CAV  214 

Finn,  Kevin  J  CIV  ITT  TAC-SWACAA  Victory  Systems  Administrator 

Finn,  Leo  J  SPC  42nd  MP  BDE 

Finn,  Richard  A  SPC  50th  BSTB  Detainee  Supply 
Finnegan,  Greg  SGT  2-112  IN  Coist 
Finnell,  Eva  M  SPC  161st  INF  S2 
Finney,  Brian  G  SGT  MNC-I  2-20  FA  HHB 
Finney,  Charles  W  SPC  330th  Trans  BN 

Finney,  Frank  CPL  2-7  CAV  Forward  Signal  Support  NCO 

Finney,  Gregory  G  SFC  MNF-I  TF  Odin  UAV  Shift  Leader 
Finney,  James  C  SFC  MNCI  C3  NCOIC,  C3  Air 
Finney,  Reginald  T  SFC  63rd  ENG  PLT  Sergeant 
Finney,  Robert  C  CIV  MNF-I  CJ6  Victory  Palace  ISP  FST 
Finney,  Sahoney  L  SPC  USA  TF449  HHC  HHC  MEDIC 
Finney,  Sean  P.  BCO  2BSTB  2-10  MTN  MI 
Finnsson,  William  MSG  l-185th 
Finocchio,  Chris  J  LCDR  MNF-I  JFCOM 
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Finocchio,  Mary-Sue  SFC  167  CSSB  NCOIC  Trans 
Finton,  Matthew  CPT  2BCT10MTN  CA  DET 
Fiol,  Juan  P  1LT  3D  ESC  POL  DET  OIC 
Fiol,  Samuel  E  MAJ  4/2  SBCT  S2 
Fiore,  Angelo  V  CPT  10th  CSH 

Fiorella,  Jaclyn  A  SPC  328th  MP  CO  Compound  Guard 
Fiorello,  Sal  A  IT2  MNF-I  CJ6  JNCC  Supply  NCO 
Fiorentino,  John  MSG  MITT  9th  IA  Div  S-3  NCO 
Fiorentino,  Nicholas  J  SGT  356  QM  FRP  NCOIC 
Fiorillo,  Joshua  P  SPC  374TH  FMCO  DET  5 
Fiormonti,  Christopher  T  SPC  USA  DIV  25  BDE  2  CAV  214 
Fippen,  Stephen  M  CPT  MNC-I  1-163  FA  BDOC  Battle  CPT 
Fiqueroa,  Raul  A  PV2  MSC  29  BSC 

Fire  Cloud,  Tristan  B  SPC  MNF-I  HHC  303rd  MI  BN 

Firlik,  Zachary  P  SSgt  332nd  ESFG  Access  Control  Shift  Supervisor 
Firm,  Joshua  J  CIV  894  QM  SSA  Stock  Control  Clerk 
Firth,  Brian  K  CIV  MNC-I  AMC  FAST 
Firth,  David  W  CIV  MRAP  USA 

Firth,  John  G  SGT  USA  MND-C  D  2-44  ADA  HQ  PLT  SGT 

Fisch,  Mark  L  Professor  GS12 

Fischbeck,  Robert  PFC  G2  Imagery  Analyst 

Fischbein,  Isaac  B  CTR  MNF-I  ITT 

Fischer,  Aaron  H  SPC  MNF-I  345th  CSH  92F10H7 

Fischer,  Adam  T  SGT  2-147th  AHB  A  Co  2nd  Pit  Crewchief 

Fischer,  Amos  W  SGM  MNC-I  C6  ISD  SGM 

Fischer,  Benjamin  W  LT  MNC-I  DAG  HHD  COMMANDER 

Fischer,  Christine  L  1LT  POTF  Intelligence  OIC 

Fischer,  Christopher  J  SFC  3rdESC  10TH  SUS  BDE  Balad  LNO 

Fischer,  Danica  L  PFC  10th  CSH 

Fischer,  Jason  M  SPC 

Fischer,  Jeffrey  A  CDR  USN  LAOTF  FOB  Shield 
Fischer,  Justin  M  SGT  USA  MND-C  HSC  SHOP  FOREMAN 
Fischer,  Lindsey  S  2LT  MNF-I  94th  Eng  BN  Pit  Ldr 
Fischer,  Mark  R  SFC  Logistician 
Fischer,  Michael  T  SFC  LBS  Logistician 
Fischer,  Robert  F  SSG  MNC-I  215  BSB  Section  Sergeant 
Fischer,  Robert  PFC  1-38IN  S-l 

Fischer,  Russell  SGT  MNC-I  3-10  AVN  Crew  Chief 
Fischer,  Scott  C  SGT  MNC-I  84TH  EN  BN 

Fischer,  Shameice  K  1LT  HHC  10th  SBTB  SPO  Plans  Officer 
Fischer,  Shawna  L.  SPC  USD-C  101  ENG  BN,  317  ENG  CO 
Fischer,  Steven  D  1LT  261st  SIG  BDE  Aide  de  Camp 
Fischer,  Thomas  J  CPT  50th  Chemical  Co 


Fischer,  Trevor  J  SPC 

Fischerkeller,  Michael  P  CIV  Combatant  Command  Program  Director 

Fischgrund,  Douglas  J  SSG  2-25  1-14  Section  LDR 

Fischhaber,  Lucas  T  CPT  MND-N  Operations 

Fish,  Cory  W  SPC  B  Co  4-4  ARB  Crew  Chiefs 

Fish,  Donovan  SGT  C  Btry  1-17FA  Training  NCO 

Fish,  Elbert  C  CW3  3D  ESC  Legal  Admin 

Fish,  Todd  J  LTC  MNSTC-I  DDA  CAATT 

Fishback,  Daniel  A  CPT  7SB  LNO 

Fishel,  Brett  M  SGT  K-9  CTD  Handler 


-♦08- 


o 


9 


Fishel,  Bryan  R  CTR  MNF-I  TBC  POE 

Fishel,  Jeffrey  A  SSG  1463rd  Transportation  Co. 

Fisher,  Alan  PFC  USA  MND-C  2BCT4ID  S6  HELP  DESK  PERSONNEL 

Fisher,  Andrew  S  CIV  Technician 

Fisher,  Angelia  M  CPT  MNC-I  86  CSH 

Fisher,  Bradford  A.  MAJ  1HBCT  3ID  BDE  ISF  Cell 

Fisher,  Bradford  MAJ,  1st  Federal  Police  STT 

Fisher,  Bradley  A  SPC  PLL  Clerk  44th  ESB 

Fisher,  Brandon  L  TF  Iron  Shield 

Fisher,  Brian  P  PFC  LBS  Logistician 

Fisher,  Brian  P  PFC  Logistician  LBS 

Fisher,  Byron  L  SrA  USAF  532  ESFS  SECP  Security  Forces  USA 
Fisher,  Carl  SSG  USA  5th  ENG  BN  HHC  OPS  NCO 

Fisher,  Chad  M  Cpt  MNC-I  SJA  Contract  &  Fiscal  Law  Attorney 

Fisher,  Chad  M  SPC  COMMO  C  Co  2-4  GSAB 

Fisher,  Chris  E  2LT  MNF-I  40  MP  CO 

Fisher,  Christopher  L  SFC  TF  641  AVN  S4 

Fisher,  Dalene  SGT  TFRIC  Detainee  Facility  MDHU  10  REP 

Fisher,  Danny  W  SSG  MNC-I  2-82  FA  Human  Resource  SGT 

Fisher,  David  R  SPC  MNF-I  1-184  INF 

Fisher,  Deborah  CPT  328th  BSB  HHC  S-l  OIC 

Fisher,  Derick  D  SSG  2-25  1-14  IN  BN  HHC  FSE 

Fisher,  Douglas  C.  1  LT  834th  ASB  HSC  Maint  Control  Officer 

Fisher,  Edward  PV2  589th  SSA 

Fisher,  Etani  A  CTR  MNF-I  CACI  STE 

Fisher,  Gerald  V  CW4  USA  TF449  HHC  S-4  FORWARD  SUPPORT  OFFICER 

Fisher,  Ian  P  SGT  GBR  MNFI  DCG 

Fisher,  Jake  A  SGT  115  CSH 

Fisher,  James  R  SPC  USA  Scania  3-16  FAR 

Fisher,  James  T  CPT  3-4  64BSB  B  Co.  CDR 

Fisher,  Jason  SPC  HHT  5-7CAV  S4  Clerk 

Fisher,  Jason  SFC  2-112  IN  Stryker  Pit  Sgt 

Fisher,  Jennifer  M  SSgt  USAF  532nd  ESFS 

Fisher,  Jeremiah  C  PFC  USA  509th  ENG  CO  Combat  Engineer 
Fisher,  Jeromy  E  SSG  1-161  FA  A  Btry  Squad  Leader 
Fisher,  John  J  SPC  MNF-I  497  TC 
Fisher,  John  T  SGT  F  Co  1-68  Inspector 
Fisher,  Johnathan  A  A1C  887  ESFS 

Fisher,  Johnny  MAJ  l-161st  INF  Executive  Officer 

Fisher,  Jon  P  CPT  1-151  CAV  Assistant  S3 

Fisher,  Joseph  SGT  14  EN  Maintenance  NCO 

Fisher,  Keith  B  PFC  HHC  2-4  GSAB  Supply 

Fisher,  Kenneth  J  SSG  MNC-I  589th  Convoy  NCOIC 

Fisher,  Kevin  L  SPC  MNC-I  324  NSC  Network  Operations  Clerk 

FISHER,  KYLE  E.  SSG  ECO  1/244  MAINT 

Fisher,  Lance  SSG  317th  Eng  Co  Pit  SGT 

Fisher,  Larry  D  SSG  MNC-I  C  2-1  AVN 

Fisher,  Lee  E  SGT  MNFI  CJ9  STRATCOMM 

Fisher,  Loni  A  YN2  MNC-I  TF  Troy 

Fisher,  Mark  1LT  1-38IN  C  Co 

Fisher,  Mark  J  SSG  CJSOTFAP  SF  ENG  SGT 

Fisher,  Matthew  D  LTC  MNF-I  CJC1/4/8  Logistics  SAPO-Iraq 
Fisher,  Matthew  D  SGT  591ST  Air  OPS  NCOIC 
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Fisher,  Matthew  J  SPC  MNC-I  163  MI  MFT  Team  Member 

Fisher,  Michael  D  PFC  155th  ICTC  OPS  and  Training  Clerk 

Fisher,  Nancy  S  MNF-I  16  SB 

Fisher,  Neal  D  CIV  AMC-MRAP  Mechanic 

Fisher,  Neal  V  Maj  USMC  TF  134  Public  Affairs 

Fisher,  Norman  L  SFC  MNC-I  1-8  In  MITT 

Fisher,  Ramon  M  1SG 

Fisher,  Ray  A  PFC  306th  MP  BN 

Fisher,  Richard  H  SPC  287  SB  HHC  Food  Service 
Fisher,  Robert  D  CPT  MNF-I  JRCC  Contracting  Officer 
Fisher,  Ronald  C  CSM  HHC  2-113  INF 

Fisher,  Ronald  E  SGT  MNF-I  342  MP  CO  MWR  Cordinator 
Fisher,  Scott  D.  2-23IN  Physician  Assistant 
Fisher,  Sean  S  SGT  SCID 
Fisher,  Sean  SGT  MNFI  SCID 

Fisher,  Seneca  B  SGT  515  Trans  Co  Team  Leader 
Fisher,  Shane  M  SSgt  MNF-I  CMD  GRP  (COS  PSO) 

Fisher,  Stanley  J  SSG  JIDC  JEC  NCOIC 
Fisher,  Steven  MA2  732  PMO/Det.  5  K9 
Fisher,  Talmane  SRA  886th 

Fisher,  Thomas  SPC  101  ENG  BN  1434th  Supply 
Fisher,  Timothy  A  SSG  991  TC  PSG/Parts  NCOIC 
Fisher,  Timothy  M  CTR  MNF-I  AMC 
Fisher,  Tyron  LtCol  MNFI  CJ3 
Fisher,  William  CPT  A  2-15  FA  CDR 
Fisher-Meza,  Audra  SSG  USA  111th  MMB  S4 
Fisk,  Chandler  CPT  1st  OD  MAINT  Commander 
Fisk,  Daniel  S  SPC  602nd  Maint  Co 
Fisk,  David  A  SGT  MNF-I  326  EN  Intel  Analyst 
Fisk,  Keith 

Fisk,  Robert  D  SSG  MNC-I  137  th  QM 
Fisk,  Sloan  CPT  3BCT82AB  5-73  CAV 

Fiske,  Aracely  J  SSGT  MNC-I  C2  Foreign  Disclosure  Officer 

Fiske,  Edwin  LTC  1HBCT3ID  3-69  AR  STT  Chief 

Fister,  Sarah  J  SPC  MNF-I  81  BSTB 

Fiszler,  Dominik  PFC  327th  MP  BN  HHC 

Fitch,  Brian  A  1LT  C  Co  834th  ASB  XO 

Fitch,  Bryan  L  SGT  602nd  Maint  Co  PLL  Operations  Clerk 
Fitch,  Joshua  M  SPC  2-25  HHC 
Fitch,  Mike  SGT  702d  BSB  Si 

Fitch,  Sinika  T  SSG  3rd  BN  -  6th  BDE  -  2nd  IA  DIV  MITT  Medical 
Advisor 

Fitchett,  Duane  A  SFC  USA  TF449  HHC  S-3  LEATHAL  FIRES 
Fitchett,  Thomas  1SG  229th  MP  CO  1SG 

Fitz,  Donald  A.  SFC  USD-C  G4  Aircraft  Maintenance  Supervisor 
Fitz,  Jerri  L  POl  NPDB-5 

Fitzgerald,  Chad  CPT  USA  DIV  25  BDE  2  CAV  214 
Fitzgerald,  Christopher  B  CIV  MNC-I  MRAP  FSR 
Fitzgerald,  Heather  CIV  TF  BSO 

Fitzgerald,  James  First  Sergeant  A  Co  404TH  ASB 
Fitzgerald,  Johnny  L  SGT  PSD 

Fitzgerald,  Jonathan  PFC  520TH  MED  CO  COMMUNICATIONS 
Fitzgerald,  Joseph  R  CPL  404  ASB 
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Fitzgerald,  Kerry  1LT  MND-SE,  22-28th  MP  Company  Platoon  LDR 

Fitzgerald,  Matthew  SPC  2-25  2-11  FA  C  Btry  Task  Force  Spear  TRO 

Fitzgerald,  Robert  A  SPC  834th  ASB  Supply 

Fitzgerald,  Steven  P  SPC  MI  S-2 

Fitzgerald,  Tyrone  A  SGT  USA  MSC  95  MP  BN  IMO 

Fitzgerald,  William  T  Maj  MNF-I  TFO  XO 

Fitzgibbons,  Jeffrey  E  CIV  MSC  TF  134  Public  Affairs  Coordinator 

Fitzhugh,  Delbert  W  SFC  l-161st  INF  Assistant  Supply 

Fitzhugh,  Derrick  SGT  2/1  ID  JTAC 

Fitzke,  Robert  SSgt  362  ERS  DET1  Data  Team  Chief 

Fitzmayer,  Katherine  S  SGT  MNF-I  407  MED 

Fitzpatrick,  Adam  M  SGT  632  MTC 

Fitzpatrick,  Brendan  T  CPT  A  Co  3-4  3  STB  CDR 

Fitzpatrick,  Chad  K  SGT  MNC-I  54th  EN  BN 

Fitzpatrick,  Chaun  SGT  398th  CSSB  Squad  Leader 

Fitzpatrick,  Colleen  M  SPC  MNC-I  54th  ENG  BN 

Fitzpatrick,  Eric  J  126th  BDB  FLE 

Fitzpatrick,  Fitz  COL  MNC-I  358CA 

Fitzpatrick,  John  1LT  104TH  MP 

Fitzpatrick,  John  S  LT  COL  MNFI  CJ5 

Fitzpatrick,  Jolene  A  SPC  10th  SBDE 

Fitzpatrick,  Robert  Battle  NCO  732  ESFS 

Fitzpatrick,  Robert  L  LCDR  MNF-I  CJl/4/8  DRMS  AOIC 

Fitzsimmons,  Kristin  E  MCI  MNFI  CJ9 

Fitzsimmons,  Zach  PV2  USA  MND-C  G2 

Fitzsimons,  Daniel  E  CW3  1-126  AA  TACOPS 

Fitzwater ,  Adam  B  CIV  MNC-I  JFC  Propaganda  Analyst 

Fitzwater,  Kassidy  A  SGT  146  ESB  NOSC  NCO 

Fitzwater,  Matthew  CPT  2-12FA  4/2SBCT  AS3 

Fitzwater,  Robert  L  SGT  225  BSB  S2  Analyst 

Fiveash,  Travis  C  SGT  319th  MI  BN,  MIT  642  Team  Member 

Fivian,  John  MAJ  16th 

Fix,  Lisa  SCPO  NPDB  3 

Fizer,  Ronald  F  LTC  402nd  AFSB  Planner 
Flack,  Jason  J  SSG  USA  509th  FSC  PLT  SGT  USA 
Flacy,  Dean  CIV  ITT 
Flagg,  Corey  D  SSgt  887  ESFS 
Flagg,  Steven  M  1LT  A  TRP  XO  6-9  CAV  3HBCT 
Flagg jones,  Terrell  A  SSG  MNF-I  1  AD 
Flagler,  Timothy  D  SPC  MSC  29  BSC  Fueler 
Flaharty,  Shawn  M  CPT  MSC  44  MEDCOM  OPS 

Flahave,  Bryan  M  SSGT  834th  HSC  AVN  Bde  TF34  RBAV  Aircraft 
Refuel  Sec 


Flaherty,  Lester  SGT  317th  Eng  Co  No  Title 
Flaherty,  Patrick  B  SRA  887  ESFS 
Flaherty,  Patrick  MAJ  TAMP  FLT  OPS  DIV  CH 
Flaherty,  Trenton  W 
Flahive,  Joshua  SPC  29th  BSB  FSC 
Flahive,  Russell  A  Pilot  /CW3 
Flaming,  Samuel  D  LT  USA  FOB  SHIELD 
Flammia,  Anthony  J  SGT  11th  MP  BDE 
Flanagan,  Brian  J  SSG  586th  ESFS 

Flanagan,  Debora  A  CIV  ITT  TAC-SWACAA  CMN  System  Admin 
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Flanagan,  Debora  A  CIV  ITT  TAC-SWACAA  IMO 
Flanagan,  Francis  T  LTC  1-112  IN  Battalion  CDR 
Flanagan,  John  SGT  797th  OD  CO  EOD  NBC  NCO 
Flanagan,  Jonathan  E  MAJ  11TH  IAD  MiTT  G2  Advisor 
Flanagan,  Terrence  S  2LT  23rd  ORD  Platoon  Leader 
Flanagan,  Thomas  SGT  104TH  MP 

Flanders,  Scott  A  Capt  732  ECES  DET  10  XO  (Executive  Officer) 

Flanigan,  Marissa  A  PV2  556  Signal  Co  Unit  Supply 

Flannery,  Jerrod  N  SGT  2-25  1-14  IN  BN  S3  LAND  NCO 

Flannery,  Thomas  G  CTR  MOI  TT  FOB  Shield 

Flannigan  Brian  T.  CAPT  CJSOAC  J3  Operations 

Flasphaler,  Darryl  J  LCDR  MNF-I  CJ3  FM  Special  Actions 

Flather,  William  M  CPT  519TH  MP  BN  HHD  CDR 

Flathers,  Robert  L  SGT  MNF-I  326  EN  BN 

Flaugh,  Chad  M  P02  RTU  Navy  Operator 

Flavin,  Katherine  E  A1C  MNF-I  727  EACS  OL-C 


Flax,  Schoen  S  SFC 

Fleck,  Christopher  A  CIV  MNC-I  JCCS-1  Crew  FSR 
Fleck,  Katina  SPC  55th  MED  Mental  Health  Specialist 
Fleckenstein,  David  S  LTC  2-4  GSAB 
Fleenor ,  Bryan  P  CTR  MNSTC-I  DDA  MOD-AT 
Fleetwood,  Jamie  L  SSG  530th  MP 
Fleetwood,  Thomas  COL  GBR  IZ  NTMI  NATO 

Fleigle,  Dawn  M  MSG  259th  CSSB  Material  Management  NCOIC 

Fleisher,  Christopher  R  SGT  70th  EN  Co 

Flemans,  Terrance  R  SSG  TF-16  SOG 

Fleming,  Albert  D  SSG  HHC  1-4  AVN  Supply  SGT 

Fleming,  Eric  LTC  MNF-I  16  SB 

Fleming,  James  M  SPC  MNC-I  632  MTC 

Fleming,  Jason  L  SGT  USA  MND-C  HHC  Gl  CASUALTY 

Fleming,  Jason  M  SPC  USA  55th  SUS  BDE  Supply 

Fleming,  Lloyd  R  SGT  MNF-I  1-124  CAV 

Fleming,  Malcolm  J  SSG  MNF-I  25  ID 

Fleming,  Matthew  W  LTC  JAG 

Fleming,  Patrick  CPT  MNC-I  CG  Flight  Detachment 
Fleming,  Patrick  S  SGT  4-6  ACS 
Fleming,  Ray  A  SFC  IAD  2BCT  2-6  INF  HHC  DFAC 
Fleming,  Robert  P  SPC  520th  Medical  CO  (AS)  Medic 
Fleming,  Ryan  E  2LT  USA  509th  MAC  Platoon  Leader 
Fleming,  Scott  A  CMC  NPDB-5 

Fleming,  Travis  S  SSG  B  Co.  225  BSB  HQ  PSG/S-2  Rep 
Fleming,  Victor  SGT  705th 

Fleming,  William  A  PV2  39  BSB  F  Co  COMO  SPC 
Fleming,  William  SrA  886th 

Flemings,  Ewanta  SSG  IAD  2BCT  HHD  47th  FSB  LNO 
Flemming,  LaTroya  T  A1C  USAF  532  ESFS  USA 
Flemming,  Samuel  F  SSG  MNC-I  TF  ODIN  III  TEAM  LEADER 
Flessert,  Kevin  K  SGT  MNF-I  16  STB 
Fletcher  II,  Donald  R  SPC  632nd  MC  Team  LDR 
Fletcher,  Adam  B  PFC  Logistician 

Fletcher,  Antoinette  D  MAJ  MNF-I  CJ  1/4/8  Strategic  Dist  Officer 
Fletcher,  Arnold  E  SSG  S6  Logistician 
Fletcher,  Carl  J  CIV  JCCS-1  FSE 
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■  ,  John  MSG  MNF-I  EOD 

■  ,  Christopher  SPC  1AAB  S2  ANALYST 
B,  Rayn  R  MAJ  BUCCA  JIDC  OIC 

Guy  D  1SG  155th  ICTC 
Ryan  E  SSG  306th  MP  BN 
|,  John  W  SPC  328th  MP  CO  Sallyport 
I,  Lena  C  IT1  SOFTLEIZ  NCOIC 
I,  Michael  W  SPC  4/2  HHC  S6 

I,  Shawn  H  SPC  MNC-I  86  CSH  Light  Wheeled  Mech 
I,  Tasha  R  SSG  Mission  CDR 

I,  Tracy  H  SGT  PLL  Clerk 

[7  Zachary  J  PFC  C  114th  IN  SDC  Guard 
L  Jessica  L  SGT  259th  CSSB  HR  SPEC 

II,  Thomas  J.  A1C  USAF  532  ESFS  Security  Force  USA 
Muhammad  SGT  702d  BSB  SPO  Mortuary  Affairs 

■H,  Ryan  V,  CPO,NPDB-5 

Olasunkanmi  SPC  G1  USD-C,  B  CO  G-l  Strength  Clerk 
■g,  Issa  F  DOD  MNF-I  FBI 

[^Hassan  F  CIV  MNC-I  IqATF  SYColeman  Military  Aviation  Ac 
■■■,  Taitusi  T  LT  4th  Royal  Tonga  Marines 
Troy  D  SGM  MNFI  CJ9  CPIC 
■P  Nicholas  CPT  MND-B  (1CD)  DSTB  D  Troop  CDR 
■7  Jeanne  M  CPT  328th  BSB  S-4 
■7  Cesar  SFC  MNF-I  632  Maint 
I,  Juan  R 

Michael  D  MAJ  MNC-I  732  ECES  FED  Team 
■L  Robert  A  126th  BDB  FLE 
■|,  Cortnee  D  SPC  MNFI  CJ9  STRATCOMM 
Joel  SPC  HHC  2-25  1-14  BN  RTO 
Thomas  MIU  SFC  JASG-C  50TH 

■  ,  Craig  1SG  USA  50th  Eng  Co 
f^Blak®  D  PFC  10TH  CSH 

Adrienn  SGT  MND-B  (1CD)  CMD  GROUP  ADMIN  ASSISTANT  TO  CG 
Michael  E  1LT  6-8  CAV  A-TRP  Platoon  Leader 
Michael  J  LTC  3D  ESC  CALL  USA 
■■■■j,  Timothy  CTR  MRAP  BALAD 

Michael  TSgt  732  ECES  DET  10  Vehicle  Maint  Craftsm; 
Michael  SGT  2-14IN  PSYOP  Team 
■f  Ray  C  MAJ  JCCI  Iraq  Contracting  Operations 
Claxton  T  CPT  USA  51st  ESB  B  CO  Commander 
I,  John  W  Jr  MNSTC-I  J-4 

Carl  A  SGT  MNF-I  25ID  SYSTEM  SUPPORT  SYSTEM  SPEC. 

Veronica  L.  PFC  1HBCT  3ID  BDE  S-l  AWARDS  CLERK 
■^Wesley  SGT  362  PSYOP  Assistant  Team  Leader 
|7  James  CPT  54/6  MiTT  4/2SBCT 
|,  Jamie  R  SGT  HHC  56  SBCT  Human  Resources 
BH,  Francis  SSG  60th  ORD  CO  Section  Chief 
Eugene  SFC  421st  MMB 

■7  Michael  R  SFC  TF  49  S2  Senior  Intelligence  Analyst 
Veronica  N  PFC  Finance  CVS  Clerk 
B)_David  SGT  101  ENG  BN  2nd  PLT  SQD  LDR 
■&MH,  Justeen  D  PFC  536th  MC  TMDE  Technician 


Dusan  LTC  CZR  NTMI  NATO 
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Group/cn=Recipients/cn= j  oel . falconer . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=thomas . falconer.iraq.centcom.mil 
/ o=2 BCT 1 OMTN / ou=  Fi r s t  Admi nistrative 

Group/cn=Recipients/cn=craig. falealii . iraq.centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=blake . f aley . iraq . centcom.mil 
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/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=adrienn. talk .mnd-b . army.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=michael . talk . iraq.centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=michael . j . falk.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=timothy . falkenstein. iraq. centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=michael . falkowski . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 
Group/cn=Recipients/cn=michael . f allacaro 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=ray . fallaria . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=claxton. fallen. iraq. centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn= john . fallen . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn= Recipients /cn=carl . fallin. iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=veronica . fallon. Ibct3id.army.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=wesley . fallosl .mnd-b. army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn= j  ames . falls . 4bct2id .army .mil 
/ o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=jamie . falls . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=f rank. falmngar. mnd-b. army .mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=eugene . falsario. iraq. centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=michael . falsken.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=veronica . faltine . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=david. falting.mnd-b.army.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=justeen. faltriguera.iraq.centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=dusan. faltynek. czr. iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=robert . falvey . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=michael . f alvo . iraq . centcom.mil 
/ o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn= j ason . f alwell . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=f rank. falzalore . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=rick. fambro. iraq. centcom.mil 
/ o=2BCTlOMTN/ou=First  Administrative 
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Group/cn=Recipients/cn=david. famiglietti. iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=oluyomi . f aminu . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=jennifer. fancher.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=j  ohn . fancher . Ibct3id . army.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=william. e . fancher.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=kathleen. fanella . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=sefo. fanene . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=grecher. fang. iraq.centcom.mil 
/o=2BCTlOMTN/ou= First  Administrative 

Group/cn=Recipients/cn=samira . fanga . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=ronnie . fankhauser.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=darrell . fann.iraq.centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 
Group/cn=Recipients/cn=kevin. fann.mnd-b . army.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=michael . fannaly . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=gabriel . fannan . iraq . centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=shawn. fannin . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=chenaque . fanning.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=marylisa . fanning . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=michael . fanning . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=charles . fant . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=jose. r . fantauzzi . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=ervin. fant roy. Ibct3id. army .mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=nicole . fantroy.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=clinton. fanucchi .iraq. centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=theresa . f aoa . iraq . centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=f rancis . fappiano.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=steven . farabaugh . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=nabil . farag. iraq.centcom.mil 
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/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=f ady . f aragalla .mnd-b . army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=samir . f aragalla . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 
Group/cn=Recipients/cn=f aratsa . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 
Group/cn=Recipients/cn=ian . farber .iraq . centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=erik. fardette .mnd-b.army.mil 
/o=2BCTlOMTN/ou=First  Administrative 
Group/cn=Recipients/cn=mark . fare . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=jennifer . farese.iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 
Group/cn=Recipients/cn=adam. fargo . iraq . centcom.mil 
/o=2BCTlOMTN/ou= First  Administrative 

Group/cn=Recipients/cn=f arhan . loliai . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=joshua . farias . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=shawn. farias . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=antonio. far in. iraq. centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=amber. farina . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=andrew. farina . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=charles . farina . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=seth. faris . Ibct3id.army.mil 
/o=2BCTlOMTN/ou=First  Administrative 
Group/ cn=Recipients/cn=tom. faris .mnd-b . army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=james . farish.iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 
Group/cn=Recipients/cn= j  erod . f arkas 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=eric. farley. iraq. centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=gary . farley . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=ian . farley.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=j acob . farley . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=james .m. farley .mnd-b. army .mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients /cn= j . farley . gbr . iraq . centcom.mil 
/ o=2BCTl OMTN/ou=Fir st  Administrative 

Group/cn=Recipient s/cn=michael . farley.iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 
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Group/cn=Recipients/cn=richard. farley. iraq.centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=robert .farley.iraq.centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=samuel . farley . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=scott.m. farley. iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=shaun. farley . iraq.centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=stanley . farley .mnd-b.army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=rhodney . f arlow . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=thomas . farlow.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=christopher. farmer. iraq. centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=franklin. farmer . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=j ames . farmer . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=jef fery . farmer . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=jef frey . farmer 2 . iraq.centcom.mil 
/ o=2 BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=joshua. farmer . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=kevin. farmer . iraq. centcom.mil 

/ o=2BCT10MTN/ou=First  Administrative 

Group/ cn=Recipients/cn=michael . farmer.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipient s /cn=robert . c . farmer . iraq . centcom . mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=robert . farmer . iraq . centcom.mil 
/ o=2 BCTlOMTN/ou= First  Administrative 

Group/cn=Recipients/cn=shane . farmer . iraq.centcom.mil 
/o=2BCTlOMTN/ou= First  Administrative 

Group/cn=Recipients/cn=spencer . k . f armer .mnd-b . army.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=terry. farmer . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=todd . farmer . iraq . centcom.mil 
/ o=2 BCTlOMTN/ou= First  Administrative 

Group/cn=Recipients/cn=kimberly. farmer . iraq.centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients /cn=s teven . alexander . far . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=kyle  .  fames  .  iraq .  centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=daniel . farnsworth . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=elwin. farnsworth.iraq.centcom.mil 
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/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=nathan. farnsworth. iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=todd. farnsworth . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 
Group/cn=Recipients/cn=j ohn . f aron . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=moniem. farooqi . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=j anice . f arquharson . iraq . centcom . mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=edward. farr. iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=jeffrey. farr . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=jessica . farr . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=j onathan . farr . bucca . iraq . army . mil 
/o=2BCT10MTN/ou=First  Administrative 
Group/cn=Recipients/cn=paul . farr . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=prolynn. farr . iraq.centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=mohamed . f arrag . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=mark . f arrant . gbr . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=adam. farrar. iraq.centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=albert. farrar .iraq. centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=chris. farrar .iraq.centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=clinton. farrar. iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipient s /cn=david . farrar . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=eric . farrar . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=lance . farrar . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=oretia . farrar . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=marcus .d. farray.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=aileen . farrell . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=brendan . farrell . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=brian . farrell . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/ cn=Recipients/cn=jenna . farrell .mnd-b . army.mil 
/o=2BCTlOMTN/ou=First  Administrative 
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Group/cn=Recipients/cn=julie . farrell . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=kenneth .farrell.iraq. centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=martin. farrell. iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=matthew. farrell . Ibct3id.army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=michael . 1 . farrell .iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=michael . farrell . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=reginald. farrell.iraq. centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=robert . farrell . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=sheila . farrell . iraq.centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=sholomi . farrell . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=terri . farrell . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=j ames . f arren . iraq . cent com . mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=sybal. farres . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=sonia. farrey.gbr.iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=christopher . f arringt . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=jason. farrington.iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=timothy. farrington. iraq.centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=brian . f arris . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=charlotte . farris . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=dereck . farris .iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=desmon . farris . bucca . iraq . army.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=dustin. farris .iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=dwayne . farris . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=gregory . farris . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn= jonathan.farris.iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=mar shall . farris . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=michael . s . farris . iraq . centcom.mil 
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/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=sybral . f arris . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 
Group/cn=Recipients/cn=harold . farrow 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=steven. farthing. iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=aree j . faruq.irq.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=carnitas. farve. iraq.centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=john. farvour. iraq. centcom.mil 

/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=megan. fasching. iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients / cn=megan . e . fasching . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=bradley . fasnacht .mnd-b.army.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=andres . r. fasolino . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=hassan . f atah . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=hoger . f atah . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 
Group/cn=Recipients/cn=trend. fate . iraq.centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=jonathan. fathag.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=george . fatoohi . irq.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=jibayo. fatusin. iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=vito. fatutoa. iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/ cn=Recipients/cn=brent . f aught . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=jeremiah. f aught . 4bct2 id. army .mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=stephen . f aught . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=timothy . faugl .iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=nicholas . faul . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 
Group/cn=Recipients/cn=peter . faul . 4bct2id. army .mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=marlon . f aulds . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=piper. faulisi.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=byram. faulk.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 


-789- 


o 


o 


Group/cn=Recipients/cn=luther. faulk. iraq.centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=michael. faulk. iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=rodney . faulk . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn= j ason . faulken .iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=david. faulkner. iraq. centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=jacqueline . faulkner .iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=j ames . faulkner . iraq . centcom.mil 
/ o=2BCTl OMTN / ou=First  Admi nistrative 

Group/cn=Recipient s/cn=j on. faulkner . iraq.centcom.mil 

/o=2BCTlOMTN/ou= First  Administrative 

Group/cn=Recipients/cn=kevin . faulkner . iraq . centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/ cn=Recipients/cn=marty . faulkner . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=matthew . f aulkner .bucca .iraq . army.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=naomi . faulkner . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=robert . faulkner . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients /cn=t iff any. faulkner . iraq. centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=mike . f aunda . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn= j  erelle . f aust .iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn= j  erry . f aust . 4bct2id . army . mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=marshay . faust . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=tedferey. faust .mnd-b. army.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=william. faust . bucca . iraq . army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=philip. faustino. iraq. centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=dustin. faux. iraq.centcom.mil 
/ o=2 BCT1 OMTN/ ou=First  Administrative 

Group/cn=Recipients/cn=keith. faux .iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=tony . f avalora . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=christopher . f avazza . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=ronald. favela. iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=ronald . favela . hd . iraq . centcom.mil 
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/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=nyesha . favorite . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients /cn=deandre . favors . iraq . cent com . mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=summer . favors .mnd-b . army.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=grant . fawlett .mnd-b . army . mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=james . fawvor.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 
Group/cn=Recipients/cn=f awzia . ayar .mnd-b . army.mil 
/o=2BCTlOMTN/ou=First  Administrative 
Group/cn=Recipients/cn=brian. fay.iraq.centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 
Group/cn=Recipients/cn=evan . f ay . iraq . centcom . mil 
/o=2BCT10MTN/ou=First  Administrative 
Group/cn=Recipients/cn=kirk . fay . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=sean. fay . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=timothy . fay.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=karima . fayad.irq.iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=kieth. fazio.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients /cn= j oseph . f azio . iraq . centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=ryan . f eagan . iraq . centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=kevin. feagin.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=kristopher . f eagle . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=ysian.n. feanny.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=arvelle . f earn . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=duane . fears . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 
Group/cn=Recipients/cn=jake . fears . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=shakelia . fears . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=willie . fears . iraq.centcom.mil 
/ o=2 BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=brent . feaser . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=carl . feaster . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=kenneth. feaster. iraq. centcom.mil  , 

/o=2BCT10MTN/ou=First  Administrative 
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Group/ cn=Recipients/cn=charles . f eatherston. iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=jason. featherston.iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=dennis. febinger.iraq.centcom.mil 

/o=2BCT10MTN/ou= First  Administrative 

Group/cn= Recipients /cn=lisa . f ebres . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=aaron . f ebuary . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=charles . f ebus . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=david. febus . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/ cn=Recipients/cn=william. f ecke . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn= just in. fecteau.mnd-b.army.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=matthew . f ecteau . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 
Group/cn=Recipients/cn=mark . fed . iraq . centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=anthony . f ederico .iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=robert . federigan. iraq. centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=susan. federinko.iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=chagoll . buhl . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=david. fedrof f . iraq . centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=christopher . f educhak . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 
Group/cn=Recipients/cn= Joseph. Fee 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=michael . f eeley . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=sean. feeley. iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=f eeney .matthew . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=christopher . f eeney . iraq . centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 
Group/cn=Recipients/cn=robert . fees 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=willie . f egans . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=kyle. feger. iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=charles . f eher . iraq . centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=william. f eher . iraq . centcom.mil 
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/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=allan.h. fehr. iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=stuart. feichtinger.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=kenneth . feiereisen. iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=shane . f eiertag . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn= Recipients /cn=erich. feige. iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/ cn=Recipients/cn=michael . feigenblatt.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=ronald. feik.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=ashden. fein.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=heidi. feiner. iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=matthew . f eit . bucca . iraq . army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=brant. feivou.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=kendra. fejedelem. iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=shayne. fejeran. iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=vaughn. fekette . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=arthur . f elarca .iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=arthur. felder.iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=clif ford. felder.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=daniel . f elder . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=leslie . f elder . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=patrick. felder. iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 
Group/cn=Recipients/cn=paula . felder.mnd-b.army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=ricardo. felder.iraq.centcom.mil 

/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=ricardo . felder .mnd-b . army .mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn= Recipient s/cn=teshara . felder.iraq.centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/ cn=Recipients/cn=william. feldhahn . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=jarrett . f eldman. iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 


-793- 


o 


J 


Group/cn=Recipients/cn=steven . f elicetti . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=charles . f eliciano . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=eric. f eliciano. iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=fernando. feliciano. iraq. centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=hector . feliciano . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=juan. feliciano. 4bct2id.army.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/ cn=Recipients/cn=roberto . feliciano . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=paul . f elipe . iraq . cent com . mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=yasmin. f elipe . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=crystal . felix . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=iankelly. felix.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=jorge. felix. 4bct2id.army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=kenia . felix . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/ cn=Recipients/cn=maher . felix . 4bct2id . army . mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=monnica . felix . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=robert . felix . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=roberto . felix . bucca . iraq . army.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=roboam. felix . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=tammy . felixl . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=tammy . felix . iraq . centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=vincent . felix .mnd-b. army .mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=nelson . tolentino . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 
Group/cn=Recipients/cn=aimee . feliz.mnd-b.army.mil 
/o=2BCT10MTN/ou=First  Administrative 
Group/ cn=Recipients/cn=juan . feliz . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=david. feller . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=douglas . feller . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=michael . fellers . iraq.centcom.mil 
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/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=kevin. j . fellmeth .mnd-b .army .mil 
/ o=2 BCT 1 OMTN / ou=First  Admi ni s t r a t i ve 

Group/cn=Recipients/cn=courtney. felly.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=erich. felps .iraq.centcom.mil 

/o=2 BCT 1 OMTN/ ou=First  Administrative 

Group/ cn=Recipients/cn=brian . f elsch . mnd-b . army . mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/ cn=daniel . f elten . 4bct2id . army .mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=douglas . f elter . iraq . centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=john. feltholis . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/ cn=Recipients/cn=andrew . f elthous . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=laura . feltman.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/ cn=Recipient s /cn=david. f el tner. 4bct2id.army.mil 
/ o=2 BCT1 OMTN/ ou=First  Administrative 

Group/cn=Recipients/cn=christopher . felt on . iraq . centcom . mil 
/ o=2 BCTl OMTN /ou=First  Administrative 

Group/cn=Recipients/cn=denise. felton. iraq. centcom.mil 
/o=2 BCTl OMTN /ou=Fir st  Administrative 

Group/cn=Recipients/cn=glenn. felton. iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=heather. felton. iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/ cn=Recipients/cn= william . felton . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn= j  ames . felts . Ibct3id . army .mil 
/ o=2 BCTl OMTN /ou= First  Administrative 
Group/cn=Recipients/cn=bo . feltz .mnd-b. army .mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=barton. fendelman.iraq.centcom.mil 
/o=2 BCTl OMTN /ou=First  Administrative 

Group/cn=Recipients/cn=jason. fender .iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/ cn=Recipients/cn=s cot t . fender . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=paul . fenimore . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=britani. fenley.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 
Group/cn=Recipients/cn=mark . fenn .mnd-b . army . mil 
/o=2 BCTl OMTN /ou=First  Administrative 

Group/cn=Recipients/cn=chad. fennell .iraq.centcom.mil 

/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=heather. fennell. iraq. centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=dusan . f enner . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 
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Group/cn=Recipients/cn=rachel . fenner .mnd-b .army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=darrin.fennern. iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=shannon. fennessey .mnd-b. army .mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=stephen . f ennessy . 4bct2id. army .mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=robert . fenoglio . 4bct2id. army .mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=terry . fenoglio.mnd-b.army.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=terry . 1 . fenoglio . 4bct2id . army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=katrina. fenrick. iraq. cent com; mil 

/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=ewen . f ensham. aus . iraq.centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=robert. fenstermacher.iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=cory . f enter . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipient s /cn= j  ames . f enton . iraq . centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=nicholas . f enton . gbr . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=russell . fenton . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=sean. fenton. iraq.centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=stephen . fenton . mnd-b . army . mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=william. fenton.iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/ cn=Recipients/cn=kevin . fenwick . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=thomas . fenzl . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=t imothy . f erber . bucca . iraq . army .mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=elliot . f erch . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=t imothy . f erch . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=anthony . f erchaud . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=warren . f erdinandsen . iraq . centcom.mil 
/ o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=keith. ferdon. iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=william. f erebee . iraq . centcom.mil 
/o=2BCTlOMTN/ou= First  Administrative 

Group/cn=Recipients/cn=michael . ferencak.iraq.centcom.mil 
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/o=2BCTlOMTN/ou=First  Administrative 
Group/ cn=Recipients/cn=t remain . f ergerson 
/o=2BCT10MTN/ou=First  Administrative 

Group/ cn=Recipients/cn=charlie . a . f ergurson . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=charlie. fergurson.iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=andree . ferguson . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=anthony . fergusonl . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn= Recipient s/cn=anthony. ferguson. iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=benjamin. ferguson. iraq. centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipient s/cn=brain . f erguson2 . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=brandon. ferguson.iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=brent. ferguson. iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=brian. ferguson3 . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=brian. r. ferguson.iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=christopher . f ergusol . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=christopher. ferguson.iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=david. ferguson.iraq.centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=david . 1 . ferguson . iraq . centcom . mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=david. fergusonl .iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=dean . ferguson . iraq . centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=donald. ferguson. iraq. centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=f abrekus . k . ferguson . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=ian . ferguson . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=james. ferguson.iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn= j ere . ferguson .iraq . centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=john. ferguson. iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn= josh. ferguson.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=justin. ferguson. iraq.centcom.mil 

/o=2BCT10MTN/ou= First  Administrative 
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Group/cn=Recipients/cn=kai. ferguson. iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=kevin. ferguson. iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=kyle . ferguson.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=leo . ferguson . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=mark . ferguson . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=matthew.d. ferguson.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=michael. fergusonl9.mnd-b.army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=robert . fergusonl . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=robert . ferguson. iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients /cn=shawn . o . ferguson . i raq . centcom . mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=shawn. ferguson.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=stanley . ferguson. iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=steven. ferguson.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=storrmi . ferguson.iraq.centcom.mil 
/ o=2BCTlOMTN / ou= First  Administrative 

Group/cn=Recipients/cn=tague. ferguson. iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=timothy .d. ferguson.iraq.centcom.mil 
/o=2BCTlOMTN/ou= First  Administrative 

Group/cn=Recipients/cn=timothy. ferguson. iraq. centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=travis . ferguson.iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=vincent . ferguson.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=abel . ferias . 4bct2id.army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=edward . ferkel . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=matthew. fermanich.mnd-b.army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=phillip. fermel .mnd-b. army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=raf ael . f ermoselle . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=ricardo.ribeiroferna. iraq.centcom.mil 
/o=2BCTlOMTN/ou= First  Administrative 

Group/cn=Recipients/cn=thomas . fernandes . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=aaron. fernandez . iraq.centcom.mil 
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/ o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=alvin. fernandez . iraq.centcom.mil 
/o=2BCTlOMTN/ou= First  Administrative 

Group/cn=Recipients/cn=benjamin. fernandez .iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/ cn=Recipients/cn=carlos . fernandez . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=chelin . fernandez .mnd-b . army.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=christopher . f ernande .iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=daniel . 1 . fernandez . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=danilo . fernandez . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=edmundo. fernandez.iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=f rancis . f . fernandez . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=f . fernandez . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=hector . fernandez . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=hilario. fernandez.iraq.centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative  , 

Group/cn=Recipients/cn=jonathan. a . fernandez . iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative  , 

Group/cn=Recipients/cn=jorge. fernandezcruz .iraq.centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=jorge . fernandez . 1 . iraq. centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=jose . e . fernandez . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=kelvin . fernandez . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=kenneth .m. fernandez . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=maria . fernandez . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=oscar. fernandez .iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=patricia . fernandez . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=pedro. fernandez 1 .iraq.centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipient s /cn=pedro . fernandez . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=raf ael . fernandez .iraq . centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=rafael . fernandezl . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=richard. fernandez . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 
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Group/cn=Recipients/cn=rodrigo . fernandez . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=rogelio . fernandez . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=eduardo . fernandez 3 . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=rossmery . fernandez . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=craig. fernando.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=ericson. fernando. iraq. centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=lauren. fernando . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=hrysso. fernbach.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipient s/cn=randal 1 . a . f ernholz . mnd-b . army . mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=kirk. fernitz . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=kirkl . fernitz . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=larry . f ernrite . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn= j  ennif er . f errante .iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 
Group/cn=Recipients /cn= j ohn . f errara . mnd-b . army . mi 1 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=rosa . f errara . iraq . centcom . mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=shanta. ferrara.iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=gordon. ferrari .iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn= j  ason . ferrari . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=steven. ferrari . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=marc. ferraro. iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 
Group/cn=Recipients/cn= johnny. ferree 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=daisy . f erreira . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=jasson . ferreira.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=kevin. f erreira. iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=michael . f erreira .mnd-b . army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=yanira . fernandez . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=norbet . ferrel . 4bct2id.army.mil 
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/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=aaron . ferrell . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=antone . ferrell.mnd-b.army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=charles . ferrell . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=christopher . ferrell . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients /cn=clif ford . g . ferrell . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=courtland. ferrell . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=ferrell . ennis . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=j  erald. ferrell . iraq.centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipients/cn=j ohn . o . ferrell . iraq . centcom . mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=keith. ferrell . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=larry. ferrell. iraq. centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=norbert . ferrell . 4bct2id. army .mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=robert . ferrell . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=steven. ferrell. iraq.centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=william.b . ferrell.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=william. ferrell . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=abel. ferrer. iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=danilo . ferrer . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=gustavo . ferrer . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=vicente . ferrer.iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=kathleen. ferrero. iraq. centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=mario . f erretti . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=michael . f erreyra . iraq . centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=j ohn . f errie . iraq . centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=emily.a. ferries .mnd-b. army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=george -m. ferris . iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 
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Group/cn=Recipients/cn=john  .  iraq.centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=lena  -HI .  iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=michael  •  4bct2id .  army.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=shawn  -HUI  •  ira(3 .  centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=tasha  *  iraq •  centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=tracey  -^IH  •  iracI  •  centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=zachary  -|HH  •  iraq .  centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=jessica.^p||  .iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=thomas  .m .  iraq .  centcom.mil 
/o=2BCT10MTN/ou= First  Administrative 

Group/cn=Recipient s /cn=muhammad  .  4bct 2 id .  army .  mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=ryan  •  irac3  •  centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=olasunkanmi  mnd-b.army.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=issa  .m|i .  iraq .  centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=hassan  .m .  iraq.centcom.mil 
/o=2BCT10MTN/ou=First  Administrative^^ 

Group/cn=Recipients/cn=taitusi  iraq.centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=t roy  -  iraq .  centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=nick  '^pppp|  .mnd-b  .army.mil 
/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipient s /cn= j  eanne  'ppj^pp .  iraq .  centcom . mil 
/ o=2 BCT 1 OMTN / ou= First  Administrative 

Group/cn=Recipients/cn=cesar  p|^ppp| .iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=juan  •  iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=michael  •  iraq .  centcom.mil 

/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients /cn=robe rt  .  iraq .  centcom . mil 

/o=2BCT10MTN/ou=First  Administrative^ 

Group/cn=Recipients/cn=cortnee  .iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=joel  •  iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=thomas  •  iraq.centcom.mil 

/o=2BCT10MTN/ou=First  Administrative 

Group/cn=Recipients/cn=craig  pppppp . iraq.centcom.mil 
/o=2BCTlOMTN/ou=First  Administrative 

Group/cn=Recipients/cn=blake.(K(|.  iraq.centcom.mil 
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STIPULATION  OF 
EXPECTED  TESTIMONY 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


Mr.  James  Downey 


13*  June  2013 


It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if  Mr. 

James  Downey  were  present  to  testify  during  the  merits  and  pre-sentencing  phases  of  this  court- 
martial,  he  would  testify  substantially  as  follows. 

1.  I  work  at  Defense  Information  Systems  Agency  (DISA),  Fort  Meade,  Maryland.  Specifically, 

I  am  a  part  of  the  Program  Executive  Office  for  Mission  Assurance  (PEO-MA)  and  Network 
Operations.  I  am  the  program  manager  for  attack  analysis.  I  have  held  this  position  since  2007. 

I  hold  the  Global  Information  Assurance  Certification  (GIAC)  security  leadership  certification 
(GSLC),  and  I  am  a  certified  ethical  hacker. 

2.  The  PEO-MA  department,  where  I  currently  work,  provides  program  management  for  various 
programs  that  help  secure  the  IT  information  within  the  Department  of  Defense  (DoD).  Within 
PEO-MA,  I  work  for  the  Community  Data  Center  (CDC).  The  CDC  hosts  a  set  of  tools  used  by 
people  who  secure  DoD  networks.  We  host  enterprise  level  Information  Assurance  (IA)  tools 
and  net  defense  tools,  which  enable  analysts  to  basically  ensure  the  availability  and  integrity  of 
the  networks  that  DISA  provides  for  DoD.  “Enterprise  tools”  are  those  which  are  capable  of 
handling  the  amount  of  data  we  deal  with  and  the  large  and  complicated  networks  with  which  we 
work.  Since  DISA  is  like  an  internet  server  provider  for  DoD,  we  operate  on  a  scale  which  is 
much  larger  than  what  the  commercially  available  tools  are  designed  to  handle.  A  “tool”  is  just 
what  it  sounds  like  -  something  that  allows  us  to  do  our  network  management  job.  Usually,  it  is 
information  or  a  way  of  processing  or  gathering  information. 

3.  The  tool  relevant  to  this  case  is  the  data  we  use  called  Netflow  data.  This  is  a  type  of  data 
which  was  developed  by  Cisco,  but  which  is  now  industry  standard.  With  it,  we  can  capture  the 
Internet  Protocol  (IP)  addresses  of  two  computers  communicating  across  the  system,  as  well  as 
the  volume  of  traffic  which  flows  between  them.  We  use  YAF  to  collect  this  data.  YAF  stands 
for  “yet  another  flow  meter”.  This  tool  was  developed  by  Carnegie  Mellon  and  is  the  industry 
standard.  Just  like  any  meter,  it  measures  and  then  creates  a  data  record  of  the  flow  past  a  data 
collection  point.  A  point  of  collection  is  any  of  the  various  monitoring  points  we  have  stationed 
at  key  perimeter  locations  throughout  the  network;  for  example,  where  a  DoD  network  crosses  or 
connects  to  the  commercial  world.  These  points  monitor  all  traffic,  or  computer  to  computer 
communication,  crossing  from  one  side  of  the  router  to  another.  Our  system  would  “see”  when 
someone  is  on  a  work  computer  browsing  internet  websites  like  yahoo  while  on  NIPRNET  or  the 
United  States  Central  Command  Server  from  a  computer  in  Iraq  while  on  SIPRNET.  The  system 
detects  the  capacity  being  used  during  that  communication  and  at  that  location.  This  information 
can  communicate  whether  something  is  being  downloaded  onto  that  computer.  We  collect 
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Netflow  data  on  NIPRNET  and  SIPRNET.  There  are  relatively  few  routers  collecting  Netflow 
data  throughout  the  entire  SIPRNET.  Because  this  system  only  collects  information  passing 
from  one  side  of  the  router  to  another,  it  does  not  collect  Netflow  data  passing  within  a  network 
that  does  not  cross  through  a  collecting  router.  For  example,  if  a  computer  is  communicating 
with  a  server  or  another  computer  within  the  Iraq  SIPRNET  domain,  that  activity  would  not  be 
captured  in  Netflow  data,  because  the  connection  and  data  does  not  cross  through  the  Iraq 
SIPRNET  domain  router,  but  rather  stays  within  the  Iraq  SIPRNET  domain  network. 

4.  We  collect  this  Netflow  data  for  several  reasons.  First,  we  use  the  data  to  conduct  traffic 
analysis.  It  allows  our  analysts  to  see  where  they  need  to  deploy  additional  capacity  in  the  DoD 
network.  For  example,  if  one  segment  of  the  system  is  getting  more  traffic  than  another,  it  may 
need  a  larger  router.  This  type  of  work  falls  within  the  purview  of  those  CDC  analysts  working 
on  network  operations  and  maintenance.  These  analysts  focus  on  maintaining  the  availability, 
robustness,  and  proper  functioning  of  the  Netflow  data.  They  ensure  that  the  system  is  collecting 
data  correctly,  that  it  is  securely  transported  and  stored,  and  that  the  system  used  to  access  the 
information  is  on-line  and  functioning  properly.  Another  section  however  uses  the  Netflow  data 
to  defend  the  DoD  network  from  threats.  For  example,  if  a  regular  DoD  user  has  a  virus  on 
his/her  computer  that  tries  to  connect  to  a  malicious  computer  outside  the  network,  our  tools 
enable  our  analysts  to  detect  that  and  take  the  offending  computer  offline.  This  section  can 
investigate  suspicious  activity.  I  work  in  the  section  that  manages  the  delivery  of  CDC 
capabilities.  Finally,  we  also  have  a  group  using  the  Netflow  data  to  do  research  and 
development.  The  Research  and  Development  group  analyzes  the  data  to  try  and  find  patterns 
which  might  help  them  identify  behavior  going  on  that  we  do  not  currently  have  a  means  of 
detecting.  For  example,  with  older  viruses  it’s  easy  to  know  when  something  has  been  infected, 
but  newer  ones  can  be  more  cautious  in  how  they  operate.  By  looking  at  patterns  over  time,  our 
analysts  might  be  able  to  see  something  that  helps  them  find  compromised  computers  in  the 
network  before  the  virus  infects  others. 

5  CENTAUR  is  what  we  call  the  system  we  use  to  track  the  Netflow  data  I  just  described.  It  is 
one  of  the  systems  with  which  I  work  in  the  PEO-MA.  A  CENTAUR  log  is  the  data  output  from 
our  Netflow  data  system.  I  became  involved  in  this  case  after  DISA  launched  an  audit  initiative 
focused  on  integrating  and  analyzing  multiple  data  sources  to  identify  and  track  potential  insider 
threats  on  SIPRNET.  Because  of  my  job,  I  am  familiar  with  the  Netflow  data  CENTAUR 
generates  for  SIPRNET.  I  received  a  request  to  pull  the  CENTAUR  logs  showing 
communication  between  three  SIPRNET  IPs  and  for  a  specific  period  of  time.  The  date  range  of 
interest  was  October  2009  to  May  2010.  Investigators  were  interested  in  the  following  IP 
addresses:  22.225.29.185,  22.225.41.22,  and  22.225.41.40. 

6.  To  look  at  the  CENTAUR  data  from  SIPRNET,  analysts  use  a  tool  developed  by  Carnegie 
Melon,  called  SILK  -  System  for  Internet  Level  Knowledge.  Once  gathered,  the  CENTAUR  log 
can  show  certain  pieces  of  information.  I  will  explain  how  to  read  the  CENTAUR  logs  by  way 
of  example  with  the  following  log: 
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a.  The  “sIP”  is  the  source  IP.  It  is  the  Internet  Protocol  (IP)  address  of  the  computer  that 
initiated  the  conversation  that  log  line  is  tracking.  A  “conversation”  is  a  set  of  transactions  that 

has  in  common  the  same  source  and  destination  IPs  and  ports  and  which  occurs  within  the  same  tf 
time  frame.  In  the  above  example,  22.225.41 .40  (the  destination  IP  addressed)  received  \in  ® 

information  from  the  sending  IP  address,  which  is  204.37.126.39.  Prosecution  Exhibit  (PE)  tgZ.  ~ IZB — 
for  Identification  is  a  list  of  many  of  the  organizations  who  are  associated  with  or  own  the  IP 
addresses  searched  by  the  22.225.29.185,  22.225.41.22,  and  22.225.41.40  IP  addresses. 

b.  The  “dIP”  or  destination  IP  is  the  IP  address  for  the  computer  that  received  the  data  from 
the  sIP.  The  dIP  in  the  above  example  is  22.225.41.40. 

c.  The  “sPort”  is  the  port  that  the  sIP  was  using  to  communicate.  A  port  itself  is  a  way  the 
computer  can  carry  on  multiple  conversations  on  a  network  at  the  same  time.  You  can  think  of  it 
like  a  mail  slot  or  a  particular  channel  that  a  computer  uses  to  hold  a  conversation.  The  sPort  in 
the  above  example  is  80.  sPort  code  80  indicates  all  internet  web  traffic,  including  browsing  on 
the  web. 

d.  The  “dPort”  is  the  destination  port.  This  is  the  port  the  dIP  was  using  to  communicate. 

Essentially  it  is  the  computer  which  received  the  conversation.  The  dPort  in  the  above  example 
is  2641. 

e.  The  log  item  “pro”  stands  for  protocol.  The  protocol  is  the  convention,  or  language, 
which  the  two  computers  were  using  to  talk  to  one  another.  The  number  “6”  is  the  Transmission 
Control  Protocol  (TCP).  TCP  is  a  language.  TCP  is  the  dominant  protocol.  Knowing  the 
protocol  is  important  because  it  tells  you  the  kind  of  conversation  the  two  logged  IP  addresses 
were  having.  For  example,  another  protocol  is  the  number  “1”  for  ICMP.  Protocols  like  TCP 
are  generally  used  by  users  to  generate  and  receive  data.  Protocols  like  ICMP  are  used  by 
computer  systems  to  report  back  on  status  or  to  support  other  protocols. 

f.  “Packets”  are  the  chunks  a  computer  breaks  information  up  into  in  order  to  transmit  it 
across  the  network.  The  ratio  of  packets  to  bytes  for  example  can  tell  analysts  about  the  nature 
of  the  conversation  occurring;  essentially,  packets  communicate  complexity.  A  byte  is  simply  a 
unit  of  measuring  the  size  of  data  or  seeing  volume.  A  large  number  of  bytes  relative  to  the 
packets  means  a  large  file  is  getting  downloaded.  A  small  byte  count  means  a  lower  level  form 
of  communication.  The  packets  in  the  above  example  is  1379. 

g.  A  byte  itself  is  simply  a  unit  of  measuring  the  size  of  data  or  seeing  volume.  Beyond  its 
relationship  to  a  packet,  in  raw  form,  the  byte  tells  exactly  how  much  information  was 
exchanged  in  a  given  conversation.  "Bytes"  provide  a  straight  forward  measurement  of  how 
much  data  was  transmitted,  where  the  packets  can  tell  you  how  that  data  was  transmitted.  The 
bytes  in  the  above  example  is  1305267. 

h.  “sTime”  is  the  time  the  communication  between  IPs  started.  In  the  above  example  the 
particular  communication  between  204.37.126.39  and  22.225.41.40  started  at 
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i.  The  column  labeled  “dur”  is  its  duration.  The  duration  is  given  in  seconds.  Knowing  this 
information  is  important  because  different  durations  are  characteristic  of  different  kinds  of 
conversations.  This  information  helps  analysts  like  me  guide  our  inferences  about  the  data  by 
providing  context  for  the  communication  we  are  seeking  to  understand.  The  above 
communication  took  1 12.650  seconds  to  complete. 

j.  “eTime”  is  the  time  a  communication  ends.  The  above  communication  between 
204.37.126.39  and  22.225.41.40  ended  at  2009/12/19T01:43:36.283,  which  should  be  1 12.650 
seconds  after  the  sTime. 

k.  “Sensor”  means  the  collection  point  used  to  collect  the  data  being  communicated  in  the 
log  line.  It  identifies  the  router  or  the  sensor  generating  the  record  and  basically  tells  us  where 
on  the  network  the  traffic  the  log  line  describes  occurred.  The  sensor  in  the  above  example  is 
SPE-SMEC. 

l.  Together,  this  information  allows  analysts  to  see  the  IP  address  of  an  individual  computer 
using  the  system  and  the  complexity  and  volume  of  information  being  communicated  as  well  as 
the  length  of  time  the  computer  is  conducting  its  activity.  The  above  log  tells  me  that  the  IP 
address  22.225.41.40  received  1305267  bytes  of  data  from  IP  address  204.37.126.39  on  19 
December  2009. 

7.  As  I  indicated  earlier,  the  CENTAUR  log  data  is  very  useful  in  detecting  suspicious  activity. 
While  it  will  not  automatically  alert  analysts  in  the  security  section  of  suspicious  activity,  part  of 
their  job  is  to  schedule  scripts  which  look  for  activity.  DISA  also  deploys  detection  tools  at 
multiple  locations  through  the  network  with  unique  signatures.  These  look  for  a  particular  type 
of  suspicious  user  activity.  For  example,  going  to  known  blocked  websites  or  known  malware 
servers  is  something  we  can  detect.  When  a  user  takes  the  action  that  fits  the  signature  activity, 
this  action  triggers  an  alert  to  an  analyst  in  something  close  to  real  time.  Security  analysts  also 
work  off  of  tips.  These  tips  can  come  from  digital  alerts  like  the  ones  I  just  described  or  from 
sources  such  as  Information  Assurance  groups  within  DoD  organizations  which  are  responsible 
for  their  own  local  security.  Alternatively,  law  enforcement  can  request  information  from  our 
system  -  as  occurred  in  this  case. 

8.  The  format  in  which  the  system  returns  results  to  our  queries  varies  depending  on  the  query. 
All  of  these  tools  run  from  a  command  line  using  text  command.  The  answer  to  the  query  comes 
back  in  a  native  binary  file.  But  then  another  tool  translates  that  automatically  into  a  regular  text 
file  so  that  it  is  readable  by  a  human.  The  analyst  then  defines  which  information  they  want  to 
see  and  in  what  order.  By  “information,”  I  am  referring  to  the  terms  I  defined  earlier,  such  as 
“sIP”  and  “dur.”  An  analyst  then  makes  the  report  using  this  data.  The  report  includes  the  data 
and  may  also  include  the  analyst’s  interpretation  of  what  that  data  means,  why  it’s  important,  and 
what  the  context  is. 

9.  The  latter  occurred  in  this  case.  When  asked  for  a  certain  date  range  of  data  tied  to  the 
relevant  IP  addresses  in  this  case,  we  pulled  the  data.  We  found  communications  for  the  IP 
addresses  I  discussed  earlier  between  November  of  2009  and  May  of  20 1 0.  I  am  not  aware  of 
any  irregularities  occurring,  and  we  did  some  tests  to  ensure  the  data  was  accurate. 
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10.  Drastic  changes  in  the  history  of  a  log  tell  me  one  of  two  things.  When  a  log  is  not 
consistent  with  previous  behavior  over  a  large  period  of  time,  it  would  indicate  to  me  that  either 
a  sensor  was  down  or  the  relevant  computer  was  turned  completely  off.  There  should  always  be 
some  baseline  level  of  activity  for  a  computer  connected  to  a  network. 

1 1 .  After  collecting  the  data,  I  saved  files  of  the  log  data  which  were  then  burned  to  a  CD  for  the 
investigators.  The  CD  was  marked  “6/15/2012,  UNCLASSIFIED,  hub  out  dip.csv; 
hub_out_sip.csv;  speoutdip.csv;  spe_out_sip.csv.”  These  .csv  file  names  represent  the 
different  log  data  that  was  pulled.  They  show  activity  of  the  22.225.29. 1 85,  22.225.41 .40,  and 
22.225.41 .22  IP  addresses  as  the  source  and  destination  IPs.  The  information  was  sent  via 
tracked  FedEx  package  to  Special  Agent  David  Shaver.  The  tracking  number  was 
875027891920.  PE  \5lfor  ID  is  the  CD  containing  the  log  data  I  collected.  I  recognize  the  data 
on  the  CD  because  I  collected  it,  and  I  recognize  the  logs  based  on  the  column  identifiers  and 
familiarity  with  CENTAUR  logs,  which  I  described  earlier.  A  records  custodian  attested  to  their 
authenticity  on  15  June  2012  at  BATES  number:  00449443. 

12.  At  no  point  during  my  collection  or  transport  of  these  logs  did  I  alter  them  in  any  way.  I 
have  no  reason  to  believe  any  of  my  colleagues  altered  the  data  or  experienced  anything  out  of 
the  ordinary  in  collecting  it.  And,  I  have  no  reason  to  believe  the  data  provided  or  the  device  on 
which  it  was  stored  was  damaged  or  contaminated  in  any  way.  Finally,  I  am  not  aware  of  any 
issue  in  the  collection,  storage,  or  transport  of  this  information  which  would  cause  it  to  have  been 
incorrectly  preserved. 


CPT,  JA 

Assistant  Trial  Counsel 


THOMAS  F.  HURLEY  O 
MAJ,  JA 

Military  Defense  Counsel 


PFC,  USA 
Accused 
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UNITED  STATES  OF  AMERICA 


) 

) 

) 

) 

) 

) 

) 

) 

) 


v. 


STIPULATION  OF 
EXPECTED  TESTIMONY 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  My er,  Virginia  22211 


Ms.  Tasha  M.  Thian 


U *  June  2013 


It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if  Ms. 

Tasha  M.  Thian  were  present  to  testify  during  the  merits  and  pre-sentencing  phases  of  this  court- 
martial,  she  would  testify  substantially  as  follows: 

1 .  I  am  the  Agency  Records  Officer,  Office  of  Information  Programs  and  Services,  U.S. 
Department  of  State.  In  this  position,  I  set  policy  and  procedures  for  the  management  of  records 
within  the  Department.  I  am  the  Department  Official  responsible  for  Department  of  State 
records.  I  am  the  head  of  a  division  of  twenty-five  employees.  The  duties  of  these  employees 
include  records  analysis,  website  management,  records  scheduling  activities,  and  records  review. 
I  am  a  certified  records  manager  with  thirty-one  years  of  service  with  the  Federal  Government.  I 
am  responsible  for  the  Foreign  Affairs  Manual  and  Handbook  sections  on  records  management. 

I  have  been  the  Agency  Records  Officer  since  August  2007. 

2.  A  cable  is  an  official  message  of  the  Department  of  State.  Cables  can  be  sent  between  posts 
or  between  posts  and  State  Department  headquarters.  When  a  cable  is  sent,  a  record  copy  of  the 
cable  is  automatically  captured  in  the  State  Archiving  System  (SAS).  The  SAS  contains 
classified  cables  at  the  Secret  level  and  below  since  1973.  There  are  approximately  400,000  new 
Department  cables  stored  in  the  SAS  annually. 

3.  Cables  are  identified  by  the  Message  Record  Number  (MRN)  assigned  to  each  cable.  An 
MRN  has  three  parts.  The  first  part  of  the  MRN  is  the  two-digit  year  the  cable  was  created.  The 
second  part  is  the  name  of  the  post  that  created  the  cable.  The  third  part  is  the  sequence  number 
of  the  cable.  For  example,  05Algiersl  836  would  be  the  1 ,836th  cable  sent  by  Embassy  Algiers 
in  2005. 

4.  I  reviewed  and  printed  directly  from  the  SAS  the  cables  (BATES  numbers:  00505328- 
00505808)  listed  in  Prosecution  Exhibit  (PE)ij5\  for  Identification.  On  6  December  2012, 1 
also  attested  to  the  authenticity  of  these  cables  in  a  document  with  the  BATES  numbers: 
00527342-00527346.  This  authentication  memorandum  was  written  on  Department  of  State 
letterhead  and  accompanied  by  the  Department  seal  and  the  Secretary’s  signature  verifying  my 
authority.  With  this  memorandum,  I  attested  that  each  of  the  listed  records  was  made  at  or  near 
the  time  of  the  occurrences  of  the  matters  set  forth  therein.  Each  record  was  made  by,  or  from 
information  transmitted  by,  people  with  knowledge  of  those  matters.  The  records  were  kept  in 
the  course  of  the  Department’s  regularly  conducted  business  activities,  and  it  was  the  regular 
practice  of  such  business  activities  to  make  these  records.  I  also  certified  that  the  records  listed 
in  PE  \5^for  ID  are  true  copies  of  the  original  records  contained  within  the  files  of  the 
Department  of  State. 
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5.  PE  Sfc  for  ID  contains  the  Net  Centric  Diplomacy  version  of  the  above  referenced  cables  and 
the  same  cables  in  Appellate  Exhibit  (AE)  501.  The  formatting  of  the  cables  listed  in  PE^6  for 
ID  and  AE  501  is  different  than  the  cables  in  SAS,  but  the  text  and  content  are  the  same. 


Assistant  Trial  Counsel  Defense  Counsel  Accused 
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SENSITIVE  BUT  UNCLASSIFIED 


UNITED  STATES  OF  AMERICA  ) 

) 

v.  )  Charged  Department  of  State 

)  Cables  by  Message  Record  Number 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  )  June  2013 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  ) 


05  Algiers  1836 
06  Algiers  1961 
06  Baghdad  2646 
06  Baghdad  4205 
06  Beirut  3603 
06  Beirut  3604 
06  Beirut  3703 
06  Belgrade  1681 
06  Colombo  1 889 
06  Kabul  5420 
06  Kabul5421 
06  Kabul  5435 
06  Kathmandu  3023 
06  Kathmandu  3024 
06  Kuwait  4430 
06  Kuwait  4438 
06  Madrid  2955 
06  Madrid  2956 
06  Pristina  947 
06  Pristina  948 
06  Riyadh  8811 
06  Seoul  3882 
06  Seoul  3885 
06  Suva  489 
06  Taipei  3830 
06  Tripoli  645 
06  Tripoli  648 
07  Addis  Ababa  2 197 
07  Ankara  23 
07  Ankara  2468 
07  Ashgabat  1359 
07  Baghdad  35 
07  Baghdad  36 
07  Baghdad  37 
07  Baghdad  42 
07  Baghdad  53 
07  Baghdad  56 
07  Baghdad  63 
07  Baghdad  64 
07  Baghdad  70 
07  Bangkok  1 1 1 
07  Basrah  3 


07  Beijing  152 
07  Beirut  1958 
07  Bogota  101 
07  Bogota  51 18 
07  Bratislava  665 
07  Bridgetown  23 
07  Buenos  Aires  1341 
07  Caracas  2346 
07  Caracas  35 
07  Dhaka  24 
07  Kabul  68 
07  Kingston  25 
07  Kuala  Lumpur  40 
07  La  Paz  1949 
07  Lagos  719 
07  Lima  2400 
07  Minsk  1024 
07  Moscow  5824 
07  Moscow  5825 
07  New  Delhi  80 
07  Panama  1 1 97 
07  Panama  1 198 
07  Paris  4722 
07  Paris  4723 
07  Rangoon  22 
07  Reykjavik  203 
07  Riyadh  21 
07  Riyadh  22 
07  Riyadh  23 
07  San  Salvador  1375 
07  Santo  Domingo  28 
07  Suva  1 8 
07  Tunis  47 

07  USUN  New  York  573 
07  USUN  New  York  575 
07  USUN  New  York  578 
07  Vientiane  12 
07  Vilnius  13 
08  Amman  535 
08  Cairo  569 
08  Dar  Es  Salaam  206 
08  Khartoum  246 


08  Khartoum  428 
09  Addis  Ababa  1063 
09  Baghdad  2390 
09  Bamako  85 
09  Bogota  2873 
09  Brasilia  11 12 
09  Brasilia  1 1 13 
10  Brussels  382 
09  Caracas  1 1 68 
10  Geneva  347 
09  Lima  1309 
10  Lima  333 
09  Mexico  2658 
09  New  Delhi  267 
09  Paris  217 
09  Prague  88 
09  Pristina  58 
09  Riyadh  1156 
09  Santiago  83 1 
09  Santiago  833 
09  Santiago  835 
09  Santo  Domingo  1017 
09  State  92632 
09  State  92641 
09  State  92655 
09  State  92657 
09  Tegucigalpa  891 
09  Tegucigalpa  892 
10  Pretoria  636 
10  Rabat  294 
10  Reykjavik  13 
10  Tokyo  627 
99  Islamabad  495 
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UNITED  STATES  OF  AMERICA 

) 

V. 

) 

) 

\ 

STIPULATION  OF  FACT 

Manning,  Bradley  E. 

1 

) 

PFC,  U.S.  Army, 

) 

HHC,  U.S.  Army  Garrison, 

) 

DATED:  /jlj  May  2013 

Joint  Base  Myer-Henderson  Hall 

) 

Fort  Myer,  Virginia  22211 

) 

(U)  The  United  States  and  the  defense,  with  the  express  consent  of  the  accused,  stipulate 
that  the  following  facts  are  true,  susceptible  of  proof,  and  admissible  in  evidence.  These  facts 
may  be  considered  by  the  finder  of  fact  to  establish  the  elements  of  all  charges  and  their 
specifications.  They  may  be  considered  by  the  sentencing  authority  and  on  appeal  in 
determining  an  appropriate  sentence,  even  if  the  evidence  of  such  facts  is  deemed  otherwise 
inadmissible.  The  accused  expressly  waives  any  objections  he  may  have  to  the  admission  of  this 
evidence  at  trial  under  the  Military  Rules  of  Evidence,  the  Rules  for  Courts-Martial,  the  U.S. 
Constitution,  or  applicable  case  law. 

1 .  (U)  Usama  bin  Laden  (hereinafter  “UBL”)  was  the  leader  of  al-Qaida,  the  terrorist 
organization  responsible  for  the  attacks  against  the  United  States  at  the  World  Trade  Center  and 
Pentagon  on  1 1  September  2001 . 

2.  (U)  On  2  May  2011,  United  States  Government  officials  raided  UBL's  compound 
located  in  Abbottabad,  Pakistan  and  collected  several  items  of  digital  media.  From  the  items  of 
digital  media,  the  following  items  were  obtained:  (1)  a  letter  from  UBL  to  a  member  of  al -Qaeda 
requesting  the  member  gather  Department  of  Defense  material  posted  to  WikiLeaks;  (2)  a  letter 
from  die  same  member  of  al-Qaeda  to  UBL,  attached  to  which  was  the  Afghanistan  War  Log  as 
posted  by  WikiLeaks;  and  (3)  Department  of  State  information  released  by  Wikileaks. 
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Dot  22 

US  DEPARTMENT  OF  DEFENSE  WARNING  STATEMENT 

You  are  accessing  a  U.S.  Government  (USG)  Information  System  (IS)  that  is  provided  for  USG-authorized 
use  only.  By  using  this  IS  (which  includes  any  device  attached  to  this  IS,  you  consent  to  the  following 
conditions:  The  USG  routinely  intercepts  and  monitors  communications  on  this  IS  for  purposes 
including,  but  not  limited  to,  penetration  testing,  COMSEC,  monitoring,  network  operations  and 
defense,  personnel  misconduct  (PM),  law  enforcement  (LE),  and  counterintelligence  (Cl)  investigations. 
At  anytime,  the  USG  may  inspect  and  seize  data  stored  on  this  IS.  Communications  using,  or  data 
stored  on,  this  IS  are  not  private,  are  subject  to  routine  monitoring,  interception  and  search,  and  may  be 
disclosed  or  used  for  any  USG  authorized  purpose.  This  IS  includes  security  measures  (e.g., 
authentication  and  access  controls)  to  protect  USG  interests-not  for  your  personal  benefit  or  privacy. 
Notwithstanding  the  above,  using  this  IS  does  not  constitute  consent  to  PM,  LE,  or  Cl  investigative 
searching  or  monitoring  of  the  contect  of  priviledged  communications,  or  work  product,  related  to 
personal  representation  or  services  by  attorneys,  psychotherapists,  or  clergy,  and  their  assistants.  Such 
communications  and  work  product  are  private  and  confidential.  See  User  Agreement  or  details. 
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Dot  139 


DOD  Security  Banner 


** ATTENTION  I**  This  is  a  DOD  computer  system.  Before  processing  classified  information,  check  the 
security  accreditation  level  of  this  system.  Do  not  process,  store,  or  transmit  information  classified 
above  the  accreditation  level  of  this  system.  This  computer  system,  including  all  related  equipment, 
networks  and  network  devices  (includes  Internet  access)  are  provided  only  for  authorized  U.S. 
Government  use.  DOD  computer  systems  may  be  monitored  for  all  lawful  purposes,  including  ensuring 
that  use  aut  horized,  for  management  of  the  system,  to  facilitate  protection  against  unauthorized 
access  and  to  verify  security  procedures,  survivability,  and  operational  security.  Monitoring  includes, 
but  is  not  limited  to,  active  attacks  by  authorized  DOD  entities  to  test  or  verify  the  security  of  this 
system.  During  monitoring,  information  may  be  examined,  recorded,  copied,  and  used  for  authorized 
purposes.  All  information,  including  personal  information,  placed  on  or  sent  over  this  system  may  be 
monitored.  Use  of  this  DOD  computer  system,  authorized  or  unauthorized,  constitutes  consent  to 
monitoring.  Unauthorized  use  of  this  DOD  computer  system  may  subject  you  to  criminal  prosecution. 
Evidence  of  unauthorized  use  collected  during  monitoring  may  be  used  for  administrative,  criminal,  or 
other  adverse  action.  **Use  of  this  system  constitutes  consent  to  monitoring  for  all  lawful  purposes.  ** 


PAGE _ OF  PAGES 


Number 

Date 

URL 

1 

2010/03/07  03:16:50  (GMT) 

Visited: 

bradley.manning@http://www.google.com/search?hl=en8tsource=hp&q=wget+ampersand&aq=08iaqi=gl8taql=&oq=wget 

+amp 

2 

2010/03/07  03:30:54  (GMT) 

Visited:  brad!ey.manning@http://www.mail-archive.com/wget@>sunsite.dk/msg06557.html 

3 

2010/03/27  16:03:44  (GMT) 

Visited: 

bradley.manning@http://www.google.com/url?sa=t&source=web&ct=res8icd=18ived=OCBEQFjAA&url=http%3A%2F%2Fu 
sers.ugent.be%2F~bpuype%2Fwget%2F&ei=RyyuS9WlD5Tz AbROJHSDw&usg=AFQjCNEF3 10wEturvl-LlliozrGiK8xxw 

4 

2010/03/27  19:03:21  (GMT) 

:2010032220100329: 

bradley.manning@http://www.googie.com/search?hl=en&source=hp&q=wget+exe&aq=f&aqi=&aql=&oq=&gs rfai= 

— 

5 

2010/03/27  19:03:41  (GMT) 

:2010032220100329: 

brad  ley.  marming@http://www. google. com/url?sa=t&source=web&ct=res8tcd=l&ved=OCBEQFjAA&url=http%3A%2F%2Fu 
sers.ugent.be%2F~bpuype%2Fwget%2F&ei=RyyuS9WlD5Tz AbROJHSDw&usg=AFQjCNEF3 10wEturvl-LlliozrGiK8xxw 

6 

2010/03/27  19:03:48  (GMT) 

:2010032220100329:  bradley.manning@http://users.ugent.be/~bpuype/wget 

7 

2010/03/27  19:03:51  (GMT) 

:2010032220100329: 

bradley.manning@http://www.google.com/search?q=wget+exe&hl=en&safe=active&start=10&sa=N 

8 

2010/03/27  19:03:56  (GMT) 

:2010032220100329: 

bradley.manning@http://www.google.com/search?q=wget+exe&hl=en&safe=active&start=20&sa=N 

9 

2010/03/27  19:04:26  (GMT) 

:2010032220100329:  bradley.manning@>http://users.ugent.be/~bpuype/wget/wget.exe 

10 

2010/05/03  16:50:22  (GMT) 

Visited:  bradley.manning@http://www.google.a>m/search?hl=en&source=hp&q=wget&aq=f&aqi=&aql=&oq=&gs rfai= 

11 

2010/05/03  16:51:09  (GMT) 

Visited:  bradley.manning@http://users.ugent.be/~bpuype/wget 

>  12 

2010/05/03  16:51:10  (GMT) 

Visited:  bradley.manning@http://users.ugent.be/~bpuype/cgi-bin/fetch.pl?dl=wget/wget.exe 

'  13 

2010/05/03  16:51:23  (GMT) 

Visited:  bradley.manning@http://users.ugent.be/~bpuype/wget/wget.exe 

14 

2010/05/03  19:50:22  (GMT) 

:20 10050320100504: 

bradley.marming(S)http://www.google.com/search?hl=en&source=hp&q=wget8taq=f&aqi=&aql=&oq=&gs rfai= 

15 

2010/05/03  19:51:23  (GMT) 

:2010050320100504:  bradley.manning@http://users.ugent.be/~bpuype/wget/wget.exe 
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Source  IP  Date  Number  of  Log  Entries 


22.225.41.22 

07-Mar-10 

145 

22.225.41.22 

08-  Mar- 10 

30 

22.225.41.22 

09-Mar-10 

1006 

22.225.41.22 

10-Mar- 10 

188 

22.225.41.22 

ll-Mar-10 

207 

22.225.41.22 

12- Mar- 10 

32 

22.225.41.22 

17-Mar- 10 

56 

Source  IP 

Date 

Number  of  Log  Entries 

22.225.41.22 

18-Mar-lO 

6 

22.225,41.40 

13-NOV-09 

1  j 

22.225.41.22 

20- Mar- 10 

42 

22.225.41.40 

14-NOV-09 

6  : 

22.225.41.22 

21-Mar-10 

56 

22.225,41,40 

15-NOV-09 

6 

22.225.41.22 

22-Mar-10 

66 

22.225.41.40 

29-NOV-09 

6  ! 

22.225.41.22 

26-Mar-10 

36 

22.225.41.40 

12-Dec-09 

6 

22.225.41.22 

27-Mar- 10 

219 

122,225.41,40 

3-Jan-10 

2 

22.225.41.22 

28- Mar- 10 

52135 

22.225.41,40 

9-Jan-10 

27 

22.225.41.22 

29-  Mar- 10 

71494 

22.225.41.40 

12-Jan-10 

26 

22.225.41.22 

3O-Mar-10 

149406 

22.225.41.40 

13-Jan-10 

18 

|  22.225.41.22 

31-Mar-10 

77573 

22.225,41.40 

14-Feb-10 

76 

22.225.41.22 

01- Apr- 10 

57274 

22.225.41.40 

15-Feb-10 

20 

22.225.41.22 

02-Apr-10 

26156 

22.225.41.40 

19-Feb-10 

98 

22.225.41.22 

03-Apr-10 

35855 

22.225.41,40 

20-Feb-10 

96 

22.225.41.22 

05-Apr-10 

78738 

22,225.41,40 

21-Feb-10 

14 

22.225.41.22 

Ofr-Apr-10 

21815 

22.225.41.40 

23-Feb-10 

30 

22.225.41.22 

07-Apr-10 

26 

22.225.41.40 

24-Feb-10 

22 

22.225.41.22 

08-Apr-10 

73091 

22,225.41.40 

12-Mar-10 

4 

22.225.41.22 

09-Apr-10 

95057 

22.225,41.40 

13-Mar-10 

8 

22.225.41.22 

03-May- 10 

53440 

rid 
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Number 

Owner/Name 

Number  of  Connections 

Total  Bytes 

MB 

1 

Department  of  State 

106,791 

9921680166 

9,921.68 

2 

intelink.sgov.gov 

3,795 

867822786 

867.82 

3 

gvsgoogleglobe.nga.smil.mil 

1,568 

276383001 

276.38 

4 

CIDNE  (AFG) 

371 

256764822 

256.76 

5 

ftp.geoint.nga.smil.mil 

26 

104356002 

104.36 

6 

intelink.sgov.gov 

227 

84308371 

84.31 

7 

web.treasuremap.proj.nsa.smil.mil 

38 

70228815 

70.23 

8 

gvsgoogleglobe.nga.smil.mil 

45 

21520167 

21.52 

9 

armynetcrop.army.smil.mil 

2 

20690900 

20.69 

k.  10 

gvshome.nga.smil.mil 

191 

19085906 

19.09 

Number 

Dates  Present 

Dates  Missing 

1 

19-Nov-09 

20-Nov-09 

2 

l-Dec-09 

21-Nov-09 

3 

3-Dec-09 

22-NOV-09 

4 

4-Dec-09 

23-Nov-09 

5 

5- Dec-09 

24-Nov-09 

6 

19-Dec-09 

25-Nov-09 

7 

l-Jan-10 

26-Nov-09 

8 

2-Jan-10 

27- Nov-09 

9 

3-Jan-10 

28- Nov-09 

10 

4-Jan-10 

29- Nov-09 

11 

5-Jan-10 

30-Nov-09 

12 

6-Jan-10 

2-Dec-09 

13 

7-Jan-10 

6-Dec-09 

14 

8-Jan-10 

7-Dec-09 

15 

9-Jan-10 

8-Dec-09 

16 

ll-Jan-10 

9-Dec-09 

17 

12-Jan-10 

10-Dec-09 

18 

13-Jan-10 

ll-Dec-09 

19 

14-Jan-10 

12-Dec-09 

20 

16-Jan-10 

13-Dec-09 

21 

17-Jan-10 

14- Dec-09 

22 

18-Jan-10 

15-Dec-09 

23 

19-Jan-10 

16-Dec-09 

24 

20-Jan-10 

17-Dec-09 

25 

21-Jan-10 

18-Dec-09 

26 

22-Jan-lO 

20-Dec-09 

27 

23-Jan-10 

2  l-Dec-09 

28 

24-Jan-10 

22-Dec-09 

29 

25-Jan-10 

23- Dec-09 

30 

26-Jan-10 

24-Dec-09 

31 

27-Jan-10 

25-Dec-09 

32 

28-Jan-10 

26-Dec-09 

33 

29-Jan-10 

27-Dec-09 

34 

30-Jan-10 

28-Dec-09 

35 

31-Jan-10 

29-Dec -09 

36 

l-Feb-10 

30-Dec-09 

37 

2-Feb-10 

31-Dec-09 

38 

3-Feb-10 

10-Jan-10 

39 

4- Feb- 10 

15-Jan-10 

40 

5-Feb-10 

2-Apr-10 

41 

6-Feb-10 

3-Apr-10 

42 

7-Feb-10 

4-Apr-10 

43 

8-Feb-10 

5-Apr-10 

44 

9- Feb-10 

6-Apr-10 

45 

10-Feb-10 

8-Apr-10 

46 

ll-Feb-10 

9-Apr-10 

PROSECUTION  EX1  ^ 
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, 

I  Cl  for  identification 

“  Admitted: _ 


Number 

Dates  Present 

Dates  Missing 

47 

12-Feb-10 

10-Apr-10 

48 

13-Feb-10 

ll-Apr-10 

49 

14-Feb-10 

12-Apr-10 

50 

15-Feb-10 

13-Apr-10 

51 

16-Feb-10 

14-Apr-10 

52 

17-Feb-10 

16-Apr-10 

53 

18-Feb-10 

17-Apr-10 

54 

19-Feb-10 

18-Apr-10 

55 

20-Feb-10 

19-Apr-10 

56 

21-Feb-10 

20-Apr-10 

57 

22-Feb-lO 

21-Apr-10 

58 

23-Feb-10 

23-Apr-10 

59 

24- Feb- 10 

24-Apr-10 

60 

25-Feb-10 

25-Apr-10 

61 

26-Feb-10 

26-Apr-10 

62 

27-Feb-10 

27-Apr-10 

63 

28-Feb-10 

28-Apr-10 

64 

1-Mar- 10 

29-Apr-10 

65 

2-Mar-10 

1-May- 10 

66 

3-Mar-10 

3-May- 10 

67 

4-Mar-10 

5-May- 10 

68 

5-Mar- 10 

18-May-10 

69 

6-Mar-10 

20-May-10 

70 

7-Mar-10 

22-May-10 

71 

8-Mar-10 

24-May- 10 

72 

9-Mar-10 

26-May-10 

73 

10-Mar- 10 

28-May-10 

74 

ll-Mar-10 

75 

12-Mar-10 

76 

13-Mar- 10 

77 

14-Mar- 10 

78 

15-Mar-10 

79 

16-Mar- 10 

80 

17-Mar-10 

81 

18- Mar- 10 

82 

19-Mar-10 

83 

20-Mar-10 

84 

21-Mar-10 

85 

22-Mar- 10 

86 

23-Mar-10 

87 

24-Mar-10 

88 

25-Mar-10 

89 

26-Mar-10 

90 

27-Mar- 10 

91 

28-Mar-10 

92 

29-Mar-10 

Dates  Missing 


Number 

Dates  Present 

93 

30-Mar-10 

94 

31-Mar-10 

95 

l-Apr-10 

96 

7-Apr-10 

97 

15-Apr-10 

98 

22-Apr-10 

99 

30-Apr-10 

100 

2-May-10 

101 

4-May-10 

102 

6-May-10 

103 

7-May- 10 

104 

8-May-10 

105 

9-May-10 

106 

10-May-10 

107 

11-May- 10 

108 

12-May- 10 

109 

13-May-10 

110 

14-May-10 

111 

15-May-10 

112 

16-May- 10 

113 

17-May- 10 

114 

19-May-10 

115 

21-May-10 

116 

23-May-10 

117 

25-May-10 

118 

27-May- 10 

119 

29-May- 10 

UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


v. 


) 

) 

) 

) 

) 


STIPULATION  OF 
EXPECTED  TESTIMONY 


Mr.  Albert  Janek 


) 


25  June  2013 


(U)  It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if  Mr. 
Albert  Janek  were  present  to  testify  during  the  merits  and  pre-sentencing  phases  of  this  court- 
martial,  he  would  testify  substantially  as  follows: 

1 .  (U)  1  currently  work  for  the  Department  of  State  (DoS),  Under  Secretary  of  Management, 
Office  for  Policy,  Right-Sizing,  and  Innovation,  as  the  Director  of  Continuity  at  the  United  States 
Embassy  in  Kabul,  Afghanistan.  In  this  capacity,  1  manage  the  containment  and  movement  of 
information  at  our  office  in  Kabul.  I  have  worked  at  the  DoS  for  eleven  years  in  various 
Information  Technology  (IT)  positions.  Before  joining  DoS,  I  worked  in  IT  for  five  years  for 
businesses  and  a  university.  I  possess  numerous  certifications,  including  CISSP,  CAP,  MCSE, 
Security  Plus,  A  Plus,  and  Net  Plus.  I  was  also  a  Microsoft  Certified  Trainer. 

2.  (U)  From  2009  to  2010, 1  was  a  Special  Projects  Manager  within  the  Messaging  Systems 
Products,  Messaging  Systems  Office  in  the  Bureau  of  Information  Research  Management,  at  the 
DoS.  In  this  capacity,  I  was  responsible  for  the  management  of  certain  DoS  Messaging  Systems, 
including  Net  Centric  Diplomacy  (NCD)  server  logs.  The  NCD  server  logs  track  the  Internet 
Protocol  (IP)  address  of  a  user  requesting  our  resources,  as  well  as  the  time  and  date  that  request 
was  made,  whether  the  user  retrieved  the  resource  or  not,  and  the  metadata  associated  with  that 
connection.  Metadata  is  data  about  data.  Structural  metadata  provides  information  about  the 
design  of  data  structures.  It  is  essential  data  about  how  the  data  itself  is  contained.  Descriptive 
metadata  is  data  that  provides  information  about  the  application  of  data,  or  the  data  content. 
Accordingly,  these  server  logs  describe  the  connection  between  two  systems  on  the  SIPRNET. 

3.  (U)  A  log  is  created  any  time  a  Hypertext  Transfer  Protocol  (HTTP)  talks  via  the 
Transmission  Control  Protocol  (TCP)  and  successfully  receives  information.  HTTP  is  the 
foundation  of  data  communication  for  the  World  Wide  Web.  It  consists  of  packets  of  data, 
which,  when  connected  wirelessly  or  via  Ethernet  cable,  creates  a  network  for  communication. 
TCP  provides  reliable,  ordered,  error-checked  delivery  of  a  stream  of  data  between  programs 
running  on  computers  connected  to  the  Internet.  Simply  put,  if  TCP  is  a  highway,  HTTP 
constitutes  the  lanes  on  the  highway.  The  server  logs  track  the  data  entering  and  exiting  a  server 
which  exists  on  a  classified  network  platform  between  the  Department  of  Defense’s  SIPRNET 
and  the  State  Department’s  CLASSNET.  Specifically,  the  NCD  Server  is  located  in  what  is 
commonly  known  as  the  “DMZ”  between  SIPRNET  and  the  DoS  CLASSNET.  DoS 
CLASSNET  is  the  Department's  own  version  of  SIPRNET,  a  classified  network  that  is 
accredited  to  hold  SECRET  information  and  data.  I  am  aware  that  the  State  Department  has  a 
“captioning”  system  for  cables.  Captions  limit  the  distribution  of  the  cables.  A  cable  could  be 
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captioned  “STADIS”  for  distribution  to  only  State  Department  personnel.  It  could  be  captioned 
“NODIS”  for  distribution  only  to  the  intended  recipient.  During  the  time  I  worked  there,  a  cable 
could  also  be  captioned  “SIPDIS”  for  distribution  on  the  SIPRNET. 

4.  (U)  I  know  that  these  logs  are  accurate  because  only  three  individuals,  including  myself,  had 
access  to  them.  To  alter  the  data,  an  individual  would  have  to  hack  into  the  server  operating 
system  and  manipulate  the  logs.  The  logs  are  reviewed  about  once  a  quarter,  typically  to  see  the 
number  of  organizations  that  are  using  our  products.  A  log  is  only  created  upon  a  successful 
request  sent  to  the  server.  If  there  is  an  error,  such  as  “Page  Not  Available,’’  the  log  is  not 
created. 

5.  (U)  I  first  became  involved  in  this  case  when  Special  Agent  Ellis  and  Special  Agent  Bowen  of 
the  U.S.  Army  Criminal  Investigation  Command  (CID)  requested  that  I  assist  them  in  the 
collection  of  evidence  from  the  server  logs  of  our  Net  Centric  Diplomacy  Database  (NCD).  On 
15  June  2010. 1  assisted  them  in  getting  access  to  the  information  by  escorting  the  agents  to  the 
necessary  log-ui  terminal  in  the  DoS  Server  Room  and  loggmg  them  into  the  system  using  my 
special  permissions.  I  oversaw  the  agents  as  they  copied  the  DoS  server  logs  from  January'  2009 
to  June  2009.  and  from  30  April  2010  to  15  June  2010.  Agent  Ellis  used  a  forensic  tool  to  pull 
and  compress  all  of  the  logs  into  .zip  files.  The  CID  agents  saved  the  logs  as  “logs.zip”  and 
“newlogs.zip”  on  a  forensically  wiped  thumb  drive.  The  thumb  drive  was  marked  SECRET.  I 
signed  the  thumb  drive  over  to  SA  Ellis  on  a  U.S.  Department  of  State  Bureau  of  Diplomatic 
Security  Evidence  Receipt/Chain  of  Custody  (Cyber  Security  Incident  Program)  form.  On  that 
form,  I  recorded  the  thumb  drive  of  the  files  as  “files,  ZIP,  containing  logs,  filename  logs.zip  and 
newlogs.zip,  in  the  root  of  “D:\”,  hashed  before  acquisition  and  hashed  copies,  1232.  15  Jun  10, 
KNE.’’  The  data  in  these  files  displays  as  text.  Prosecution  Exhibit  (PE)  for  Identification 
is  a  copy  of  these  logs. 

6.  (U)  If  you  look  at  what  has  been  marked  as  PEQ~1  for  ID,  you  can  tell  the  source  IP  address, 
the  date/time  group  that  the  server  responded  to  that  source  IP’s  request  of  the  system,  what  the 
IP  address  was  requesting,  information  from  the  CPU  of  the  source  IP  address,  the  protocol,  and 
the  search  engine  and  browser  used  by  the  source  IP  address. 

7.  (U)  Below  is  an  explanation  of  the  HTTP  logs  by  column  and  using  a  specific  line  pulled 
from  access_log.20 10-05-04. 


a.  (U)  The  entry  “22.225.41.22”  is  the  source  IP  address.  This  address  indicates  the  IP 
address  of  the  computer  where  a  user  is  requesting  the  information. 


b.  (U)  The  entry  “[04/May/2010:22:04:34  +0000]”  is  the  time  and  date  group,  which  is  given 
in  Zulu  Time.  The  time  and  date  group  records  when  the  computer  processes  the  request  from 
the  sending  IP  address. 


e.  (U)  HTTP/1.1  is  the  protocol,  which  is  discussed  above. 

f.  (U)  The  entry  “200”  is  a  code  that  stales  that  the  user’s  request  to  “GET’  and  access  the 
document  was  successful. 

g.  (U)  The  entry  “98796”  is  a  code  about  the  system  that  the  user  is  connecting  from. 


i.  (U)  The  entry  “%20”  means  that  a  space  exists  in  the  log. 

j.  (U)  The  entry  “Mozilla/5.0”  tells  me  that  the  user  of  the  22.225.41 .22  IP  address  was  using 
version  5  of  the  Mozilla  browser. 

k.  (U)  The  entry  “(Windows;  U;  Windows  NT  5.1;  en-US;  rv:  1 .9. 1 .6)”  means  that  a 
Windows  NT  workstation  was  being  used  by  the  user  of  the  22.225.41.22  computer. 

l.  (U)  The  entry  “Gecko/20091201  Firefox/3.5.6"  tells  me  that  the  22.225.41.22  system  was 
using  the  Firefox  browser. 
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9.  (U)  I  worked  on  the  NCD  database  for  approximately  a  year.  To  my  knowledge,  the  NCD 
database  operated  in  its  designed  manner  for  the  entire  period.  In  the  2009-2010  timeframe,  to 
my  knowledge,  there  was  never  any  directive  for  DoS  employees  to  refrain  from  using  the  NCD 
database. 
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ANGEL  M.  OVERGAARD 
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//ORIGINAL  SIGNED// 
THOMAS  F.  HURLEY 
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BRADLEY  E.  MANNING 
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UNITED  STATES  OF  AMERICA 


) 

) 

v.  ) 

)  STIPULATION  OF 

Manning,  Bradley  E.  )  EXPECTED  TESTIMONY 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  )  Mr.  Gerald  Mundy 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  )  £0  June  2013 

(U)  It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if  Mr. 
Gerald  Mundy  were  present  to  testify  during  the  merits  and  pre-sentencing  phases  of  this  court- 
martial,  he  would  testify  substantially  as  follows: 

1 .  (U)  I  am  currently  a  Branch  Manager  for  the  Bureau  of  Intelligence  and  Research  (INR)  at  the 
Department  of  State  (DoS).  In  this  position,  I  am  responsible  for  supervising  the  staff  and 
contract  personnel  within  INR.  I  am  the  Information  Security  Systems  Operator  (ISSO)  for  INR. 
I  have  worked  there  since  2012.  Before  working  there,  I  was  with  Information  Resource 
Management  (IRM)  at  the  DoS  from  2006  to  2012,  where  I  managed  the  contractors,  the  firewall 
program  and  engineering,  and  managed  both  classified  and  unclassified  firewalls.  In  this 
position,  I  ensured  the  security  of  specific  DoS  systems  used  to  secure  CLASSNET,  the  internal 
DoS  classified  system,  as  well  as  Net-Centric  Diplomacy  (NCD).  Prior  to  that,  I  was  a 
contractor  for  DoS  from  2002  to  2006  and  did  similar  information  technology  (IT)  security  work. 
Finally,  from  1982  to  1996, 1  served  in  the  US  Army.  During  this  time,  I  was  a  Military  Police 
Officer  (1982  to  1984)  and  also  worked  as  a  72G  in  telecommunications  (1984  to  1996). 

2.  (U)  In  addition  to  my  work  experience,  I  have  several  certifications  which  qualify  me  for  my 
current  position.  1  am,  for  instance,  a  Certified  Information  Systems  Security  Professional 
(CISSP).  This  is  a  globally-recognized  standard  of  achievement  that  confirms  an  individual's 
knowledge  in  the  field  of  information  security.  Furthermore,  I  am  certified  as  an  Information 
Systems  Manager  (CISM),  which  trains  on  the  information  management  to  include  capacity, 
planning,  design,  and  development  of  systems,  and  Network  Plus  Security  training,  which  is 
vendor-neutral  security  training,  similar  to  what  is  taught  in  CISSP  training.  I  have  vendor 
training  and  certifications  in  the  Stonegate  software  for  system  administration  and  engineering  as 
well.  Stonegate  is  the  software  used  by  the  DoS  firewall,  which  is  made  by  Stonesoft. 

3.  (U)  A  firewall  is  a  boundary  which  protects  a  computer  system.  The  firewall  in  this  instance 
protects  our  NCD  database  as  well  as  our  CLASSNET.  NCD  is  located  in  what  is  commonly 
referred  to  as  the  “DMZ”  between  the  Department  of  Defense’s  SIPRNET  and  DoS’s 
CLASSNET.  The  “DMZ”  is  protected  with  special  access.  The  firewall  is  located  in  the 
“DMZ”  between  SIPRNET  and  NCD.  There  is  another  firewall  located  between  NCD  and 
CLASSNET.  The  firewall  logs  track  the  data  entering  a  server  which  exists  on  SIPRNET  and 
CLASSNET.  The  DoS  firewall  software  automatically  registers  the  IP  address  of  computers 
accessing  our  system.  It  further  tracks  the  source,  time  and  date  of  access,  destination,  action, 
protocol,  and  port  associated  with  that  IP.  A  log  is  created  any  time  a  Hypertext  Transfer 
Protocol  (HTTP)  talks  to  a  TCP  and  successfully  receives  information.  An  HTTP  is  the 
foundation  of  data  communication  for  the  World  Wide  Web.  It  consists  of  packets  of  data, 
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which,  when  connected  wirelessly  or  via  Ethernet  cable,  creates  a  network  for  communication. 

A  TCP  provides  reliable,  ordered,  error-checked  delivery  of  a  stream  of  data  between  programs 
running  on  computers  connected  to  the  Internet.  Simply  put,  if  HTTP  is  a  highway,  TCP 
constitutes  the  lanes  on  the  highway. 

4.  (U)  The  log  data  is  computer  generated  and  can  be  searched  by  network  personnel  who  need 
to  access  the  information  it  collects.  Normally,  we  use  this  data  to  ensure  the  security  of  our 
system.  I  know  the  firewall  data  is  accurate  because  it  is  computer-generated  and  it  always  logs. 
There  is  no  possibility  of  error  because  if  the  system  gets  full  it  starts  to  overwrite  the  oldest 
information.  In  addition,  our  network  personnel  conduct  troubleshooting  on  the  system  by 
interrogating  the  logs  on  a  daily  basis.  This  means  we  check  the  logs  to  ensure  that  the  system  is 
pulling  data  as  intended  and  expected.  The  audit  data  is  maintained  on  our  own  CLASSNET,  on 
its  own  protected  closed-system  interface.  The  firewall  logging  software  and  the  data  it  produces 
are,  therefore,  secure. 

5.  (U)  I  became  involved  in  this  case  after  the  DoS  Deputy  Chief  Information  Officer  (DCIO) 
Charlie  Wisecarver  requested  that  1  isolate  data  from  the  firewall  logs  for  November  2009  to 
June  2010  and  for  IP  addresses  22.225.41.22  and  22.225.41.40.  To  execute  Mr.  Wisecarver’s 
request  in  this  case,  1  supervised  the  pulling  of  the  information.  The  command  used  to  interface 
with  our  firewall  logging  software  is  more  user-friendly  than  Structured  Query  Language  (SQL). 
The  files  were  pulled  in  date  and  time  groups  because  of  the  size  of  the  files  and  were  saved  in 
.pdf  format.  Saving  is  a  automatic  function  of  the  SQL-like  command  when  entering  the  search 
query  database  to  pull  the  information.  The  information  was  not  altered  in  any  way  during  the 
computer-generated  pull.  The  information  that  is  pulled  and  the  format  in  which  it  is  saved  will 
vary  depending  on  the  type  of  command  written. 

6.  (U)  1  will  explain  the  logs  by  using  the  following  example,  which  is  an  entry  pulled  from  the 
file  containing  the  date  range  1  February  2010  to  1  March  2010  from  the  22.225.41.40  IP 
address: 


a.  (U)  If  there  is  no  information  in  the  log,  it  means  that  there  is  no  relevant  information  for 
the  entry. 

b.  (U)  The  “Creation  Time”  is  the  time  that  the  user  was  allowed  through  the  firewall.  In  the 
above  example  it  is  “2010-02-14  15:41:38.” 


d.  (U)  The  “Event”  is  what  the  user  was  doing.  It  shows  the  action  that  triggered  the  rule.  In 
the  above  example,  “New  connection”  is  the  event,  which  is  showing  that  the  source  IP  address 
was  trying  to  establish  a  new  connection  with  the  destination  IP  address. 

e.  (U)  The  “Action”  is  what  the  firewall  is  doing.  Typically,  the  firewall  will  allow  or  deny 
the  event.  In  the  above  example,  the  action  is  “Allow”  which  means  that  source  IP  address  was 
able  to  establish  a  new  connection  with  the  destination  IP  address.  The  user  was  able  to  enter 
NCD  and  access  what  the  user  requested. 

f.  (U)  The  “Src  Address”  is  the  source  address.  This  is  IP  address  of  the  system  that  is 
sending  the  request.  In  the  above  example,  the  source  address  is  “22.225.4 1 .40.”  This  was  one 
of  the  two  IP  addresses  encompassed  by  our  data  pull. 

g-  M— — — 


h.  (U)  The  “Service”  is  just  an  administrative  term  and  represents  the  name  of  the  web 
browsing  protocol.  In  the  above  example,  it  is  “Generic_80.” 

i.  (U)  The  “IP  Protocol”  is  the  way  the  IP  addresses  are  communicating.  In  the  above 
example,  it  is  “TCP”  (Transmission  Control  Protocol).  TCP  is  further  described  above. 


m.  (U)  In  summary,  the  above  entry  tells  me  that  the  computer  with  the  IP  address 
22.225.41.40  accessed  the  NCD  server  on  14  February  2010. 

7.  (U)  Once  all  the  firewall  logs  were  pulled  and  saved  onto  the  share  drive,  they  were  burned  to 
a  disk.  I  then  brought  the  disk  to  the  ISSO  for  a  classification  review.  After  the  classification 
review,  I  gave  the  disk  to  Mr.  Wisecarver.  At  no  point  in  collecting,  preserving,  or  transporting 
the  information  did  I  alter  the  content  or  device  used  to  store  it.  I  have  no  reason  to  believe  this 
evidence  was  altered  or  contaminated  in  any  way. 

8.  (U)  A  firewall  is  a  mechanism  designed  to  keep  unauthorized  IP  addresses  from  connecting  to 
a  network  or  computer  system  that  could  contain  a  database.  The  DoS  firewall  only  prevented  a 
source  IP  address  from  outside  the  DoS  from  connecting  to  the  CLASSNET.  The  firewall  only 
regulates  connections  by  IP  address.  Types  of  access  and  authorities  were  regulated  by  the 
NCD,  if  at  all,  once  a  connection  was  made  through  the  firewall.  There  is  no  evidence  to  suggest 
that  PFC  Manning  used  any  tools  to  defeat  the  firewall  protections.  Like  all  users  on  SIPRNET, 
he  was  authorized  to  connect  using  SIPRNET  through  the  firewall  to  NCD. 

9.  (U)  The  log  data  is  on  a  standard  silver-colored  CD  marked  with  ‘‘WikiLeaks  DoS  Firewall 
Logs  13  Oct  10.”  I  recognize  the  firewall  log  data  based  on  the  date  and  time  stamp  of  the  logs, 
as  well  as  the  information  type  pulled  and  the  nomenclature  such  as  the  vender  marks  and  the 
initials  “IPS,  FW”  that  appear  at  the  top  of  the  logs,  which  signify  the  DoS  bureau  and  firewall. 
Through  my  work  1  have  experience  reading  these  types  of  logs.  And,  in  this  case,  I  pulled  a 
sample  of  the  requested  information  to  ensure  it  was  what  DCIO  Wisecarver  wanted. 
Prosecution  Exhibit  (^for  Identification  is  the  log  data  I  pulled. 


//ORIGINAL  SIGNED// 
ANGEL  M.  OVERGAARD 
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THOMAS  F.  HURLEY 
MAJ,  JA 

Military  Defense  Counsel 


//ORIGINAL  SIGNED// 
BRADLEY  E.  MANNING 
PFC,  USA 
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UNITED  STATES  OF  AMERICA 


V. 


STIPULATION  OF 
EXPECTED  TESTIMONY 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


PDAS  John  Feeley 


) 

) 

) 


DATED: 


*7 


June  2013 


(U)  It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if 
Principal  Deputy  Assistant  Secretary  (PDAS)  John  Feeley  were  present  to  testify  during  the 
merits  and  pre-sentencing  phases  of  this  court-martial,  he  would  testify  substantially  as  follows. 

1 .  (U)  The  United  States  Department  of  State  (DoS)  is  led  by  the  Secretary  of  State.  There  are 
six  Under  Secretary  Offices  that  work  for  the  Secretary  of  State.  One  of  those  Under  Secretaries 
is  for  Political  Affairs.  The  Under  Secretary  of  Political  Affairs  serves  as  the  day-to-day 
manager  of  overall  regional  and  bilateral  policy  issues.  The  Under  Secretary  of  Political  Affairs 
oversees  seven  bureaus  which  are  headed  by  Assistant  Secretaries.  Those  bureaus  are  African 
Affairs,  European  and  Eurasian  Affairs,  East  Asian  and  Pacific  Affairs,  Near  Eastern  Affairs, 
South  and  Central  Asian  Affairs,  Western  Hemisphere  Affairs,  and  International  Organizations. 
The  Assistant  Secretaries  of  the  geographic  bureaus  and  offices  advise  the  Under  Secretary  and 
guide  the  operation  of  the  US  diplomatic  missions  within  their  regional  jurisdiction.  Each 
bureau  has  a  Principal  Deputy  Assistant  Secretary  (PDAS)  and  several  Deputy  Assistant 
Secretaries.  The  Principal  Deputy  Assistant  Secretary  is  the  lead  Deputy  Assistant  Security,  all 
of  which  assist  in  the  development  and  management  of  US  policy  concerning  the  Bureau. 

2.  (U)  I  am  the  PDAS  in  the  Bureau  of  Western  Hemisphere  Affairs  (WHA).  I  have  been  in 
current  position  since  May  2012.  Before  that  I  was  the  Summit  of  Americas  Coordinator  from 
February  2012  to  April  2012.  From  July  2009  to  February  2012, 1  was  the  Deputy  Chief  of 
Mission  and  Charge  d’Affairs  in  Mexico.  In  this  position,  I  oversaw  the  daily  implementation  of 
U.S.  policies  in  Mexico.  I  managed  a  team  of  37  interagency,  multinational  partners,  and 
implemented  the  Merida  Initiative,  a  $1.9  billion  security  initiative  between  the  U.S.  and 
Mexico.  Over  the  last  23  years,  I  have  held  numerous  Department  of  State  positions  throughout 
Central  and  South  America,  including  the  Director  for  Central  American  Affairs  from  2006  to 
2008;  Deputy  Political  Counselor  and  Minister  Counselor  to  Political  Affairs  in  Mexico  from 
2001  to  2003;  Deputy  Director  for  Caribbean  Affairs  from  2000-2001;  Desk  Officer  in  El 
Salvador  from  1996  to  1998;  judicial  and  extradition  affairs  officer  in  Colombia  from  1993  to 
1995;  and  Vice  Consul  in  the  Dominican  Republic  from  1990  to  1993.  I  have  spent  my  entire 
DoS  career  with  WHA  with  the  exception  of  4  years.  I  have  earned  a  Master’s  Degree  in 
National  Security  Policy  from  the  National  War  College,  and  have  also  graduated  from  the 
Georgetown  University,  School  of  Foreign  Service.  Before  joining  DoS,  I  was  US  Marine  Corps 
Officer  (pilot). 

3.  (U)  The  Bureau  of  Western  Hemisphere  Affairs  is  responsible  for  managing  and  promoting 
U.S.  interests  in  the  region  by  supporting  democracy,  trade,  and  sustainable  economic 
development,  and  fostering  cooperation  on  issues  such  as  citizen  safety,  strengthening 
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democratic  institutions  and  the  rule  of  law,  economic  and  social  inclusion,  energy,  and  climate 
change.  WHA  works  with  the  partners  in  the  Americas  to  generate  broad-based  growth  through 
freer  trade  and  sound  economic  policies;  to  invest  in  the  well-being  of  people  from  all  walks  of 
life;  and  to  make  democracy  serve  every  citizen  more  effectively  and  justly.  The  United  States  is 
linked  to  the  countries  of  the  Western  Hemisphere  by  physical  proximity,  shared  values,  and  vast 
cultural,  commercial,  and  demographic  ties.  There  are  compelling  national  security  interests  in 
the  Americas,  including  current  and  future  energy  markets  for  the  United  States  and  maintaining 
effective  partnerships  to  prevent  illicit  trafficking  and  terrorist  activities.  . 

4.  (U)  Embassies  and  consulates  communicate  what  is  occurring  in  the  host  nations  through 
many  different  means.  Issuing  a  cable  is  an  official  communication  by  the  Embassy  or 
organization.  Typically,  the  Ambassador  or  Deputy  Chief  of  Mission  (DCM)  signoff  as  the 
originator  on  the  cables  because  they  contain  the  official  position  of  the  embassy  or  organization. 
Generally,  cables  are  issued  to  summarize  meetings  and  note  significant  events  in  the  host 
country,  and  often  contain  the  analysis  and  comment  of  the  author.  The  cables  are  issued  via  the 
distribution  captions,  one  of  which  is  SIPDIS.  The  S1PDIS  caption  indicates  that  a  cable  is 
approved  for  SIPRNET  distribution  for  access  by  appropriately  cleared  individuals  across 
numerous  U.S.  government  agencies  and  departments.  Classified  cables  containing  the  SIPDIS 
caption  are  available  to  all  users  of  SIPRNET  and  JW1CS  to  share  information  with  interested 
agencies  and  departments  in  the  United  States  government.  Originators  could  limit  distribution 
to  DoS  personnel  only  (STAD1S)  or  even  limit  distribution  to  the  recipient  of  the  document 
(NOD1S). 


5.  (SBU)  The  first  cable  is  07  Bogota  101. 


17.  (SBU)  The  fourth  cable  is  07  Buenos  Aires  1341. 


25.  (SBU)  The  sixth  cable  is  07  Caracas  35. 


29.  (SBU)  The  seventh  cable  is  07  Kingston  25. 


33.  (SBU)  The  eighth  cable  is  07  La  Paz  1949. 


37.  (SBU)  The  ninth  cable  is  07  Lima  2400. 


53.  (SBU)  The  thirteenth  cable  is  07  Santo  Domingo  28. 


57.  (SBU)  The  fourteenth  cable  is  09  Bogota  2873. 


61.  (SBU)  The  fifteenth  cable  is  09  Brasilia  1112. 


65. 


(SBU)  The  sixteenth  cable  is  09  Brasilia  1113. 


69.  (SBU)  The  seventeenth  cable  is  09  Caracas  1168. 


77.  (SBU)  The  nineteenth  cable  is  09  Mexico  2658. 


81 .  (SBU)  The  twentieth  cable  is  09  Santiago  831. 


89.  (SBU)  The  twenty-second  cable  is  09  Santiago  835. 


93.  (SBU)  The  twenty-third  cable  is  09  Santo  Domingo  1017. 


97.  (SBU)  The  twenty-fourth  cable  is  09  State  92655. 
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109.  (SBU)  The  twenty-seventh  cable  is  10  Lima  333. 


//ORIGINAL  SIGNED// 
ANGEL  M.  OVERGAARD 
CPT,  JA 

Assistant  Trial  Counsel 


//ORIGINAL  SIGNED// 
THOMAS  F.  HURLEY 
MAJ,  JA 

Military  Defense  Counsel 


//ORIGINAL  SIGNED// 
BRADLEY  E.  MANNING 
PFC,  USA 
Accused 
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UNITED  STATES  OF  AMERICA  ) 

)  STIPULATION  OF 

v.  )  EXPECTED  TESTIMONY 

) 

Manning,  Bradley  E.  )  DAS  James  Moore 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  )  June  2013 

Fort  Myer,  Virginia  22211  )  ' 

(U)  It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if 
Deputy  Assistant  Secretary  (DAS)  James  Moore  were  present  to  testify  during  the  merits  and 
pre-sentencing  phases  of  this  court-martial,  he  would  testify  substantially  as  follows. 


1 .  (U)  The  United  States  Department  of  State  (DoS)  is  led  by  the  Secretary  of  State.  There  are 
six  Under  Secretary  Offices  that  work  for  the  Secretary  of  State.  One  of  those  Under  Secretaries 
is  for  Political  Affairs.  The  Under  Secretary  of  Political  Affairs  serves  as  the  day-to-day 
manager  of  overall  regional  and  bilateral  policy  issues.  The  Under  Secretary  of  Political  Affairs 
oversees  seven  bureaus  which  are  headed  by  Assistant  Secretaries.  Those  bureaus  are  African 
Affairs,  European  and  Eurasian  Affairs,  East  Asian  and  Pacific  Affairs,  Near  Eastern  Affairs, 
South  and  Central  Asian  Affairs,  Western  Hemisphere  Affairs,  and  International  Organizations. 
The  Assistant  Secretaries  of  the  geographic  bureaus  and  offices  advise  the  Under  Secretary  and 
guide  the  operation  of  the  US  diplomatic  missions  within  their  regional  jurisdiction.  Each 
bureau  has  a  Principal  Deputy  Assistant  Secretary  (PDAS)  and  several  Deputy  Assistant 
Secretaries.  The  Principal  Deputy  Assistant  Secretary  is  the  lead  Deputy  Assistant  Secretary,  all 
of  which  assist  the  Assistant  Secretary  in  the  development  and  management  of  US  policy 
concerning  their  geographic  bureau,  including  preparing  all  paperwork,  background  information, 
disciplinary  issues,  and  policy  directives. 


2.  (U)  I  have  been  with  DoS  since  1984.  I  am  currently  in  training  and  transitioning  to  assume 
the  duties  as  Chief  of  Mission  to  the  Dutch  Caribbean  where  I  will  serve  as  the  Consul  General 
to  Curacao.  Prior  to  this,  I  was  a  Deputy  Assistant  Secretary  (DAS)  of  the  Bureau  of  South  and 
Central  Asia  Affairs  until  May  2013.  I  oversee  all  public  diplomacy  in  South  and  Central  Asia, 
including  Fulbright  scholars,  cultural  programs,  and  speaker  programs.  While  serving  as  a  DAS, 
I  was  a  part  of  the  WikiLeaks  Working  Group.  From  2009  to  201 0, 1  was  the  Deputy  Director 
and  Acting  Director  of  the  Office  of  Career  Development  and  Assignments  in  the  Bureau  of 
Human  Resources.  I  was  the  representative  for  Foreign  Service  assignments.  From  2006  to 

2009. 1  was  the  Deputy  Chief  of  Mission  (DCM)  of  U.S.  Embassy  in  Sri  Lanka.  I  managed  the 
embassy,  conducted  foreign  relations,  and  promoted  the  advocacy  of  U.S.  policy.  From  2003  to 

2006. 1  was  the  Minister  Counselor  for  Public  Affairs  at  the  Embassy  in  Ankara,  Turkey.  I  was 
the  representative  for  DoS  public  diplomacy  programs  and  served  as  a  spokesperson.  From  2002 
to  2003, 1  attended  the  Senior  Seminar,  which  is  an  interagency  process  and  leadership  course. 
From  1999  to  2002, 1  served  in  Quito,  Ecuador  as  the  public  affairs  officer  and  Buenos  Aires, 
Argentina,  from  1995  to  1999  as  the  cultural  affairs  officer.  From  1993  to  1994, 1  worked 
assignments  for  South  Asia  and  Near  East  Affairs  (NEA).  From  1 990  to  1 993, 1  was  the  cultural 
affairs  officer  in  Chennai,  India.  From  1988  to  1990, 1  was  the  public  affairs  officer  in  Abu 
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Dhabi,  United  Arab  Emirates  (UAE).  From  1986  to  1988, 1  was  the  cultural  affairs  officer  in 
Karachi,  Pakistan.  From  1985  to  1986, 1  was  the  assistant  cultural  affairs  officer  in  Cairo,  Egypt. 
I  have  completed  Turkish  language  training,  Arabic  language  training,  and  Spanish  language 
training  while  at  DoS.  I  have  a  Master’s  Degree  in  International  Relation  from  Georgetown 
University  Foreign  Service  School. 

3.  (U)  The  mission  of  the  Bureau  of  South  and  Central  Asian  Affairs  is  to  promote  U.S.  foreign 
policy  interests,  including  strong  democratic  governance,  human  rights,  development,  and  trade 
and  investment.  The  following  countries  comprise  the  Bureau  of  South  and  Central  Asian 
Affairs:  India,  Bangladesh,  Nepal,  Sri  Lanka,  Maldives,  Bhutan,  Kyrgyzstan,  Kazakhstan, 
Turkmenistan,  Uzbekistan,  and  Tajikistan. 

4.  (U)  The  embassies  communicate  what  is  occurring  in  the  host  nations  through  many  different 
means.  Issuing  a  cable  is  an  official  communication  by  the  Embassy  or  organization.  Typically, 
the  Ambassador  or  Deputy  Chief  of  Mission  (DCM)  sign  off  as  the  originator  on  the  cables 
because  they  contain  the  official  position  of  the  embassy  or  organization.  Generally,  cables  are 
issued  to  summarize  meetings  and  note  significant  events  in  the  host  country,  and  often  contain 
the  analysis  and  comment  of  the  author.  The  cables  are  issued  via  the  distribution  captions,  one 
of  which  is  SIPDIS.  The  SIPDIS  caption  indicates  that  a  cable  is  approved  for  SIPRNET 
distribution  for  access  by  appropriately  cleared  individuals  across  numerous  US  government 
agencies  and  departments.  Classified  cables  containing  the  SIPDIS  caption  are  available  to  all 
users  of  SIPRNET  and  JWICS  to  share  information  with  interested  agencies  and  departments  in 
the  United  States  government.  Originators  could  limit  distribution  to  DoS  personnel  only 
(STATEDIS)  or  even  limit  distribution  to  the  recipient  of  the  document  (NODIS). 


5.  (SBU)  The  first  cable  is  06  Colombo  1889. 
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9.  (SBU)  The  second  cable  is  06  Kathmandu  3023. 


13.  (SBU)  The  third  cable  is  06  Kathmandu  3024. 


17.  (SBU)  The  fourth  cable  is  07  Ashgabat  1359. 


21.  (SBU)  The  fifth  cable  is  07  Dhaka  24. 


25.  (SBU)  The  sixth  cable  is  07  New  Delhi  80. 


29.  (SBU)  The  seventh  cable  is  09  New  Delhi  267. 


//ORIGINAL  SIGNED// 
ANGEL  M.  OVERGAARD 
CPT,  JA 

Assistant  Trial  Counsel 


//ORIGINAL  SIGNED// 
THOMAS  F.  HURLEY 
MAJ,  JA 

Military  Defense  Counsel 


//ORIGINAL  SIGNED// 
BRADLEY  E.  MANNING 
PFC,  USA 
Accused 
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UNITED  STATES  OF  AMERICA 


) 

) 

) 


v. 


STIPULATION  OF 
EXPECTED  TESTIMONY 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


AMB  David  Pearce 


) 


June  2013 


(U)  It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if 
Ambassador  (AMB)  David  Pearce  were  present  to  testify  during  the  merits  and  pre-sentencing 
phases  of  this  court-martial,  he  would  testify  substantially  as  follows. 

1.  (U)  The  United  States  Department  of  State  (DoS)  is  led  by  the  Secretary  of  State.  There  are 
six  Under  Secretary  Offices  that  work  for  the  Secretary  of  State.  One  of  those  Under  Secretaries 
is  for  Political  Affairs.  The  Under  Secretary  of  Political  Affairs  serves  as  the  day-to-day 
manager  of  overall  regional  and  bilateral  policy  issues.  The  Under  Secretary  of  Political  Affairs 
oversees  seven  bureaus  which  are  headed  by  Assistant  Secretaries.  Those  bureaus  are  African 
Affairs,  European  and  Eurasian  Affairs,  East  Asian  and  Pacific  Affairs,  Near  Eastern  Affairs, 
South  and  Central  Asian  Affairs,  Western  Hemisphere  Affairs,  and  International  Organizations. 
The  Assistant  Secretaries  of  the  geographic  bureaus  and  offices  advise  the  Under  Secretary  and 
guide  the  operation  of  the  US  diplomatic  missions  within  their  regional  jurisdiction.  Each 
bureau  has  a  Principal  Deputy  Assistant  Secretary  (PDAS)  and  several  Deputy  Assistant 
Secretaries.  The  Principal  Deputy  Assistant  Secretary  is  the  lead  Deputy  Assistant  Secretary,  all 
of  which  assist  in  the  development  and  management  of  US  policy  concerning  the  Bureau. 

2.  (U)  1  am  the  Principal  Deputy  (PD)  in  the  Office  of  the  Special  Representative  for 
Afghanistan  and  Pakistan  (S/SRAP).  The  PD  assists  the  SRAP  in  advising  the  Secretary  on 
Afghanistan  and  Pakistan,  and  in  providing  guidance  and  direction  to  our  missions  in  the  two 
countries.  The  PD  conducts  liaison  with  the  Bureau  of  South  and  Central  Asian  Affairs  (SCA), 
and  is  double-hatted  as  a  Deputy  Assistant  Secretary  in  SCA.  1  have  been  in  these  positions 
since  July  2012.  S/SRAP  reports  directly  to  the  Secretary  of  State  and  supervises  policy  and 
management  for  Afghanistan  and  Pakistan,  which  includes  a  substantial  amount  of  interagency 
coordination.  Prior  to  my  current  position,  1  was  the  Assistant  Chief  of  Mission  (A/COM)  at  the 
U.S.  Embassy  in  Kabul  from  201 1  to  July  2012.  This  is  one  of  five  Ambassador-level  positions 
at  the  embassy.  1  supervised  the  political,  political-military,  public  affairs,  consular,  legal, 
management,  and  diplomatic  security  sections  of  the  Embassy.  I  have  served  with  the 
Department  of  State  since  1982.  I  began  my  career  with  the  Department  of  State  as  the  Vice 
Consul  and  Political  Officer  in  Riyadh,  Saudi  Arabia.  1  was  the  liaison  officer  to  the  Kuwaiti 
government  in  exile  in  Taif,  Saudi  Arabia,  during  the  Iraqi  invasion  of  Kuwait  and  the  coalition 
liberation  of  Kuwait.  I  have  since  served  in  a  number  of  senior  positions  throughout  the  Middle 
East.  These  positions  include  the  U.S.  Ambassador  to  the  People’s  Democratic  Republic  of 
Algeria  from  2008  to  201 1 ;  Chief  of  Mission  and  Consul  General  to  the  United  States  Consulate 
General  in  Jerusalem  from  2003  to  2005;  Coalition  Provisional  Authority  in  Baghdad  from  May 
to  June  2003;  Director  of  the  Department  of  State’s  Office  of  Northern  Gulf  Affairs,  with 
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responsibility  for  Iraq  and  Iran  from  September  2001  to  July  2003;  Deputy  Chief  of  Mission  at 
the  U.S.  Embassy  in  Damascus  from  1997  to  2001;  and  Consul  General  in  Dubai  from  1994  to 
1997. 1  have  written  the  book,  “Wary  Partners:  Diplomats  and  the  Media,  ”  1  speak  Arabic, 
French,  Italian,  and  some  Farsi,  and  I  have  testified  in  front  of  Congress  on  the  Afghan  elections 
because  of  my  expertise  on  Pakistan  and  Afghanistan. 

3.  (U)  The  embassies  communicate  what  is  occurring  in  the  host  nations  through  many  different 
means.  Issuing  a  cable  is  an  official  communication  by  the  Embassy  or  organization.  Typically, 
the  Ambassador  or  Deputy  Chief  of  Mission  (DCM)  sign  off  as  the  originator  on  the  cables 
because  they  contain  the  official  position  of  the  embassy  or  organization.  Generally,  cables  are 
issued  to  summarize  meetings  and  note  significant  events  in  the  host  country,  and  often  contain 
the  analysis  and  comment  of  the  author.  The  cables  are  issued  via  the  distribution  captions,  one 
of  which  is  SIPDIS.  The  SIPD1S  caption  indicates  that  a  cable  is  approved  for  SIPRNET 
distribution  for  access  by  appropriately  cleared  individuals  across  numerous  US  government 
agencies  and  departments.  Classified  cables  containing  the  SIPDIS  caption  are  available  to  all 
users  of  SIPRNET  and  JWICS  to  share  information  with  interested  agencies  and  departments  in 
the  United  States  government.  Originators  could  limit  distribution  to  DoS  personnel  only 
(STADIS)  or  even  limit  distribution  to  the  addressee  of  the  document  (NODIS). 

4.  (U)  The  first  cable  is  99  Islamabad  495. 
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8.  (U)  The  second  cable  is  07  Kabul  68. 


10. 


12.  (U)  The  third  cable  is  06  Kabul  5420 


15. 


W 


22. 


//ORIGINAL  SIGNED// 
ANGEL  M.  OVERGAARD 
CPT,  JA 

Assistant  Trial  Counsel 


//ORIGINAL  SIGNED// 
THOMAS  F.  HURLEY 
MAJ,  JA 

Military  Defense  Counsel 


//ORIGINAL  SIGNED// 
BRADLEY  E.  MANNING 
PFC,  USA 
Accused 
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UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

) 

) 

) 

) 


STIPULATION  OF 
EXPECTED  TESTIMONY 


PDAS  H.  Dean  Pittman 


) 


£j_June  2013 


(U)  It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if  Principal 
Deputy  Assistant  Secretary  (PDAS)  H.  Dean  Pittman  were  present  to  testify  during  the  merits 
and  pre-sentencing  phases  of  this  court-martial,  he  would  testify  substantially  as  follows: 

1.  (U)  The  United  States  Department  of  State  (DoS)  is  led  by  the  Secretary  of  State.  There  are 
six  Under  Secretary  Offices  that  work  for  the  Secretary  of  State.  One  of  those  Under  Secretaries 
is  for  Political  Affairs.  The  Under  Secretary  of  Political  Affairs  serves  as  the  day-to-day 
manager  of  overall  regional  and  bilateral  policy  issues.  The  Under  Secretary  of  Political  Affairs 
oversees  seven  bureaus  which  are  headed  by  Assistant  Secretaries.  Those  bureaus  are  African 
Affairs,  European  and  Eurasian  Affairs,  East  Asian  and  Pacific  Affairs,  Near  Eastern  Affairs, 
South  and  Central  Asian  Affairs,  Western  Hemisphere  Affairs,  and  International  Organizations. 
The  Assistant  Secretaries  of  the  geographic  bureaus  and  offices  advise  the  Under  Secretary  and 
guide  the  operation  of  the  US  diplomatic  missions  within  their  regional  jurisdiction.  Each 
bureau  has  a  Principal  Deputy  Assistant  Secretary  (PDAS)  and  several  Deputy  Assistant 
Secretaries.  The  Principal  Deputy  Assistant  Secretary  is  the  lead  Deputy  Assistant  Secretary,  all 
of  which  assist  in  the  development  and  management  of  US  policy  concerning  the  Bureau. 

2.  (U)  I  am  a  career  member  of  the  Foreign  Service  and  have  been  serving  as  the  PDAS  in  the 
Bureau  of  International  Organizations  (10)  since  December  2010.  I  served  from  2009  to  2010  as 
the  Senior  Diplomacy  Advisor  for  the  Quadrennial  Diplomacy  and  Development  Review 
(QDDR).  Prior  to  joining  the  QDDR  team,  I  was  a  member  of  the  Secretary  of  State's  Policy 
Planning  Staff,  where  I  was  responsible  for  issues  related  to  Europe  and  the  Administration's 
climate  change  agenda.  Other  domestic  assignments  include  Special  Assistant  to  the  Deputy 
Secretary  of  State  (2002-2003),  Director  for  the  Balkans  at  the  National  Security  Council  (2000- 
2002),  Legislative  Management  Officer  for  the  East  Asian  and  Pacific  region  in  the  Bureau  of 
Legislative  Affairs,  and  Thailand  desk  officer.  Overseas,  I  served  as  U.S.  Consul  General  to 
Northern  Ireland  from  2004  to  2007  and  was  assigned  to  the  Coalition  Provisional  Authority  in 
Iraq  as  deputy  director  of  the  governance  office  from  2003  to  2004.  Other  overseas  assignments 
include  tours  at  our  embassies  in  Sarajevo,  Mozambique,  and  Guyana,  and  a  detail  assignment  to 
the  Organization  for  Security  and  Cooperation  in  Europe  (OSCE)  in  Bosnia.  Prior  to  joining  the 
Foreign  Service,  1  worked  on  the  staff  of  a  U.S.  Congressman  for  eight  years.  I  was  also  a 
United  States  Peace  Corps  volunteer  in  Gabon.  1  hold  a  Master  of  Arts  degree  from  the  Johns 
Hopkins  School  of  Advanced  International  Studies,  Washington,  D.C.,  and  a  Bachelor  of  Arts  in 
Political  Science  from  Millsaps  College  in  Jackson,  Mississippi. 

3.  (U)  IO  is  the  U.S.  Government’s  primary  interlocutor  with  the  United  Nations  and  a  host  of 
international  agencies  and  organizations.  As  such,  the  Bureau  is  charged  with  advancing  the 
President’s  vision  of  robust  multilateral  engagement  as  a  crucial  tool  in  advancing  U.S.  national 
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interests.  U.S.  multilateral  engagement  spans  the  full  range  of  important  global  issues,  including 
peace  and  security,  nuclear  nonproliferation,  human  rights,  economic  development,  climate 
change,  global  health,  and  much  more. 

4.  (U)  The  U.S.  Mission  to  the  United  Nations  (USUN)  serves  as  the  United  States’  delegation 
to  the  United  Nations.  USUN  is  responsible  for  carrying  out  the  nation’s  participation  in  the 
world  body.  In  1947,  the  United  States  Mission  was  created  by  an  act  of  Congress  to  assist  the 
President  and  the  Department  of  State  in  conducting  United  States  policy  at  the  United  Nations. 
Since  that  time,  USUN  has  served  a  vital  role  as  the  Department  of  State’s  UN  branch.  Today, 
USUN  has  approximately  150  people  on  staff  who  serve  to  represent  the  United  States’  political, 
economic  and  social,  legal,  military,  public  diplomacy  and  management  interests  at  the  United 
Nations. 

5.  (U)  The  embassies  communicate  what  is  occurring  in  the  host  nations  through  many  different 
means.  Issuing  a  cable  is  an  official  communication  by  the  Embassy  or  organization.  Typically, 
the  Ambassador  or  Deputy  Chief  of  Mission  (DCM)  sign  off  as  the  originator  on  the  cables 
because  they  contain  the  official  position  of  the  embassy  or  organization.  Generally,  cables  are 
issued  to  summarize  meetings  and  note  significant  events  in  the  host  country,  and  often  contain 
the  analysis  and  comment  of  the  author.  The  cables  are  issued  via  the  distribution  captions,  one 
of  which  is  SIPDIS.  The  SIPDIS  caption  indicates  that  a  cable  is  approved  for  SIPRNET 
distribution  for  access  by  appropriately  cleared  individuals  across  numerous  US  government 
agencies  and  departments.  Classified  cables  containing  the  SIPDIS  caption  are  available  to  all 
users  of  SIPRNET  and  JWICS  to  share  information  with  interested  agencies  and  departments  in 
the  United  States  government.  Originators  could  limit  distribution  to  DoS  personnel  only 
(STADIS)  or  even  limit  distribution  to  the  addressee  of  the  document  (NODIS). 


6.  (SBU)  The  first  cable  is  07  USUNNEWYORK  573. 
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10.  (SBU)  The  second  cable  is  07  USUNNEWYORK  575. 


//ORIGINALSIGNED// 
ANGEL  M.  OVERGAARD 
CPT,  JA 

Assistant  Trial  Counsel 


//ORIGINAL  SIGNED// 
THOMAS  F.  HURLEY 
MAJ,  JA 

Military  Defense  Coimsel 


//ORIGINAL  SIGNED// 
BRADLEY  E.  MANNING 
PFC,  USA 
Accused 
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UNITED  STATES  OF  AMERICA 


) 

) 

v.  ) 

)  STIPULATION  OF 

Manning,  Bradley  E.  )  EXPECTED  TESTIMONY 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  )  AMB  Stephen  Seche 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  )  DATED:  June  2013 

(U)  It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if 
Ambassador  (AMB)  Stephen  Seche  were  present  to  testify  during  the  merits  and  pre-sentencing 
phases  of  this  court-martial,  he  would  testify  substantially  as  follows: 


1 .  (U)  The  United  States  Department  of  State  (DoS)  is  led  by  the  Secretary  of  State.  There  are 
six  Under  Secretary  Offices  that  work  for  the  Secretary  of  State.  One  of  those  Under  Secretaries 
is  for  Political  Affairs.  The  Under  Secretary  of  Political  Affairs  serves  as  the  day-to-day 
manager  of  overall  regional  and  bilateral  policy  issues.  The  Under  Secretary  of  Political  Affairs 
oversees  seven  bureaus  which  are  headed  by  Assistant  Secretaries.  Those  bureaus  are  African 
Affairs,  European  and  Eurasian  Affairs,  East  Asian  and  Pacific  Affairs,  Near  Eastern  Affairs, 
South  and  Central  Asian  Affairs,  Western  Hemisphere  Affairs,  and  International  Organizations. 
The  Assistant  Secretaries  of  the  geographic  bureaus  and  offices  advise  the  Under  Secretary  and 
guide  the  operation  of  the  US  diplomatic  missions  within  their  regional  jurisdiction.  Each 
bureau  has  a  Principal  Deputy  Assistant  Secretary  (PDAS)  and  several  Deputy  Assistant 
Secretaries.  The  PDAS  is  the  lead  Deputy  Assistant  Security,  all  of  which  assist  in  the 
development  and  management  of  US  policy  concerning  the  Bureau. 


2.  (U)  I  recently  retired  after  thirty-five  years  of  service  in  the  DoS.  I  am  a  career  Foreign 
Service  Officer  and  have  spent  most  of  my  DoS  career  engaged  in  the  practice  of  public 
diplomacy.  My  last  position  at  the  DoS  was  serving  as  Deputy  Assistant  Secretary  of  State  for 
the  Arabian  Gulf  in  the  Bureau  of  Near  Eastern  Affairs  from  August  2011  to  May  2013.  Before 
that,  I  served  as  US  Ambassador  to  Yemen  from  August  2007  to  August  2010.  I  spent  the 
intervening  year  as  a  research  associate  at  Georgetown  University’s  Institute  for  the  Study  of 
Diplomacy.  During  the  2006  to  2007  academic  year,  I  was  a  Visiting  Fellow  at  the  University  of 
Southern  California,  where  I  taught  in  the  recently  established  master’s  degree  program  in  public 
diplomacy.  From  February  2005  to  August  2006, 1  served  as  Charge  dAffaires  at  the  U.S. 
Embassy  in  Damascus,  Syria,  following  the  departure  of  the  Ambassador  in  the  wake  of  the 
murder  of  former  Lebanese  Prime  Minister  Rafik  Hariri.  Before  that,  I  was  the  Deputy  of  Chief 
of  Mission  at  the  U.S.  Embassy  in  Damascus,  Syria,  for  the  six  months.  This  was  my  second 
tour  in  Damascus.  From  1999  to  2002, 1  was  Counselor  for  Public  Affairs  and  Director  of  the 
American  Cultural  Center.  I  spent  the  two  years  between  my  Damascus  assignments  as  Director 
of  the  Office  for  Egypt  and  Levant  Affairs  at  the  DoS  in  Washington.  D.C.  I  entered  the  Foreign 
Service  in  1978  and  spent  the  first  seven  years  of  my  career  in  public  diplomacy  positions  in 
Guatemala,  Peru,  and  Bolivia.  Other  overseas  assignments  have  included  four  years  (1989- 
1993)  as  Information  Officer  at  the  U.S.  Embassy  in  Ottawa,  Canada,  and  four  years  (1993- 
1997)  as  Press  Attache  at  the  U.S.  Embassy  in  New  Delhi,  India.  Following  my  service  in  India, 
I  returned  to  Washington  for  the  first  of  two  years  of  Arabic  language  training,  completing  the 


r;'T  173ft  for  idi 
PAGE  ADMf 
PAGES 


/$ 

or  identification 

MirrED: _ 


program  at  the  Foreign  Service  Institute's  Field  School  in  Tunis.  I  received  my  B.A.  from  the 
University  of  Massachusetts  at  Amherst,  and  spent  four  years  as  a  journalist  before  entering  the 
Foreign  Service. 

3.  (U)  The  Bureau  of  Near  Eastern  Affairs  (NEA)  deals  with  U.S.  Foreign  policy  and  U.S. 
diplomatic  relations  with  Algeria,  Bahrain,  Egypt,  Iran,  Iraq,  Israel,  Jordan,  Kuwait,  Lebanon, 
Libya,  Morocco,  Oman,  Palestinian  Territories,  Qatar,  Saudi  Arabia,  Syria,  Tunisia,  United  Arab 
Emirates,  and  Yemen.  Regional  policy  issues  that  NEA  handles  include  Iraq,  Middle  East  peace, 
terrorism  and  weapons  of  mass  destruction,  and  political  and  economic  reform.  Key  regional 
topics  include:  (1)  Helping  Iraqis  build  a  unified,  stable,  and  prosperous  country;  (2)  Renewing 
progress  toward  the  two-state  solution  to  the  Palestinian-Israeli  conflict;  (3)  Working  against 
terrorists  and  their  state  sponsors,  as  well  as  against  the  spread  of  weapons  of  mass  destruction; 
and  (4)  Supporting  efforts  at  economic  and  political  reform  in  the  region. 

4.  (U)  The  embassies  communicate  what  is  occurring  in  the  host  nations  through  many  different 
means.  Issuing  a  cable  is  an  official  communication  by  the  Embassy  or  organization.  Typically, 
the  Ambassador  or  Deputy  Chief  of  Mission  (DCM)  sign  off  as  the  originator  on  the  cables 
because  they  contain  the  official  position  of  the  embassy  or  organization.  Generally,  cables  are 
issued  to  summarize  meetings  and  note  significant  events  in  the  host  country,  and  often  contain 
the  analysis  and  comment  of  the  author.  The  cables  are  issued  via  the  distribution  captions,  one 
of  which  is  SIPDIS.  The  SIPDIS  caption  indicates  that  a  cable  is  approved  for  SIPRNET 
distribution  for  access  by  appropriately  cleared  individuals  across  numerous  US  government 
agencies  and  departments.  Classified  cables  containing  the  SIPDIS  caption  are  available  to  all 
users  of  SIPRNET  and  JWICS  to  share  information  with  interested  agencies  and  departments  in 
the  United  States  government.  Originators  could  limit  distribution  to  DoS  personnel  only 
(STADIS)  or  even  limit  distribution  to  the  recipient  of  the  document  (NODIS). 


5.  (SBU)  The  first  cable  is  05  Algiers  1836. 


w 


w 


21.  (SBU)  The  next  cable  is  06  Beirut  3603. 
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25.  (SBU)  The  next  cable  is  06  Beirut  3604. 


w 


29.  (SBU)  The  next  cable  is  06  Beirut  3703. 


w 


w 


37.  (SBU)  The  next  cable  is  06  Kuwait  4438. 
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to 


45.  (SBU)  The  next  cable  is  06  Tripoli  645. 
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49.  (SBU)  The  next  cable  is  06  Tripoli  648. 


53.  (SBU)  The  next  cable  is  07  Baghdad  35. 


57.  (SBU)  The  next  cable  is  07  Baghdad  36. 


61 .  (SBU)  The  next  cable  is  07  Baghdad  37. 


65.  (SBU)  The  next  cable  is  07  Baghdad  42. 


69.  (SBU)  The  next  cable  is  07  Baghdad  53. 


81 .  (SBU)  The  next  cable  is  07  Baghdad  64. 


85.  (SBU)  The  next  cable  is  07  Baghdad  70. 


t 


89.  (SBU)  The  next  cable  is  07  Basrah  3. 


22 


101.  (SBU)  The  next  cable  is  07  Riyadh  22. 

102. 


105.  (SBU)  The  next  cable  is  07  Riyadh  23. 


117.  (SBU)  The  next  cable  is  08  Cairo  569. 


121.  (SBU)  The  next  cable  is  09  Baghdad  2390. 

122.  I 


125.  (SBU)  The  next  cable  is  09  Riyadh  1156. 


c 


//ORIGINAL  SIGNED// 
ANGEL  M.  OVERGAARD 
CPT,  JA 

Assistant  Trial  Counsel 


//ORIGINAL  SIGNED// 
THOMAS  F.  HURLEY 
MAJ,  JA 

Military  Defense  Counsel 


//ORIGINAL  SIGNED// 
BRADLEY  E.  MANNING 
PFC,  USA 
Accused 
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UNITED  STATES  OF  AMERICA 


) 

) 

v.  ) 

)  STIPULATION  OF 

Manning,  Bradley  E.  )  EXPECTED  TESTIMONY 

PFC,  U.S.  Army,  )  UnchWld 

HHC,  U.S.  Army  Garrison,  )  AMB  Stephen  Seche 

Joint  Base  Myer-Henderson  Hall  )  ^ 

Fort  Myer,  Virginia  22211  )  DATED:  £_]_  June  2013 

(U)  It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if 
Ambassador  (AMB)  Stephen  Seche  were  present  to  testify  during  the  merits  and  pre-sentencing 
phases  of  this  court-martial,  he  would  testify  substantially  as  follows: 

1.  (SBU)  Although  not  within  PEH^for  ID  or  AE  501, 1  also  reviewed  the  following  cables. 


2.  (SBU)  The  next  cable  is  09  State  15113. 
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6.  (SBU)  The  next  cable  is  09  Doha  214. 


w  c 


//ORIGINAL  SIGNED// 
ANGEL  M.  OVERGAARD 
CPT.  JA 

Assistant  Trial  Counsel 


//ORIGINAL  SIGNED// 
THOMAS  F.  HURLEY 
MAJ,  JA 

Military  Defense  Counsel 


//ORIGINAL  SIGNED// 
BRADLEY  E.  MANNING 
PFC,  USA 
Accused 
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UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


v. 


) 

) 

) 

) 

) 

) 

) 

) 


STIPULATION  OF 
EXPECTED  TESTIMONY 


AMB  Don  Yamamoto 


June  2013 


(U)  It  is  hereby  agreed  by  the  Accused,  Defense  Counsel,  and  Trial  Counsel,  that  if 
Ambassador  (AMB)  Don  Yamamoto  were  present  to  testify  during  the  merits  and  pre-sentencing 
phases  of  this  court-martial,  he  would  testify  substantially  as  follows: 

1 .  (U)  The  United  States  Department  of  State  (DoS)  is  led  by  the  Secretary  of  State.  There  are 
six  Under  Secretary  Offices  that  work  for  the  Secretary  of  State.  One  of  those  Under  Secretaries 
is  for  Political  Affairs.  The  Under  Secretary  of  Political  Affairs  serves  as  the  day-to-day 
manager  of  overall  regional  and  bilateral  policy  issues.  The  Under  Secretary  of  Political  Affairs 
oversees  seven  bureaus  which  are  headed  by  Assistant  Secretaries.  Those  bureaus  are  African 
Affairs,  European  and  Eurasian  Affairs,  East  Asian  and  Pacific  Affairs,  Near  Eastern  Affairs, 
South  and  Central  Asian  Affairs,  Western  Hemisphere  Affairs,  and  International  Organizations. 
The  Assistant  Secretaries  of  the  geographic  bureaus  and  offices  advise  the  Under  Secretary  and 
guide  the  operation  of  the  US  diplomatic  missions  within  their  regional  jurisdiction.  Each 
bureau  has  a  Principal  Deputy  Assistant  Secretary  (PDAS)  and  several  Deputy  Assistant 
Secretaries.  The  Principal  Deputy  Assistant  Secretary  is  the  lead  Deputy  Assistant  Secretary,  all 
of  which  assist  in  the  development  and  management  of  US  policy  concerning  the  Bureau. 

2.  (U)  I  am  the  Acting  Assistant  Secretary  (AA/S)  and  the  PDAS  of  the  Bureau  of  African 
Affairs.  I  have  been  AA/S  since  1  April  2013  and  PDAS  since  1  August  2009.  My  prior 
assignments  include  serving  as  the  U.S.  Ambassador  to  the  Federal  Democratic  Republic  of 
Ethiopia  from  November  2006  to  July  2009.  As  Ambassador,  you  represent  the  United  States  in 
the  relevant  country  and  advocate  the  policies  of  the  United  States.  I  have  also  served  as  Deputy 
Assistant  Secretary  of  State  in  the  Bureau  of  African  Affairs  from  2003  to  2006,  where  I  was 
responsible  for  coordinating  U.S.  policy  toward  over  20  countries  in  east  and  central  Africa.  I 
served  as  U.S.  Ambassador  to  the  Republic  of  Djibouti  from  2000  to  2003  and  was  the  Deputy 
Director  for  East  African  Affairs  from  1998  to  2000.  I  also  served  in  Eritrea  as  Charge  d’ 
Affaires  at  the  US  Embassy  Asmara  in  the  Horn  of  Africa  from  1 996  to  1 998.  I  entered  the 
Foreign  Service  in  1980.  Additional  former  assignments  include  U.S.  Embassy  Beijing,  as 
Ambassador's  staff  aide  and  human  rights  officer  during  the  Tiananmen  Square  demonstrations 
in  1989  and  Japan,  as  principal  officer  of  the  Fukuoka  consulate. 

3.  (U)  I  attended  the  National  War  College  from  1995  to  1996  for  senior  training  and  received  a 
Congressional  Fellowship  in  1991.  I  did  graduate  studies  at  Columbia  University,  receiving  a 
master's  degree  in  international  affairs.  I  have  also  studied  Chinese,  Japanese,  Arabic,  and 
French.  During  my  Foreign  Service  career,  I  have  received  twelve  Senior  Performance  Awards, 
four  individual  Superior  Honor  awards,  two  group  awards,  and  the  2006  Robert  Frasure 
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Memorial  Award  for  advancing  conflict  resolution  in  Africa.  1  have  testified  in  front  of 
Congress  on  numerous  occasions  to  provide  expertise  in  African  Affairs. 

4.  (U)  The  Bureau  of  African  Affairs  is  focused  on  the  development  and  management  of  US 
policy  concerning  the  continent  of  Africa.  There  are  five  pillars  that  serve  as  the  foundation  US 
policy  toward  Africa:  (I)  Support  for  democracy  and  the  strengthening  of  democratic  institutions 
on  the  continent,  including  free,  fair,  and  transparent  elections;  (2)Supporting  African  economic 
growth  and  development;  (3)  Conflict  prevention,  mitigation,  and  resolution;  (4)  Supporting 
Presidential  initiatives  such  as  Global  Health  Initiative,  Feed  the  Future,  and  the  Global  Climate 
Change  Initiative;  and  (5)  Working  with  African  nations  on  transnational  issues  such  as  drug 
smuggling,  money  laundering,  illicit  arms,  and  trafficking  in  persons. 

5.  (U)  The  embassies  communicate  what  is  occurring  in  the  host  nations  through  many  different 
means.  Issuing  a  cable  is  an  official  communication  by  the  Embassy  or  organization.  Typically, 
the  Ambassador  or  Deputy  Chief  of  Mission  (DCM)  sign  off  as  the  originator  on  the  cables 
because  they  contain  the  official  position  of  the  embassy  or  organization.  Generally,  cables  are 
issued  to  summarize  meetings  and  note  significant  events  in  the  host  country,  and  often  contain 
the  analysis  and  comment  of  the  author.  The  cables  are  issued  via  the  distribution  captions,  one 
of  which  is  SIPDIS.  The  SIPDIS  caption  indicates  that  a  cable  is  approved  for  S1PRNET 
distribution  for  access  by  appropriately  cleared  individuals  across  numerous  US  government 
agencies  and  departments.  Classified  cables  containing  the  SIPDIS  caption  are  available  to  all 
users  of  SIPRNET  and  JWICS  to  share  information  with  interested  agencies  and  departments  in 
the  United  States  government.  Originators  could  limit  distribution  to  DoS  personnel  only 
(STADIS)  or  even  limit  distribution  to  the  addressee  of  the  document  (NODIS),  but  this  is  rarely 
done. 


6.  (SBU)  The  first  cable  is  10  Pretoria  636. 


10.  (SBU)  The  second  cable  is  08  Khartoum  246. 


26.  (SBU)  The  sixth  cable  is  07  AddisAbaba  2197. 


34.  (SBU)  The  seventh  cable  is  08  DarEsSalaam  206. 


//ORIGINAL  SIGNED// 
ANGEL  M.  OVERGAARD 
CPT,  JA 

Assistant  Trial  Counsel 


//ORIGINAL  SIGNED// 
THOMAS  F.  HURLEY 
MAJ,  JA 

Military  Defense  Counsel 


//ORIGINAL  SIGNED// 
BRADLEY  E.  MANNING 
PFC,  USA 
Accused 
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INSTRUCTIONS  FOR  PREPARING  AND  ARRANGING  RECORD  OF  TRIAL 


USE  OF  FORM  -  Use  this  form  and  MCM,  1984, 
Appendix  1 4,  will  be  used  by  the  trial  counsel  and 
the  reporter  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  verbatim  record  is  prepared.  Air 
Force  uses  this  form  and  departmental 
instructions  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  summarized  record  is  authorized. 
Army  and  Navy  use  DD  Form  491  for  records  of 
trial  in  general  and  special  court-martial  cases  in 
which  a  summarized  record  is  authorized. 
Inapplicable  words  of  the  printed  text  will  be 
deleted. 

COPIES  -  See  MCM,  1984,  RCM  1103(g).  The 
convening  authority  may  direct  the  preparation  of 
additional  copies. 

ARRANGEMENT  -  When  forwarded  to  the 
appropriate  Judge  Advocate  General  or  for  judge 
advocate  review  pursuant  to  Article  64(a),  the 
record  will  be  arranged  and  bound  with  allied 
papers  in  the  sequence  indicated  below.  Trial 
counsel  is  responsible  for  arranging  the  record  as 
indicated,  except  that  items  6,  7,  and  15e  will  be 
inserted  by  the  convening  or  reviewing  authority, 
as  appropriate,  and  items  10  and  14  will  be 
inserted  by  either  trial  counsel  or  the  convening  or 
reviewing  authority,  whichever  has  custody  of 
them. 

1 .  Front  cover  and  inside  front  cover  (chronology 
sheet)  of  DD  Form  490. 

2.  Judge  advocate's  review  pursuant  to  Article 
64(a),  if  any. 

3.  Request  of  accused  for  appellate  defense 
counsel,  or  waiver/withdrawal  of  appellate  rights, 
if  applicable. 

4.  Briefs  of  counsel  submitted  after  trial,  if  any 
(Article  38(c)). 

5.  DD  Form  494,  "Court-Martial  Data  Sheet." 

6.  Court-martial  orders  promulgating  the  result  of 
trial  as  to  each  accused,  in  10  copies  when  the 
record  is  verbatim  and  in  4  copies  when  it  is 
summarized. 

7.  When  required,  signed  recommendation  of 
staff  judge  advocate  or  legal  officer,  in  duplicate, 
together  with  all  clemency  papers,  including 
clemency  recommendations  by  court  members. 


8.  Matters  submitted  by  the  accused  pursuant  to 
Article  60  (MCM,  1 984,  RCM  1 1 05). 

9.  DD  Form  458,  "Charge  Sheet"  (unless  included 
at  the  point  of  arraignment  in  the  record). 

10.  Congressional  inquiries  and  replies,  if  any. 

11.  DD  Form  457,  "Investigating  Officer's  Report," 
pursuant  to  Article  32,  if  such  investigation  was 
conducted,  followed  by  any  other  papers  which 
accompanied  the  charges  when  referred  for  trial, 
unless  included  in  the  record  of  trial  proper. 

12.  Advice  of  staff  judge  advocate  or  legal  officer, 
when  prepared  pursuant  to  Article  34  or  otherwise. 

13.  Requests  by  counsel  and  action  of  the 
convening  authority  taken  thereon  (e.g.,  requests 
concerning  delay,  witnesses  and  depositions). 

1 4.  Records  of  former  trials. 

15.  Record  of  trial  in  the  following  order: 

a.  Errata  sheet,  if  any. 

b.  Index  sheet  with  reverse  side  containing 
receipt  of  accused  or  defense  counsel  for  copy  of 
record  or  certificate  in  lieu  of  receipt. 

c.  Record  of  proceedings  in  court,  including 
Article  39(a)  sessions,  if  any. 

d.  Authentication  sheet,  followed  by  certificate 
of  correction,  if  any. 

e.  Action  of  convening  authority  and,  if  appro¬ 
priate,  action  of  officer  exercising  general  court- 
martial  jurisdiction. 

f.  Exhibits  admitted  in  evidence. 

g.  Exhibits  not  received  in  evidence.  The  page 
of  the  record  of  trial  where  each  exhibit  was 
offered  and  rejected  will  be  noted  on  the  front  of 
each  exhibit. 

h.  Appellate  exhibits,  such  as  proposed  in¬ 
structions,  written  offers  of  proof  or  preliminary 
evidence  (real  or  documentary),  and  briefs  of 
counsel  submitted  at  trial. 
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